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Abstract 
In this deliverable we present the state of the art on existing techniques and tools applicable to 
the RISCOSS platform. In the first stage our focus was on the analysis of previous EU-funded 
projects (prior to call 8). In the second stage our focus is to update the analysis with new EU-
funded projects (call 8 and after).  Finally, the third stage is the analysis of the state of the practice 
(existing tools and techniques related to RISCOSS beyond EU-founded projects), for this last 
stage we consider open and privative source software. 

For the selected techniques and tools in these stages we performed a study of their integrability 
with the RISCOSS platform. The study is performed by means of qualitative analysis and using a 
quality model specific for integrability. 
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1 Introduction 
The RISCOSS project aims to integrate techniques, tools, and methods that already exist or are 
under development and that are available as OSS1. To this end, in this deliverable we show our 
findings in the current state of the art, focusing on EU-funded collaborative projects in order to 
take advantage of the work done in previous (prior to call 8) and on-going projects (call 8 and 
after), and state of the practice. 

1.1 Motivation 
During the formulation of the proposal we already made some comparisons with the work done 
in other EU projects. In this deliverable we are going deeper into the identified projects that may 
be integrated, and we are also going to explore possible collaborations with ongoing EU projects 
that were not present at the time of writing of the proposal. 

1.2 Glossary of terms 
Table 1: List of terms 

Term Description 
QM Quality Model 
QA Quality Attribute 
FLOSS Free Libre Open Source Software 

 

1.3 Intended audience 
The results of this study are of special interest for the RISCOSS consortium, because they will 
serve as basis for the design rationale of the platform, i.e., to choose among different OSS 
alternatives. This study will also be useful to share knowledge and experience on risks in the field 
of open source software. We also plan to disseminate parts of this work to the research 
community. In particular we think that the quality model for OSS integration is of general interest 
for the academia. Finally, but not least importantly, this document may drive future collaborations 
with other EU projects (cf. WP7, Collaboration part). 

1.4 Scope 
Our initial targets are EU-funded collaborative projects. We plan to make this deliverable evolve 
along RISCOSS lifespan and include references to other OSS projects that may be integrated 
into RISCOSS. 

1.5 Relation to other deliverables 
There are no backward relations for this deliverable. 

1 This document use OSS, F/OSS, or FLOSS depending on the term used in the information source. 
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1.6 Document structure 
Section 1 introduces the deliverable. Section 2 presents an exploratory overview of the EU 
projects are related to RISCOSS. Section 3 presents an exploratory overview of the techniques 
and tools used in the practice. Section 4 describes the quality model that will be used to analyse 
the findings from Section 2 and 3. Section 5 conducts the analysis. Section 6 concludes the 
deliverable. 
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2 Related work in EU-funded projects 
As mentioned in the introduction, our principal focus is EU-funded collaborative projects close to 
RISCOSS, which translates into projects around the concept of OSS. We have focused on 
projects funded in FP6 and FP7. The projects that fulfil these criteria are: EDOS, MANCOOSI, 
QualiPSO, QualOSS, SQO-OSS, FLOSSMetrics, ALERT, PROSE, MARKOS, OSSMETER and 
U-QASAR. Table 2 provides basic information for each of them. 

Table 2: List of selected EU projects founded prior to call 8 

 Full name Type Status Website and contact info. 
EDOS Environment for the 

Development and 
Distribution of Free 
Software 

FP6 
STREP 

Ended http://www.mancoosi.org/edos 
Original site unavailable: 
http://www.edos-project.org 
 
Stéphane Laurière 
slauriere@ubimix.com 

MANCOOSI Managing the 
complexity of Open 
Source Software 

FP6 
STREP 

Ended http://www.mancoosi.org 
 
Roberto Di Cosmo 
roberto@dicosmo.org 

QualiPSO Trust and Quality in 
Open Source 
Systems 

FP6 
STREP 

Ended http://www.qualipso.org 
 
Matteo Melideo 
matteo.melideo@eng.it 

QualOSS QUALity of Open 
Source Software 

FP6 
STREP 

Ended Original site unavailable: 
http://www.qualoss.eu 
 
Jean-Christophe Deprez 
jcd@cetic.be 

SQO-OSS Evaluation of the 
quality of Open 
Source projects 

FP6 
STREP 

Ended Original site only shows partial 
information: http://www.sqo-
oss.org 
 
Diomidis Spinellis 
dds@aueb.gr 

FLOSSMetrics Free/Libre/Open 
Source Metrics and 
Benchmarking 

FP6 
STREP 

Ended http://flossmetrics.org 
 
Jesus M. Gonzalez Barahona 
jgb@gsyc.es 

ALERT Active support and 
real-time 
coordination based 
on event processing 
in FLOSS 
development 

FP7 
STREP 

Ended http://www.alert-project.eu 
 
Ljiljana Stojanovic 
Ljiljana.Stojanovic@fzi.de 
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Table 3: List of selected EU projects founded in call 8 and after 

 Full name Type Status Website and contact info. 
PROSE Promoting Open 

Source in European 
Projects 

FP7 
CSA 

Till 
2015 

http://www.ict-prose.eu 
 
Alfredo Matos 
alfredo.matos@caixamagica.pt 

OSSMETER Automated 
Measurement and 
Analysis of Open 
Source Software 

FP7 
STREP 

Till 
2015 

http://www.ossmeter.eu 
 
Scott Hansen 
s.hansen@opengroup.org 

MARKOS The MARKet for 
Open Source 

FP7 
STREP 

Till 
2015 

http://markosproject.berlios.de 
 
Silke Cuno M. A. 
silke.cuno@fokus.fraunhofer.de 
Dr. Klaus–Peter Eckert 
peter.eckert@fokus.fraunhofer.de 

U-QASAR Universal Quality 
Assurance & 
Control Services for 
Internet Applications 
with Volatile 
Requirements and 
Contexts 

FP7 
STREP 

Till 
2015 

http://www.uqasar.eu/ 
 
Aitor Elorriaga 
aelorriaga@innopole.net 

 

In this deliverable we focus on the identification of techniques and tools for their reuse in 
RISCOSS. The time saved by reusing these techniques and tools can be invested in improving 
other parts of the project. Our major concern with regards adopting existing techniques and tools 
is their capability to be integrated in our platform. To mitigate this risk we performed a qualitative 
analysis of these techniques and tools which is the object of this deliverable.  

En the following subsections we propose an inventory of techniques and tools from these projects. 

2.1 EDOS project 
The objective of the EDOS project was to improve the quality of package-based OSS distributions, 
such as Linux, by providing tools and techniques that were able to spot consistency problems in 
the provided package dependencies. It produced a generic file format for encoding software 
package dependencies, and several algorithms that used this format and that were able to 
perform consistency analysis on these dependencies. Below we list the techniques and tools 
studied by the EDOS project, see Table 4. 
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Table 4: Techniques and tools from EDOS project 

 Type Short description Reference/Link 
FOSS-PRM Technique Process Reference 

Model for F/OSS. 
EDOS D5.5.3 Part II, PRM FOSDEM 2007 

Ceve Tool Package parser http://www.mancoosi.org/edos/tools/ 
https://gforge.inria.fr/projects/sodiac/ 

EGraph Tool EGraph file format http://www.mancoosi.org/edos/tools/ 
Dependency 
solvers 

Tool Two dependency 
solvers SAT and CP 

http://www.mancoosi.org/edos/tools/ 

 

2.1.1 FOSS-PRM 
Figure 1 depicts the different layers of the core of the PRM model [1] and shows how the data 
structures relate to the different elements it provides. The role of the bottom layer provides the 
data structures as well as the mechanics to handle them. The second layer of the model aims at 
modelling F/OSS. It provides a set of elements for describing projects, the community associated 
with them, the different resources which are involved in the projects, related integrity rules which 
have to be enforced, available activities handled by these projects and the processes each project 
runs along with the requirements and rights involved in the execution of these processes. The 
third layer ensures the execution of described processes. It enables the assignment of processes 
to community members through tasks, and the coordination of processes through events. Finally 
the top layer provides a means for achieving process-wide analysis through the definition and 
execution of metrics and through the logging of the PRM activity. 

 

Figure 1: EDOS-PRM 
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EDOS-PRM highlights and integrates in a common model the following different elements: 

• F/OSS resources are consumed and produced by the process. These are code units, 
defect reports, etc. as well as community members since their competence gets 
harnessed to produce software. 

• Activities are mainly interfaces for exploiting resources. They define the different means 
available to manipulate resources through operations. New activities can be defined 
during the lifetime of a project. 

• Processes. The set of processes defined for a project represents the set of all possible 
actions in the scope of this project. A process is the description of a set of activity 
operations to be called in a given sequence to reach a particular goal. A process can 
involve multiple operations provided by multiple activities. Each process is bound to 
requirements in terms of competencies, knowledge or interests.  

• Roles provide an organizational structure for people working on F/OSS projects. They bind 
processes to F/OSS contributors. Privileges given to actors for executing processes and 
manipulating resources depend on the different roles assigned to them.  

• Tasks are the assignment of the execution of a process to a community member. The 
responsibilities of community members are reflected in the tasks that have been assigned 
to them. 

2.1.2 Ceve 
Ceve is a generalized package parser [2]. It can read several package formats (most importantly 
RPM and DEB packages and distributions), but also the XML rpm-metadata format), and output 
their metadata in several different formats, of which the most important is the EGraph format. 

The function of Ceve is parsing package metadata from all sorts of formats into one common 
format (the EGraph format). Since there are many differences between the various package 
formats, Ceve cannot simply read metadata and output them; the data has to be manipulated. 
The most notable example of this is RPM dependencies; RPM cannot declare dependencies on 
other packages directly, but only by means of features. Ceve can resolve these indirect 
dependencies, so that if package A declares a dependency on feature F, and feature F is provided 
by packages B and C, Ceve will produce as output that package A will need either package B or 
package C. Also, packages that install different files in the same location conflict with each other, 
but this is not explicitly declared; Ceve can explicitly add these conflicts to its output. 

2.1.3 EGraph file format 
The EGraph file format is a package-format agnostic representation of the information that is 
encoded in the packages stored in a package repository [2]. It is based on the XML language and 
in particular it complies with the GraphML specification [3]. This intermediate format has been 
conceived in order to have a common and uniform representation of the metadata that can be 
used as input by all the tools of the framework, without having to develop a filter for each package 
format. 
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2.1.4 Dependency solvers (SAT/FGrasp and CP/Mozart-Oz) 
The SAT/FGrasp solver takes as input the encoding of an installability problem and translates it 
into a boolean formula. After conversion to conjunctive normal form, the formula is fed through 
the FGrasp SAT solver. This solver can return a minimal set of assignments that satisfy the 
formula, which the SAT/FGrasp tool translates back into minimal lists of packages that need to 
be installed to enable the installation of the initial package. The SAT solving is reasonably efficient, 
taking less than 1 second on the hardest installability problems. 

The CP/Mozart-Oz Solver solves the dependency problem using a solver written in the Mozart-
Oz language (http://www.mozart-oz.org). The solver uses a custom branch-and-bound strategy 
programmed in Oz itself. While effective on small to medium-sized installability problems, the 
solver tends to exhibit exponential divergence on large problems. 

Several ad-hoc dependency solvers has also been developed by using custom algorithms that 
took advantage of the dependency-patterns and structures that usually emerge in package 
repositories. One of these solvers (debcheck) has been customized to perform a rapid analysis 
of the Debian repository and it is currently used as a quality assessment tool by the Debian quality 
assurance team (see http://edos.debian.net). 

2.2 MANCOOSI project 
The MANCOOSI project is the continuation of the EDOS project, in this case focusing the efforts 
on the update process for the package management system of OSS operating systems 
distributions. They provide file formats to store the metadata of software packages and several 
analysis methods to perform the update process. Below we list the techniques and tools studied 
from the MANCOOSI project, see Table 5. 

Table 5: Techniques and tools from MANCOOSI project 

 Type Short description Reference/Link 
CUDF Tool CUDF file format http://www.mancoosi.org/reports/tr3.pdf 
dose3 Tool Package manager http://www.mancoosi.org/software/ 
EVOSS Tool Package analyser http://evoss.di.univaq.it/ 
Metamodels Technique Several metamodels 

to describe the 
system configuration 
and packages 

http://www.mancoosi.org/reports/d2.1.pdf 

 

2.2.1 CUDF 
CUDF (for Common Upgradeability Description Format) [4] is a format for describing upgrade 
scenarios in package-based Free and Open Source Software distribution.  
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In these scenarios there exists a package universe (i.e. a set of packages) known to a package 
manager application, a package status (i.e. the currently installed packages), and a user request 
(i.e. a request to change the set of installed packages) that need to be fulfilled. 

CUDF permits to describe an upgrade scenario in a way that is both distribution-independent and 
package-manager-independent. CUDF offers a rigorous semantics of dependency solving that 
enables to independently check the correctness of upgrade solutions proposed by package 
managers. CUDF adoption would enable to share dependency solver components across 
different package managers, both intra- and inter-distributions. 

2.2.2 dose3 
Dose3 [5] is a framework made of several OCaml libraries for managing distribution packages 
and their dependencies. Though not tied to any particular distribution, dose3 constitutes a pool of 
libraries which enable analysing packages coming from various distributions. 

Besides basic functionalities for querying and setting package properties, dose3 also implements 
algorithms for solving more complex problems (monitoring package evolutions, correct and 
complete dependency resolution, repository-wide uninstallability checks). 

2.2.3 EVOSS 
EVOSS implements a model-based approach to support the upgrade of FOSS systems [6] [7]. 
The approach promotes the simulation of upgrades to predict failures before affecting the real 
system. Both fine-grained static aspects (e.g. configuration incoherencies) and dynamic aspects 
(e.g. the execution of configuration scripts) are taken into account, improving over the state of the 
art of package managers. 

2.2.4 MANCOOSI metamodels 
The metamodels defined in [8] are the following: 

• The System Configuration metamodel contains all the modelling constructs to specify the 
configuration of a given FOSS system in terms of installed packages, configuration files, 
services, file system state, etc. 

• The Package metamodel describes the relevant elements making up a software package. 
The metamodel also gives the possibility to specify the maintainer script behaviours which 
are currently ignored by existing package managers. 

• The Log metamodel is based on the concept of transactions that represent a set of 
statements that change the system configurations. Transitions can be considered as 
model transformations which let a configuration C1 evolve into a configuration C2. 

Figure 2 shows that System Configuration and Package metamodels have mutual dependencies, 
whereas the Log metamodel has only direct relations with both System Configuration and 
Package metamodels.  
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Figure 2: Metamodels interdependencies 

These metamodels were thought to be used in a MDD approach [7] in order to be able to predict 
common causes of upgrade failures and undo residual effects of failed or undesired upgrades. 
Examples of these predictions are presented in [9]. 

2.3 QualiPSO project 
The objective of the QualiPSO project was to improve the quality of OSS projects, in particular 
focusing on its maturity. They designed a maturity model, similar to the CMMI [10], which is 
composed of a list of topics to be addressed by a project in order to be categorized in one of the 
three levels of maturity defined. This project also produced several tools that help to analyse the 
source code, the bug tracking systems, and a platform to integrate these tools. In the following 
table we list the techniques and the tools studied from the QualiPSO project (see Table 6). 

Table 6: Techniques and tools from QualiPSO project 

 Type Short description Reference/Link 
OMM Technique QualiPSo 

OpenSource 
Maturity Model 

http://www.qualipso.org/node/554 

WebOMM Tool GUI for OMM http://www.qualipso.org/webomm 
Bicho Tool Bugzilla analyser http://www.qualipso.org/bicho 

http://metricsgrimoire.github.com/Bicho/ 
StatSVN/CVS Tool SVN analyser http://www.qualipso.org/stat-tools 
Spago4Q Tool open source 

platform to measure, 
analyse and monitor 
quality of products, 
processes and 
services 

http://www.spagoworld.org/ 
xwiki/bin/view/Spago4Q/ 
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2.3.1 OMM 
OMM [11] is depicted in Figure 3. OMM defines three maturity levels and the trustworthy elements 
composing each maturity level. The complete model describes all the practices and metrics that 
have to be collected and analysed in order to assess and/or improve the FLOSS development 
process. 

 

Figure 3: maturity levels in FLOSS 

Basic Level 

• PDOC: Product Documentation 
• STD: Use of Established and Widespread Standards 
• QTP: Quality of Test Plan 
• LCS: Licenses 
• ENV: Technical Environment (Tools, OS, Programming Language, Development 

Environment.) 
• DFCT: Number of Commits and Bug Reports 
• MST: Maintainability and Stability 
• CM: Configuration Management 
• PP1: Project Planning Part 1 
• REQM: Requirements Management 
• RDMP1: Availability of a Roadmap 

Intermediate Level 

• RDMP2: Implementation of a Roadmap 
• STK: Relationship between Stakeholders (Users, Developers etc) 
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• PP2: Project Planning Part 2 
• PMC: Project Monitoring and Control 
• TST1: Test Part 1 
• DSN1: Design Part 1 
• PPQA: Process and Project Quality Assurance 

Advanced Level 

• PI: Product Integration 
• RSKM: Risk Management 
• TST2: Test Part 2 
• DSN2: Design Part 2 
• RASM: Results of 3rd Party Assessments 
• REP: Reputation 
• CONT: Contributions 

In the QualiPSO deliverable (http://www.qualipso.org/node/554) there are defined many metrics 
for each topic to evaluate the overall maturity. 

2.3.2 WebOMM 
The WebOMM tool (http://omm.qualipso.org, not working) is an on-line graphical interface for 
collecting OMM metrics and/or practices assessment values. It allows a separate collection of 
assessments for all three OMM levels. The tool supports the assessment of 25 trustworthiness 
elements. Results can be downloaded in a form of an OpenOffice Stile Sheet document or they 
can be stored on-line.   

2.3.3 Bicho 
Almost every FLOSS project has a way to be informed about bugs in its applications. There are 
several platforms providing this service, such as Bugzilla and SourceForge. These applications 
keep information since when a bug is reported, passing through several states until it is solved. 
Bicho is a powerful tool to get and analyse that information. 

After being configured using configuration files, Bicho firstly checks type of bug tracker system, 
and then it creates a corresponding back-end to manage the information contained there. There 
are two basic types of back-end, one supporting the bug tracking system deployed in 
SourceForge, and the other supporting Bugzilla. Each back-end gets the links of the bugs, 
retrieves all available information from that location, and stores it in a database. As well, Bicho 
uses the python's configuration parser to process the configuration file. 

The benefits of using automatic tests are described in [12]. 
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2.3.4 StatSVN/CVS 
StatCVS and StatSVN are used to generate statistics regarding the process of project 
development, starting from the information retrieved from CVS or SVN repositories. Such data is 
used to provide both overall project characteristics and also individual authors activity in project. 

An empirical study supporting the code analysis may be found in [13]. 

2.3.5 Spago4Q  
The Spago4Q (SpagoBI for Quality) [14] is the Free Open Source platform to measure, analyse 
and monitor the quality of products, processes and services. The platform is adaptable to complex 
organizational contexts, independently of software development and maintenance processes, 
infrastructure tools as well as from measurement frameworks and assessment frameworks. It is 
suitable to the assessment of the maturity and effectiveness of the software development 
processes, to the supply of IT services and to the quality inspection of the released software. It 
also allows collecting data and measures from various projects, code repositories and further 
tools, through non-invasive techniques. 

2.4 QualOSS project 
The objective of the QualOSS project was to define a method to assess the quality of OSS 
projects, more concretely, their qualities of robustness and evolvability. To do so, it designed a 
quality model, and described a process for the quality assessment. In this case, the assessment 
is made manually by means of long checklists. It also provides a tool to facilitate the process. In 
the following table we list the techniques and the tools studied from the QualOSS project (see 
Table 7). 

Table 7: Techniques and tools from QualOSS project 

 Type Short description Reference/Link 
QualOSS 
Quality Model 

Technique Quality model for 
assessing the 
robustness and 
evolvability of F/OSS 

WP4_Deliverable4_2_v1_1.pdf 

Std QAM Technique Standard QualOSS 
Assessment Method 

WP4_Deliverable4.5_v1_2.pdf 

QualOSS 
platform 

Tool Implementation of 
the QualOSS 
Methodology 

WP2_Deliverable2.4_V2.pdf 
https://forge.pallavi.be/projects/ 
show/qualoss-platform 

 

2.4.1 QualOSS Quality Model 
The quality model of QualOSS [15] [16] is composed of three types of interrelated elements: 
quality characteristics (see Figure 4), metrics (about 150), and indicators. Quality characteristics 
correspond to the concrete attributes of a product or community considered relevant for assessing 
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the robustness and evolvability of F/OSS. Metrics correspond to concrete aspects that can be 
measured and are expected to help in the assessment of work product, community, software 
processes, or dependencies characteristics. Finally, indicators define how to aggregate and 
evaluate the measurement values to obtain consolidated information that can be readily used by 
decision makers when performing an assessment. 

 
Figure 4: QualOSS quality model 

2.4.2 Std QAM 
The QualOSS platform is explained in [17] [18] [19], its objective is to assess the evolvability 
and robustness of an F/OSS endeavour. The dimensions studied in the QUALOSS Platform are: 
Usage (Integration in a product), Collaboration (F/OSS full collaboration), Mode (Product 
comparison). The context based on the three dimensions is viewed as the model that will be used 
to collaborate and integrate F/OSS code in larger software. 

The method proposed has a workflow composed of 14 operations: 

• Operation 1: Identification of the person responsible for the assessment of the given 
F/OSS endeavour. 

• Operation 2: Plan the assessment and the supervision 
• Operation 3: Identify the other evaluators 
• Operation 4: Identify accurately the scope of the F/OSS endeavour 
• Operation 5: Add rules specific to this assessment 
• Operation 6: Adapt the quality model and refine the questions of this specific 

assessment 
• Operation 7: Identify, contact, and get approval from F/OSS community members for 

validation and interviews 
• Operation 8: Quick assessment of the data quality for the given F/OSS endeavour 
• Operation 9: Select and adapt indicators and tools for computing these indicators 
• Operation 10: Create specific tool configuration information (if needed) 
• Operation 11: Collect and Analyse scoped datasets of the F/OSS endeavour 

Robustness / 
Evolvability

TestProduct

Software 
processes

Documentation

Tools and 
dependencies

Runtime and 
compile 

dependencies

Work products Community 
members

Availability

Repeatability

Reliability

Maintainability

Security

Availability

Capability of 
release 

management

Capability of 
requirements 
and change 

management

Composition 
adequacy

Interaction/
Workload 
adequacy

Size and 
regeneration 

adequacy
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• Operation 12: Interpret the results 
• Operation 13: Conduct debriefing with all evaluators 
• Operation 14: Share the results and get comments from the F/OSS community members 

Each operation is described in [19] along with several guidelines to perform the assessments. 

2.4.3 QualOSS platform 
QualOSS is a tool-based methodology in the sense that this methodology needs a platform to 
store in a structured way the information gathered during an analysis but also to perform automatic 
analysis when applicable [20]. 

The QualOSS platform supports 2 use cases:  

• Use case 1: import assessment results from separate spreadsheets; the measurements 
needed for the analysis are performed independently from the QualOSS platform and 
collected in separate spreadsheets (one per characteristic). The advantage of this 
approach (in comparison with a fully automated process) is that the analysis process can 
be better controlled and that some specific aspects of the artifacts can be taken into 
account. Moreover, the analysis process can be performed in a decentralized way without 
direct access to the centralized QualOSS platform. Tools are available to ease and 
automate as far as possible the measurement process. The spreadsheets also contain 
formulas that allow to automatically compute the value and the colours of the indicators 
with respect to the measured values. The spreadsheets can then easily be converted to 
simple Comma Separated Values (CSV) files that can in turn be used for introducing 
(“importing”) the results of the analysis in the QualOSS database. The following Figure 5 
gives an overview of the QualOSS platform for the of use case of “Importing”. 

 
Figure 5: QualOSS Platform use case 1 
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The yellow boxes stand for configuration files that are used for configuring the platform and/or for 
importing the assessment results. 

• Use case 2: automatic analysis by launching appropriate tools; during the analysis, the 
needed measures are automatically collected by the appropriate tools that are launched 
by the platform using the appropriate connectors. As an additional functionality, the 
reporter allows to output the values of the measures and of the indicators based on a 
quality model file. The following Figure 6 gives an overview of the QualOSS Platform for 
the automatic analysis use case. 

 
Figure 6: QualOSS Platform use case 2 

2.5 SQO-OSS project 
The objective of the SQO-OSS project was to evaluate OSS quality in an automatic way, by 
analysing the source code and the community. The major outcome of this project is the Alitheia 
Core platform which is based on a quality model, specifically designed to include the metrics that 
can be measured without human intervention. Following we list the techniques and tools studied 
from the SQO-OSS project, see Table 8. 

Table 8: Techniques and tools from SQO-OSS project 

 Type Short description Reference/Link 
SQO-OSS 
quality model 

Technique Quality model to 
support an 
automated software 
evaluation system 

DOI: 10.1016/j.entcs.2009.02.058 

Alitheia Core Tool Analyse the source 
code, mailing lists 
and bug databases 

http://demo.sqo-oss.org  
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2.5.1 SQO-OSS quality model 
The SQO-OSS quality model [21] [22] is constructed to support an automated software evaluation 
system; its variables are mainly metric-oriented while human intervention is minimal. Additionally, 
the model evaluates all aspects of OSS development, both the product (code) and the community. 
The evaluation weights and criteria can be tuned by the evaluator, while a set of predefined 
profiles that cover basic evaluation cases are provided. This model aims at capturing the 
particularities arising from the special nature of open source software development processes. 

 
Figure 7: SQO-OSS quality model 

The model construction process followed a GQM approach. The outcome is a hierarchical tree 
view of the quality attributes, shown in Figure 7. The leaves of the tree are further analysed by 
using metrics measured by the system and then used for evaluation of selected criteria. The 
metrics are presented in Table 9. 

Table 9: Metrics for the SQO-OSS quality model 

Analyzability Cyclomatic number 
Number of statements 
Comments frequency 
Average size of statements 
Weighted methods per class (wmc) 
Number of base classes 
Class comments frequency 

Changeability Average size of statements 
Vocabulary frequency 
Number of unconditional jumps 
Number of nested levels 
Coupling between objects (cbo) 
Lack of cohesion (lcom) 
Depth of inheritance tree (dit) 

SQO-OSS 
Quality Model

MaintainabilitySecurity

Product (code) 
quality

Reliability

Community 
quality

Maturity

Effectiveness

Testability

Stability

Changeability

Analyzability

Mailing list 
quality

Documentation 
quality

Developer base 
quality
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Stability Number of unconditional jumps 

Number of entry nodes 
Number of exit nodes 
Directly called components 
Number of children (noc) 
Coupling between objects (cbo) 
Depth of inheritance tree (dit) 

Testability Number of exits of conditional structs 
Cyclomatic number 
Number of nested levels 
Number of unconditional jumps 
Response for a class (rfc) 
Average cyclomatic complexity per method 
Number of children (noc) 

Maturity Number of open critical bugs in the last 6 months 
Number of open bugs in the last six months 

Effectiveness Number of critical bugs fixed in the last 6 months 
Number of bugs fixed in the last 6 months 

Security Null dereferences 
Undefined values 

Mailing list Number of unique subscribers 
Number of messages in user/support list per month 
Number of messages in developers list per month 
Average thread depth 

Documentation Available documentation documents 
Update frequency 

Developer base Rate of developer intake 
Rate of developer turnover 
Growth in active developers 
Quality of individual developers 

2.5.2 Alitheia Core 
The Alitheia Core [23] tool is an extensible platform (see demo, http://demo.sqo-oss.org/) for 
software quality analysis that is designed specifically to facilitate software engineering research 
on large and diverse data sources. It integrates data collection and preprocessing phases with an 
array of analysis services, and presents the researcher with an easy to use extension mechanism. 
Alitheia Core aims to be the basis of an ecosystem of shared tools and research data that will 
enable researchers to focus on their research questions at hand, rather than spend time on re-
implementing analysis tools. 

More specifically, the objective of Alitheia is the automatic evaluation of the quality of Open Source 
projects. By analyzing both the soft and the hard project artifacts (the project source code history 
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is "hard" while the mailing lists, bug tracker entries and other human communications are "soft") 
the Alitheia software will produce a broader and more comprehensive picture of the quality and 
viability of each Open Source project than tools that examine only the product of the project. 

2.6 FLOSSMetrics project 
The objective of FLOSSMetrics was to construct, publish and analyse a large scale database with 
information and metrics about OSS development. FLOSSMetrics provides access to information 
regarding metrics related to source code management, mailing list repositories and tracker 
systems for some OSS components. The techniques ant tools analysed from FLOSSMetrics are 
summarized in Table 10. 

Table 10: Techniques and tools from FLOSSMetrics project 

 Type Short 
description 

Reference/Link 

Octopus Tool Tool to find 
repositories 
with 
information 
related to a 
given OSS 
project. 

WP1/D1.3-RepositoryFinder.pdf 
  

Retrieval 
System 

Tool Tool to 
retrieve and 
analyse data 
from OSS 
projects. 

WP2/D2.2-
Implementation_Retrieval_System.pdf 
 
 

Melquiades 
website 

Tool Website 
interface to 
access the 
FLOSSMetrics 
database 

http://melquiades.flossmetrics.org/ 

FLOSSMetrics 
database 

Technique Database that 
contains 
information 
about the 
repositories of 
OSS projects 

WP3/D3.1-Database_Specification.pdf 
 
WP3/D3.2.-Database.pdf 

SMEs guide Technique Guide on how 
to adopt an 
OSS in a 
company 

http://guide.flossmetrics.org/ 
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2.6.1 Octopus 
The main goal of Octopus [39] is to automatically retrieve all the relevant data sources for a given 
project. Particularly it focuses on the following data sources: 

• Source code repositories 
• Mailing list archives 
• Bug tracking systems 
• Source code packages 

The tool has been written in Python and its architecture is extensible to support different kinds of 
forges. 

 

Figure 8: Octopus architecture overview 

 

2.6.2 Retrieval system 
The Retrieval system [40] is a software package that retrieves and performs some analysis on 
the data found in the OSS repositories. Different tools can be plugged in order to perform the 
analysis. The supported tools are: CVSAnalY (for source code repositories), MLStats (for mailing 
lists) and Bicho (for analysis of issue tracking systems). 
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Figure 9: Retrieval system architecture overview 

 

2.6.3 Melquiades website 
Melquiades is the web front-end to access the FLOSSMetrics database. It provides an API and 
different formats to retrieve the measurements. Documentation of the API can be found at 
http://melquiades.flossmetrics.org/wiki/doku.php?id=api.  

2.6.4 FLOSSMetrics database 
The FLOSSMetrics database [41][42] provides a conceptual schema to store the data from the 
different data sources supported in the project. The database is structured in three layers: 

• Tools level: stores information particular to each different supported tool. The implemented 
ones are CVSAnalY2, MailingListStats and Bicho 

• Unification Level: Adds a layer of abstraction to unify the data of the different tools: The 
implemented ones are Source code management systems, Mailing lists, and issue 
tracking systems. 

• Analysis level: Defines and stores the metrics of the OSS obtained from the previous layer.  

The database has been populated with 3150 projects. However, the collected data is only for 
those projects that use the aforementioned technologies.   

2.6.5 SMEs guide 
Small and Medium Enterprises (SME) guide [43] is a document intended to help SMEs to adopt 
OSS in their companies. It presents a set of guidelines and suggestions that covers the following 
topics: OSS adoption models, search and selection of an OSS component, best practices for OSS 
adoption, and OSS based business models.  
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• OSS adoption models are categorized in adoption of an OSS component, contribution to 
an OSS community, contribution with community interaction and support to third parties, 
and project and ecosystem coordination. 

• The selection of an OSS component is based on two aspects: (1) the functional 
requirements and features of the system and (2) a list of indicators that measure the 
probability of long-time survival and improvement of the project. 

• Best practices is a list of recommendations to improve the migration and adoption process 
of OSS.  

• The OSS based business models are derived from several different areas: the use of OSS 
in the IT infrastructure, the introduction of OSS for a new project, selling services based 
on OSS, selling products that contain an OSS as a significant component. 

2.7 ALERT project 
The ALERT is an OSS project that aims to improve the overall bug resolution process in OSS 
collaborative environments. The ALERT system provides methods and tools to improve the 
coordination among collaborative as well as distributed virtual teams developing software in OSS 
communities and in software development companies. In the following table we list the techniques 
and tools studied from the ALERT project (see Table 11). 

Table 11: Techniques and tools from ALERT project 

 Type Short description Reference/Link 
ALERT 
platform 

Tool Integrated software 
architecture of the 
ALERT system 

http://www.alert-project.eu/content/ 
conceptual-and-software-architecture-
alert-integrated-system 

ALERT 
ontologies 

Technique ALERT ontologies in 
'Ai-Is and To-Be 
Analysis' 

http://www.alert-project.eu/content/data-
model-integrating-alert-ontologies-data-
extraction-tools 

CEP Technique Complex Event 
Processing 

http://www.alert-project.eu/content/ 
complex-event-detector-0 

2.7.1 ALERT platform 
The ALERT platform [24] is the major outcome of the ALERT project and it integrates all the 
produced parts of the project.  An overview of the architecture of this platform is shown in Figure 
10. ALERT produced five “sensors”, components able to gather the data from different sources 
such as: source code, mailing list, bug trackers, wikis, and forums. Using an ontology they are 
able to unify these sources of knowledge into a single knowledge base, which then is exploited 
by several services such as: search engine, visualization system, recommender system, and 
syndication. 

Some of the tools produced in the QualiPSO project were reused in ALERT as sensors. 
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Figure 10: ALERT architecture overview 

2.7.2 ALERT Ontologies 
The ALERT project integrates several ontologies [25] for the extraction of information from 
structured sources. Two main types of structured data sources are supported in ALERT (see 
Figure 11): 

• Source Code Management Systems (SCM): These are repositories that store and track 
changes in all files created and developed in a FLOSS project (source code, 
documentation, configuration...). 

• Issue Tracking Systems (ITS): They collect and track reports about different issues about 
the software developed in a FLOSS project, submitted by different stakeholders (end-
users, developers, beta-testers, etc.). 

In these ontologies, several classes, attributes and relationships were defined to represent 
semantically enriched information retrieved from structured sources.  

 
Figure 11: Integration of knowledge sources 
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2.7.3 CEP 
Complex Event Processing (CEP) [26] provides an effective and efficient infrastructure for an 
agile decision support. The strength of CEP in general resides in the centralized and declarative 
representation of real-world semantics in form of event patterns (EPs), the real-time capability to 
detect these patterns and the scalable architecture to process a huge number of events from 
distributed event sources. 

CEP deals with the analysis of streams of continuously arriving events with the goal of identifying 
instances of predefined meaningful patterns (complex events). Complex events are detected in 
order to trigger time-critical actions, to raise important alerts, to be displayed on a dashboard, etc. 

2.8 PROSE project 
The PROSE project intends to contribute to the adoption of open source software on ICT projects 
by increasing the lifetime of the software developed inside European projects and thus maximizing 
its impact. To achieve this objective the project is creating a coordination platform for hosting 
software projects, as well as promoting dissemination and training events on Open Source topics. 
In the following table we list the techniques and tools studied from the PROSE project (see Table 
12). 

Table 12: Techniques and tools from PROSE project 

 Type Short description Reference/Link 
PROSE 
platform 

Tool Platform for hosting 
FLOSS software 

https://opensourceprojects.eu/ 

2.8.1 PROSE platform 
PROSE platform is intended for hosting and supporting (ICT) FLOSS software that allows creating 
and managing software repositories. Beyond supporting the development process, the 
infrastructure defines a common location for ICT software. The platform also include community 
and software management tools, as well as access to methodology, business and legal 
information required for FLOSS adoption. In this case, the integration would be reverse, i.e., 
RISCOSS project can be integrated into the PROSE platform. 

2.9 OSSMETER project 
OSSMETER project aims to extend the state-of-the-art in the field of automated analysis and 
measurement of open-source software (OSS), and develop a platform that will support decision 
makers in the process of discovering, comparing, assessing and monitoring the health, quality, 
impact and activity of open-source software. 

To achieve this, OSSMETER computes quality indicators by performing analysis and integration 
of information from diverse sources including the project metadata, source code repositories, 
communication channels, and bug tracking systems of OSS projects. 

© RISCOSS Consortium  34 



  D4.1 State of the art and the practice 
 
 
In contrast with PROSE, OSSMETER does not aim at building another OSS forge but instead at 
providing a meta-platform for analysing existing OSS projects that are developed in existing OSS 
forges. 

In the following table we list the techniques and tools studied from the OSSMETER project (see 
Table 13). 

Table 13: Techniques and tools from OSSMETER project 

 Type Short description Reference/Link 
OSS 
metamodel 

Technique Metamodel for 
describing OSS 
forges 

[36] 

OSS quality 
model 

Technique Description of quality 
attributes, metrics 
and tools that 
support them 

[37] 

OSSMETER 
platform 

Tool Architectural and 
platform description 

[38] 

 

2.9.1 OSS metamodel 
Metamodels play a key role since they specify the key aspects of OSS that have to be considered 
for analysis and comparison purposes. The OSSMETER metamodels has been defined with the 
aim of creating models representing in a homogeneous manner different aspects of OSS projects 
(e.g. types and details of source code repositories, communication channels and bug tracking 
systems, types of licences, etc.). Figure 12 shows the metamodel for OSS forges including the 
most important concepts. 
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Figure 12: OSSMETER OSS Forge metamodel 

2.9.2 OSS quality model 
OSSMETER Project has proposed a set of quality attributes for source code and for the activities 
related to the development of source code. These attributes and metrics are listed in Table 14, 
and in Table 15 the existing tools and the supported metrics from these tools. 

Table 14: Quality attributes and metrics of OSS quality model 

Quality attribute Metrics 

Size Lines of code (LOC) 
Number of methods per class 
Number of attributes per class 
Abstractness 
Reuse ratio 
Specialization ratio 
Depth of inheritance tree 
Number of children 

Complexity Cyclomatic complexity 
Weighted methods per class 
Response for a class 

Documentation Density 
Coupling Coupling between objects 
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Data abstraction coupling 
Message passing coupling 
Coupling factor 
Afferent coupling 
Efferent coupling 
Instability 

Cohesion Lack of cohesion in methods (many variants available) 
Tight class cohesion 
Loose class cohesion 

Contributors Number of contributors 
Number of new contributors (in a time frame) 
Number of inactive contributors 

Rate of change Number of commits (in a time frame) 
Core contributors Contributors with a large number of commits compared to 

other commiters 
Contributors who are largely responsible for components in 
the project 

 

Table 15: Tools and supported metrics of OSS quality model 

Tool Metrics URL 
Project 
Bauhaus 

Lines of Code per Function, 
Cyclomatic McCabe 
Complexity, Maximal Nesting, 
Clone detection 

http://www.bauhaus-
stuttgart.de/bauhaus/demo/index.html 

Understand Complexity Metrics, Volume 
Metrics, Object Oriented 
Metrics 

http://www.scitools.com/ 

CodeSonar Size, Complexity, Halstead 
metrics 

http://www.grammatech.com/codesonar 

SonarQube Complexity, Design, 
Documentation, Duplications, 
Issues, Size, Tests 

http://www.sonarqube.org/ 

2.9.3 OSSMETER platform 
OSSMETER platform has an evolving technical architecture. In the deliverable are described the 
goals of the architecture, the use cases supported, architectural constraints, architectural 
components, and the technologies that will be used for the implementation.  

The purpose of the OSSMETER platform is to integrate user-defined quality measurement tools 
and techniques. The main responsibility of the platform will be the organisation and execution of 
project metric providers, and the storage of the required data and metric results in a scalable 
manner. In the context of OSSMETER project, the term metric provider can have two different 
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meanings. First, a metric provider can be a software component which extends the OSSMETER 
platform with additional software metrics and measuring capabilities. Second, a metric provider 
can be the individual, who extends the platform by contributing to it a new software metric 
component to the platform.  

In more detail the OSSMETER open source extensible platform will: 

• Interface with the most widely-used open source hosting forges (e.g., SourceForge, 
Google Code, Eclipse, Apache, Github) 

• Provide extensibility mechanisms for interfacing with additional version control systems, 
bug tracking systems and communication channels 

• Support incremental monitoring of various aspects of OSS projects 
• Provide support for exploring and comparing the obtained measurements for OSS projects 

in an intuitive way 
• Produce notifications when health indicators of an OSS project fall below a user-defined 

level 
• Provide support for exploring the history and evolution of OSS projects 
• Provide support for metric providers to define and register new metrics 
• Provide support for scalable persistence of OSS projects’ data 

On top of the OSSMETER platform, a public REST (Representational State Transfer) API will be 
provided (not yet available, nor documented). The purpose of this API is to allow external 
developers to retrieve calculated metrics for OSS projects of interest and to exploit them in custom 
applications. Moreover, an intuitive web-based user interface will be provided through which end 
users will be able to register new OSS projects to the system, browse through the calculated 
metrics of projects of interest and compare selected projects side-by-side according to their 
preferred criteria. Figure 13 shows the overview of the components and tiers of the architecture 
of the OSSMETER platform. 
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Figure 13: 3-Tier architecture of OSSMETER platform 

2.10 U-QASAR 
U-QASAR is an ongoing EU project which aims at providing a quality assurance, control and 
measurement methodology to measure the quality of software development projects in the field 
of Internet applications. Although it is not intended for OSS projects, some of the techniques and 
results could be reused in the RISCOSS project.  In Table 16 we depict the list of techniques and 
tools studied from the U-QASAR project.  

Table 16: Techniques ant tools from U-QASAR project 

 Type Short description Reference/Link 

U-QASAR 
methodology 

Technique Methodology for 
gathering data 
about the progress 
and quality of 
software 
development. 

D2.1.1 Methodology Handbook v1.0 

U-QASAR 
models 

Technique Models describing 
software quality and 
contexts. 

D2.2.1 Design Specification v1.0 

U-QASAR 
platform 

Tool Platform to obtain 
an objective value of 
the software 

D2.2.1 Design Specification v1.0 
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development 
process quality 

 

 

2.10.1 U-QASAR methodology 
The U-QASAR methodology [44] consists of several individual methods for gathering and 
exploiting data about the progress and quality of software development projects. The list of 
methods aims at the following items: 

• How to identify Quality Objectives. 
• How to plan a Measurement Program: definition of Quality Indicators and Measurement. 
• How to select the metrics (by means of GQM). 
• How to collect data (auto/manual). 
• How to assess the validity of the measurement. 
• How to provide valuable feedback out of the measurements. 

The methodology is still under development and changes might apply during the project. 

2.10.2  U-QASAR models 
U-QASAR defines a quality model and a context ontology in [45] to represent the entities related 
to quality of software, contexts, and their relationships.  

• Quality model: a hierarchical model containing three levels of quality entities. Namely, 
objectives, indicators and metrics. 

• Context ontology: the purpose of the context ontology is to describe the entities related to 
the context of a software project. It is structured in different (sub) ontologies, namely, users 
and teams, competencies of users, activities, workflows, projects, and the quality model.  

2.10.3 U-QASAR platform 
The U-QASAR platform is a SOA-based web application that implements the methodology 
described in Section 2.10.1. The core components of the system are the monitoring, 
enhancement, analytical and reporting services. The architecture of the platform is depicted in 
Figure 14. We describe below a small summary of the core services, which are presented in [45].  

• U-QASAR monitoring services: monitor the contexts of the development life cycle and the 
product to be aware of any potential change that may have an effect on the Quality 
Requirements. 

• U-QASAR enhancement services: propose specific updates and new assessments to 
verify its fulfilment depending on the changes detected in the context by the U-QASAR 
monitoring services. 
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• U-QASAR   analytical   services: analyse   the development history data of the company 
in order to propose specific values for weights and thresholds of each of   the   concepts   
that   will   be   evaluated   during   the assessment activities. 

• U-QASAR reporting services: produce reports offering a quantified view of the quality of 
the process and product. The reports will offer different abstraction levels depending on 
the targeted audience (development team, project management, customers). 

 

Figure 14: U-QASAR platform architecture 

 

 

2.11 MARKOS 
MARKOS is an ongoing EU project which is aimed at developing a service and interactive 
application to provide an integrated view on the OSS projects, focusing on functional, structural 
and license aspects of the software code. The goal of MARKOS is to offer to developers and 
analysts a tool to help them to choose the OSS solution that better fulfils their needs. In Table 17 
we depict the list of techniques and tools studied from the MARKOS project.  
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Table 17: Techniques and tools from MARKOS project 

 Type Short description Reference/Link 
MARKOS 
platform 

Tool System to provide 
an integrated view 
on the OSS projects 
available on the web 

D2.1.1a-Specification of the MARKOS 
Architecture and service APIs (initial) 

MARKOS 
common 
ontology 

Technique Ontology that 
describes legal and 
code related 
concepts of OSS. 

D2.2.1a-MARKOS Ontology (initial) 

 

2.11.1 MARKOS platform 
The MARKOS platform [46] is a service that provides searching and information facilities 
regarding the different OSS projects available in the web. Beyond other features the service 
provides semantic querying and browsing functionalities to inspect the structure of OSS (i.e., 
components, classes, libraries, etc.) and their dependencies across different projects. On the 
other hand, it also supports users for the license analysis of the OSS. 

The architecture of the MARKOS platform is shown in Figure 15. The platform obtains the OSS 
projects and their metadata from different Forges/Metaforges (e.g. sourceforge, codeplex…) 
using the Crawler component. Software code and license text are then analysed by the Code 
Analyser and License Assistent respectively.  

• The Code Analyser can identify dependencies between code components belonging to 
the same or to different OSS projects; and is also in charge of extracting information about 
the contained software artefacts (e.g., classes, methods, etc). 

• The License Assistant is the component that analyses and resolves open source licensing 
issues. It explains the conflict, and suggest compatible OSS licenses to apply. 

Both components transform the data into semantic descriptions stored in the Semantic 
Repository, which enables semantic querying and browsing. Finally, data is provided both for 
people, through the MARKOS frontend, and machines, through the Linked Data Access Point.  
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Figure 15: MARKOS platform architecture 

 

Through such interfaces, a user can search for an OSS using queries (e.g. “apache”) with a set 
of filters (e.g. library, interface, method, etc.). The user can also browse and navigate through the 
results. Finally he/she can perform license analysis to find out possible legal violations of OSS 
components.  

A prototype of MARKOS is available at http://demo.markosproject.eu/ 

 

2.11.2 MARKOS common ontology 
The MARKOS common ontology [47] provides a description of the entities and relationships of 
OSS elements required to realize the MARKOS features. The MARKOS common ontology is 
composed of 2 distinct OWL 2 DL (sub) ontologies:  

• Markos-licenses: defines copyright and licenses concepts related to software. It consists 
of 4 entities: copyright license template (i.e. a type of license, such as GLP, BSD), work 
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(i.e., any entity protectable by copyright), a copyright license (i.e., an individual license) 
and a License assessment (which evaluates if a copyright license is violated). 

• Markos-software: describes general concepts about software code. It imports and reuses 
the FOAF ontology (for the representation of relationships between projects and people) 
and the SKOS ontology (for the representation of elements related to a project or 
software). The main classes of the ontology are the Artifacts (i.e., a physical piece of 
information), the container (i.e., an entity that may contain other entities), and a versioned 
Entity (i.e., an entity that may belong to a specific version history). All these elements are 
then decomposed in the ontology in a finer granular level.   
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3 Related work in the practice 
As mentioned in the introduction, this deliverable has been extended with other software projects 
that share some objectives with the RISCOSS platform. In this sense we focus on software 
projects that are capable to analyse source code, software licenses, communities, etc. in order to 
evaluate possible risks derived from the adoption of OSS components. With this idea in mind, 
after consulting with our industrial partners, we have selected the following software packages for 
evaluation: BlackDuck, Palamida, OpenLogic, and WhiteSource. Table 18 provides basic 
information for each of them. 

Table 18: List of selected software packages related to RISCOSS 

 Full name Type Status Website and contact info. 
Black Duck Automate Open 

Source 
Governance and 
Compliance 

Software 
package 

Active http://www.blackducksoftware.com 

Palamida Manage and 
Secure your use 
of Open Source 
Software 

Software 
package 

Active http://www.palamida.com 

Open Logic Helping 
Enterprises to use 
Open Source 
Software 

Software 
package 

Active http://www.openlogic.com 

White 
Source 

Cloud-based 
Automated Open 
Source 
Management 

Software 
service 

Active http://www.whitesourcesoftware.com 

 

In this deliverable we focus on the identification of techniques and tools for their reuse in 
RISCOSS. Our major concern with regards adopting existing techniques and tools is their 
capability to be integrated in our platform, this difficulty is greater in the case of these software 
products because they probably will not give away the assets of their business. To mitigate this 
risk we performed a qualitative analysis of these techniques and tools which is the object of this 
deliverable.  

En the following subsections we propose an inventory of techniques and tools from these projects. 

3.1 Black Duck 
Black Duck is a company that provides consulting, software and services to enterprises for the 
adoption of OSS. The products and services of Black Duck  allows organizations to analyse the 
source code and binary files of software in order to facilitate search, selection, approval, auditing 
and tracking of software components. The list of tools and techniques analysed from Black Duck 
are depicted in Table 19. 
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Table 19: Techniques and tools from Black Duck 

 Type Short description Reference/Link 

Black Duck 
suite 

Tool Suite that 
automates OSS 
governance and 
compliance. 

www.blackducksoftware.com/products
/black-duck-suite 

Code sight Tool Source code search 
engine 

www.blackducksoftware.com/products
/code-sight 

Black Duck 
KnowledgeBase 

Technique Database on OSS 
projects 

www.blackducksoftware.com/products
/knowledgebase 

Ohloh Tool Website that 
provides a public 
directory of OSS 
development 

www.ohloh.net/ 

 

3.1.1 Black Duck suite 
Black Duck suite is a set of tools for the automated governance and compliance of OSS across 
the application development lifecycle. The Suite automates key processes including: code 
acquisition, approval, scanning, validation, cataloguing and monitoring. It is scalable and can 
support development teams of various size, whether co-located or geographically distributed, and 
can be deployed on premises or as software as a service (SaaS). 

Its main features are: 

• Automated governance with a customizable approval workflow to reinforce the 
organization’s policies and procedures. 

• Automated compliance with code scanning and auditing to discover and control unknown 
or unapproved software. 

• Automated open source security vulnerability identification and monitoring. 
• A catalogue for open source, commercial and internally-developed software that allows 

developers to easily find, track and reuse approved code. 
• Comprehensive code search to help developers find and choose components. 
• A tool integration framework that is repository-neutral, including easy integration with issue 

tracking and build systems, software configuration management systems (CMS) and tools. 
 

3.1.2 Code sight 
Code Sight is a source code search engine that enables developers to find and reuse internal 
code by creating an index from several repositories across an enterprise. The main features of 
the tool are: 
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• Syntax-specific search for 43 languages, including class, method, interface and 
enumeration definitions. 

• Filter results by languages and projects. 
• Code matches are highlighted. 
• Plug-ins for Eclipse, Visual Studio, Firefox and Chrome 
• Scalable to billions of lines of code. 

3.1.3 Black Duck KnowledgeBase 
Black Duck KnowledgeBase is a database of OSS information obtained through the Internet. The 
KnowledgeBase helps developers find code and components. It includes information on one 
million projects from more than 6000 sites, and contains detailed data for over 2200 unique 
software licenses (GPL, LGPL, Apache, etc.), including the full license text and several of 
encoded attributes and obligations for each license. It is updated on a regular basis, requiring a 
team of developers to do so. Its main features are: 

• Extensive licensing information 
• Compares different types of files (source files, binaries, code fragments, images, icons, 

etc.)  
• Allows to add internally developed or third-party licensed code for future comparative 

analysis 
• Finds and identifies encryption software within products  

3.1.4 Ohloh 
Ohloh is a free, public directory of OSS and the contributors who create and maintain it. By 
connecting to project source code repositories, analyzing both the code’s history and ongoing 
updates, and attributing those updates to specific contributors, Ohloh can provide reports about 
the composition and activity of project code bases, and aggregate this data to track the changing 
demographics of the OSS projects. The main features are: 

• 10+ billion lines of open source code.  
• Automatically updated on a rotating basis (mostly, every 48h) 
• Support for 43 programming languages. 
• Provides statistics of projects, languages and repositories 

3.2 Palamida 
Palamida is a company that develops products and services to enable stakeholders from 
development, legal and security background to collaborate to maximize development productivity 
through widespread use of OSS and other third party software while minimizing the risk of 
Intellectual Property infringement and security vulnerabilities. It provides two editions of the same 
tool to verify that there is no infringement of the licenses included in a project (see Table 20). 
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Table 20: Techniques and tools from Palamida 

 Type Short description Reference/Link 

Palamida tool 
(Enterprise and 
Compliance 
edition) 

Tool Tool to verify if there 
is any violation of 
Intellectual Property 
in a project 
containing OSS 

http://www.palamida.com/products.ht
ml 

 

3.2.1 Palamida tool  
Palamida offers a tool in two different versions, namely, Enterprise and Compliance Edition.  
Palamida Enterprise Edition address the challenge of identifying complete or partial matches 
between a target software project and known open source and other third party software. Once 
the identification of externally sourced software has been made, Enterprise Edition acts as a 
single system of record for software content, policy, vulnerability alerts and action items such as 
remediation. Enterprise Edition includes a workflow component to allow organizations to put in 
place an approval process for use of third party components so that expensive after-the-fact 
discovery is minimized. Palamida Compliance Edition contains all of the detection and reporting 
features of Enterprise Edition, but omits the approval process workflow.  

3.3 OpenLogic 
OpenLogic provides open source support and CentOS Linux support on more than 850 of the 
most popular open source software packages used in the enterprise, including Apache, Tomcat, 
JBoss, MySQL, ActiveMQ & PostgreSQL. OpenLogic also provides scanning, provisioning, 
governance solutions, and other services such as indemnification coverage, when to update 
notifications, application auditing. OpenLogic, as RISCOSS, is oriented to mitigate open source 
adoption risks while maximizing cost savings. Below we list the techniques and tools studied from 
OpenLogic, see Table 21. 

Table 21: Techniques and tools from OpenLogic 

 Type Short 
description 

Reference/Link 

OLEX Technique Database of OSS 
packages 

http://olex.openlogic.com 

OSS 
Discovery 

Tool Binary OSS scan 
tool 

http://www.openlogic.com/products/scanners 

OSS Deep 
Discovery 

Tool Binary and source 
code OSS scan 
tool 

http://services.openlogic.com/Scanning/ 
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3.3.1 OpenLogic Exchange (OLEX) 
OpenLogic provides a Certified Library of hundreds of open source software packages via 
OpenLogic Exchange (OLEX), a free web site where companies can find, research, and download 
certified, enterprise-ready open source packages on demand. OLEX is continually updated with 
new releases and security patches to keep you up-to-date on the latest open source 
enhancements, OLEX also provides an extensive knowledgebase, including complete information 
on open source licenses. 

3.3.2 OSS Discovery 
OSS Discovery is an open source scanning tool that helps find the open source software installed. 
OSS Discovery does not require source code, it does the scan searching for the binaries. OSS 
Discovery can be used on deployed applications, servers or desktops. It can be used to create 
an inventory of open source usage and audit for compliance with internal policies. 

3.3.3 OSS Deep Discovery 
OSS Deep Discovery is a scanning tool that scans source code as well as binaries to identify 
open source code and licenses. OSS Deep Discovery is capable of a product for open source 
code, create an inventory of open source code and applicable licenses, audit for compliance with 
internal policies, and understand license obligations and conflicts to avoid potential legal actions. 

3.4 White Source 
White Source provides a solution for companies that need to manage their open source assets to 
ensure license compliance and reduce risk. It gives developers and executives a way to manage 
the lifecycle of OSS. White Source’s cloud-based platform allows to: 

• Maintaining a comprehensive list of all OSS libraries and their dependencies 
• Recording when and why you decided to use them 
• Receiving and recording the required technical and business approvals 
• Auditing the OSS inventory before technical reviews, sales, investments, etc. 
• Staying informed about changes to license requirements, the health of the community 

supporting the library, technical and security vulnerabilities, etc. 

White Source, as RISCOSS, is oriented to mitigate open source adoption risks while maximizing 
cost savings. Since White Source is delivered as an integrated platform in the cloud we cannot 
divide it into techniques and tools as we have done with the others, we consider White Source a 
tool by itself. 

3.4.1 White Source SaaS 
White Source offers basically to main functionalities, one oriented to check the compliance of the 
OSS licenses and second oriented to notify about security and updates of the OSS components 
used in the project. Also, White source, offers a set of plugins to automatize the data extraction 
of the clients projects to the SaaS platform (including support for Maven, Ant, and Jenkins). It is 
worth mentioning that these plugins only support Java projects. Finally, White Source offers a 
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REST API to access to the SaaS platform (but it is not clear that it would serve to integrate it to 
RISCOSS). 
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4 Integrability Quality Model 
In this section we propose a quality model to evaluate the integrability of tools and techniques 
with the RISCOSS platform. First, we study the available methods and quality models specific for 
OSS, and then we design a quality model based on a standard quality model for software 
products.  

4.1 Related work 
There are not many quality models or quality evaluation methods specific to OSS. Still, some 
models and initiatives exist to help with this kind of evaluation. Table 22 shows a list of the studied 
approaches. We also found some comparatives of these quality models and evaluation methods 
(e.g., [27] [28]). 

Table 22: List of approaches for quality evaluation of OSS 

 Year Author Status Link/Reference 
OpenBRR 2005 Various* Discontinued http://www.openbrr.org/ 
QSOS 2004 Atos Origin Active (2012) http://www.qsos.org/ 
OSMM-N 2004 Navicasoft Discontinued Web no longer available 
OSMM-C 2003 Capgemini Discontinued Web no longer available 
OMM 2008 EU project Finished http://www.qualipso.org/node/554 
QualOSS-QM 2009 EU project Finished WP4_Deliverable4_2_v1_1.pdf 
SQO-OSS-QM 2009 EU project Finished DOI: 10.1016/j.entcs.2009.02.058 

* Carnegie Mellon West Center for OSS Investigation, CodeZoo, SpikeSource, and Intel. 

4.1.1 OpenBRR 
The Open Business Readiness Rating (OpenBRR) [29] is a method for rating open source 
software. The idea is that the entire community rates the software. BRR uses weights for the 
attributes as a way of calculating the rankings. Among the attributes we can find functionality, 
quality, performance, support, community size, security, etc. 

4.1.2 QSOS 
Qualification and Selection of Open Source software (QSOS) [30] is a method, designed to 
qualify, select and compare free and open source software in an objective, traceable and argued 
way. The QSOS process is made up of several iterative steps: definition of frames of reference 
(licenses, communities, functional grids by software family, …); evaluation of software on three 
major axis: functional coverage, risks for the user and risks for the service provider (expertise, 
training, support services); qualification of a specific user’s context (company or individual) by 
weighting of the previous criteria; and selection and comparison of software fulfilling the 
requirements. 

4.1.3 OSMM (Navica) 
The Navica’s Open Source Maturity Model (OSMM-N) [31] is a process to evaluate OSS maturity. 
This evaluation process could take up to two weeks. The evaluation assesses the maturity level 
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of software, support, documentation, training, product integration, and professional services. As 
result, this model classifies the OSS products in different levels of maturity. 

4.1.4 OSMM (Capgemini) 
The Capgemini’s Open Source Maturity Model (OSMM-C) [32] describes how an Open Source 
product should be assessed to ensure that the product meets the IT challenges a company faces. 
The OSMM accomplishes this by linking an extensive product analysis with a thorough review of 
the company and its IT issues. 

4.1.5 OMM 
The QualiPSo OpenSource Maturity Model (OMM) [11] provides three maturity levels and the 
trustworthy elements composing each maturity level. The complete model describes all the 
practices and metrics that have to be collected and analysed in order to assess and/or improve 
the FLOSS development process. More details can be found in section 2.3.1. 

4.1.6 QualOSS-QM 
The QualOSS Quality Model (QualOSS-QM) [15] [16] is composed of three types of interrelated 
elements: quality characteristics (see Figure 4), metrics (about 150), and indicators. This quality 
model focuses on assessing the robustness and evolvability of F/OSS. More details can be found 
in section 2.4.1. 

4.1.7 SQO-OSS-QM 
The SQO-OSS Quality Model (SQO-OSS-QM) [21] [22] is thought to support an automated 
software evaluation system; its variables are mainly metric-oriented while human intervention is 
minimal. The model evaluates both the product and the community. The evaluation weights and 
criteria can be tuned. More details can be found in section 2.5.1. 

4.2 RISCOSS Quality Model 
None of these quality models and evaluation methods for OSS is appropriate to our objective, the 
integrability with the RISCOSS platform. Still, some of them have served as inspiration (e.g., the 
importance of the OSS communities when evaluating OSS products). There have been several 
reasons to discard these works: 

• Complexity: Some of the methods require going through many steps, becoming time-
consuming. These methods are more adequate when analysing hundreds of products in 
many aspects, but this is not the case of the study carried out in this deliverable. This is 
the case of: QSOS, and SQO-OSS-QM. 

• Discontinued: Several methods have been discontinued and the information to use them 
is no longer available. This is the case of: OpenBRR, Navica’s OSMM, and Capogemini’s 
OSMM. 

• Target objective: Our objective is the evaluation of the integrability, but some of these 
quality models and methods have a different target (e.g., only focus in maturity). This is 
the case of: Navica’s OSMM, and Capogemini’s OSMM, OMM, and QualOSS-QM. 
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For these reasons we opted to propose a quality model based on the ISO/IEC 25000 standard 
[33] (see Figure 16). ISO/IEC 25000 gives a generic overview of software quality aspects, with 
focus on the technical ones. 

 

Figure 16: ISO/IEC 25000 

As mentioned before, not only technical aspects are important in OSS. The community for 
example is one aspect that must be evaluated in some way. For this reason we also added some 
non-technical aspects based on an existing extension [34] of the ISO/IEC 9126 [35] (see Figure 
17). 

 

Figure 17: ISO/IEC 9126 extension for Non-Technical aspects 

Finally, we have selected the characteristics and subcharacteristics of both QM that are more 
related to the integrability issue. It does not mean that the discarded quality aspects need not to 
be investigated (e.g., security and usability are always important at some extent), just that they 
will be analysed only on the selected candidates that passed the integrability filter (i.e., functional 
correctness and completeness will be tested when the technique or tool is integrated in the 
RISCOSS platform). The result is shown in Figure 18. 
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Figure 18: RISCOSS QM for OSS integrability evaluation 

The interpretation of each quality attribute with regards to the integrability with the RISCOSS 
platform is listed in Table 23. 

Table 23: Quality attributes for integrability and measurement criteria 

 Description Measurement criteria 
Functional 
appropriateness 

Identify the techniques/tools that 
provide appropriate functionality 
for the RISCOSS platform.  

(+) Includes some functionality that has 
the potential to be useful in the 
RISCOSS context 
(=) Includes functionalities whose 
appropriateness for RISCOSS is not 
clear at the current time 
(-) It does not include any functionality 
useful for RISCOSS 

Co-existence From the integrability viewpoint, 
we want tools and techniques 
that do not interfere with other 
parts of the RISCOSS platform. 
Since we don’t know yet the 
architecture of the RISCOSS 
platform, we try to mitigate the 
co-existence issues by 
measuring the amount of 
technological requirements. 

(+) The technological requirements are 
few, common, and are not expected to 
restrict our architecture 
(=) There are many requirements, but 
they are common, and are not expected 
to restrict much RISCOSS’ architecture 
(-) There are requirements that impose 
restrictions whose fulfilment limits in a 
potentially restrictive way the possible 
architectural solutions for RISCOSS 

Interoperability We are interested in products 
that provide compatibility with 
standard interchange formats 
(e.g., XML, Open Office 
documents, etc.). The 
interoperability is measured for 
the input and for the output. 

(+) The input and output use formats that 
are standardised and are easy to 
integrate 
(=) At least one of the input or the output 
can be imported from, or exported to, 
standard formats 

RISCOSS QM for integrability evaluation

Functional 
suitability Compatibility Reliability Maintainability Portability

co-existence 

Interoperability

Maturity Modularity

Modifiability

Adaptability

Installability

Functional 
appropriateness

Supplier Business

Reputation

Support

Licensing 
Schema

Licensing Costs

© RISCOSS Consortium  54 



  D4.1 State of the art and the practice 
 
 

(-) Both the input and the output use 
formats that are hard (or even 
impossible) to import from, or export to, 
standard formats (e.g., ad-hoc formats) 

Maturity Mature enough techniques/tools 
would reduce the risks coming 
from integrating them in the 
RISCOSS platform. 

(+) The tool/technique is still maintained, 
and it is being actively used along some 
time 
(=) The tool/technique is not maintained 
but the last version is classified as stable 
by a third party (e.g., “stable” label in 
sourceforge) 
(-) The tool/technique was a proof of 
concept, or its last version is classified as 
beta, unstable, etc. 

Modularity In the cases that the 
technique/tool studied is very 
big (e.g., frameworks), 
modularity could allow 
integrating just the parts that are 
interesting to the RISCOSS 
platform. 

(+) There are some form of modules 
(e.g., libraries, plug-ins, web services, 
etc.) that separate the different 
functionalities 
(=) There are no modules, but they are 
not necessary because the 
technique/tool provides one basic 
functionality  
(-) The tool/technique provides many 
functionalities and they cannot be 
separated to be used standalone (e.g., 
the user interface is mixed with domain 
functionalities) 

Modifiability Can the tool or technique be 
modified to change its 
functionality? 

(+) If it is a tool, its source code is 
available. If it is a technique, there is 
enough documentation  
(-) If it is a tool, its source code is 
unavailable. If it is a technique, there is a 
few or imprecise documentation  

Adaptability Is the technique/tool designed to 
be integrated in different 
contexts? In this case, the 
adaptation does not require 
manual modifications. Here we 
refer to the inherent capability of 
the technique/tool to change its 
functionality. 

(+) The technique/tool has extension 
points (e.g., possibility to add plug-ins) 
(=) The technique/tool offers the 
possibility to be used in a different way 
(-) The technique/tool does not have any 
adaptability option (or at least is not 
mentioned) 
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Installability We want tools and techniques 

that provide enough information 
to install/apply them in the 
RISCOSS platform. 

(+) If it is a tool, it is easy to install (there 
is enough documentation for the 
installation process, or there are some 
evident facilities for the installation). If it 
is a technique, it is easy to embed into 
RISCOSS without any change 
(=) The installation process, although 
feasible, seems complicated, the 
documentation is very limited, and/or 
requires adaptations 
(-) There is no documentation or any 
other facility for the installation process 

Reputation We prefer to use techniques and 
tools that had a positive 
feedback from users and have 
been successfully integrated in 
other projects 

(+) The tool/technique has some 
integration successful stories (e.g., the 
tool was successfully used in other 
contexts, projects…) 
(=)The tool/technique has been only 
used by the origin project but has some 
positive reviews or endorsements 
(-) The tool/technique has been only 
used by the origin project and it has not 
being explicitly mentioned in forums 

Support We are interested in 
techniques/tools that have an 
active community capable to 
help us with any integration 
issue. 

(+) There is a web site with support 
forums, mailing lists, and bug tracking 
systems and there is recent activity in 
them 
(=) There are support forums, mailing 
lists, and bug tracking systems, but they 
have few or old activity on them 
(-) The web site is unavailable or there 
are no support forums, mailing lists, and 
bug tracking systems. 

Licensing 
schema 

The license of the technique/tool 
may raise any legal action 
against the RISCOSS project if 
we integrate it in our platform? 

(+) The tool has an OSS license (e.g., 
GPL, LGPG, etc.), the technique has 
creative commons license (or similar) 
(-) The tool or technique has copyright or 
the license may raise a legal action 
against RISCOSS if it is integrated 

Licensing costs Is there any direct or indirect 
cost for integrating the 

(+) The tool or technique has free cost to 
use 
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technique/tool in the RISCOSS 
platform? 

(-) There is a cost associated to the use 
of the technique or tool 
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5 Analysis 
In this section we perform a qualitative analysis of the tools and techniques identified in section 
2, using the quality model described in section 3. The method followed to perform this analysis 
has been to: go through each item and assess each quality characteristic in a qualitative way, i.e., 
provide argumentation about how good or bad is each quality aspect.  

For the qualitative analysis, for each quality attribute we provide a concrete evaluation result that 
may have assigned one of the following four values: (+) positive evaluation, (=) neutral evaluation, 
(-) negative evaluation, (?) unknown. The positive, neutral, and negative are evaluations that 
followed the measurement criteria defined in Table 23. The unknown evaluation will be used in 
the cases where the available information is not enough to evaluate the quality attribute. 

5.1 Tools 
The selected tools for the analysis come from the following projects: EDOS (Ceve, EGraph, and 
dependency solvers), MANCOOSI (CUDF, dose3, and EVOSS), QualiPSO (WebOMM, Bicho, 
StatSVN/CVS, Spago4Q), from QualOSS (QualOSS platform), SQO-OSS (Alitheia Core), 
FLOSSMetrics (Octopus, Retrieval system, Melquiades), and ALERT (ALERT platform). 

5.1.1 EDOS: Ceve 
Ceve’s functionality has a potential interest for the RISCOSS project, but due to the lack of support 
we cannot recommend the integration of this tool. Also is important to mention that Ceve is quite 
old, and apparently has not evolved to support the new advances in the package management of 
OSS distributions. In Table 24 there is the detailed evaluation of Ceve. 

Table 24: Ceve qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

Software package dependencies are assumed to have a potential 
impact in the risks of OSS adoption 

+ 

Co-existence There are no especial requirements, but the tool requires a Linux 
environment to work 

+ 

Interoperability The tool supports several package file formats and XML metadata 
as input. This is important because there are many formats for 
OSS packages in Linux distributions (RPM, DEB, …) 

+ 

Maturity The tool was used as a proof of concept of the EDOS project - 
Modularity There are no modules in this tool, but probably they are not 

necessary 
= 

Modifiability The source code is not available - 
Adaptability There is no information about possible adaptations - 
Installability The instructions to install are terse  = 
Reputation As far as we know, the tool has been only used in the EDOS 

project 
- 

Support The project is finished, and the web site is unavailable, the 
secondary web site is available but not used since 2009 

- 
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Licensing 
schema 

GNU GPL license + 

Licensing costs There is no cost associated to the use of this tool + 
 

5.1.2 EDOS: EGraph 
This file format to store metadata for the software packages may serve as inspiration in the 
RISCOSS project. EGraph is based on standard formats which is a plus for possible integrations. 
The major drawbacks are related to the lack of support and the impossibility to download the 
format specification. About the licenses, even that the information is not available we can imagine 
that due to the nature of the project it will be an OSS license. We recommend using it only as 
inspiration for the RISCOSS project. In Table 25 there is the detailed evaluation of EGraph. Please 
see also CUDF, section 5.1.4. 

Table 25: EGraph qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

We probably will need some way to represent metadata of OSS 
products RISCOSS framework. Even the context of use is 
different, it may be used as inspiration or as a starting point 

+ 

Co-existence There are no special requirements for this file format + 
Interoperability The file format is based on XML and supports the GraphML 

standard 
+ 

Maturity The file format was used as a proof of concept of the EDOS 
project 

- 

Modularity Not necessary = 
Modifiability The format specification is not available, but being XML we can 

imagine that it would be easy to modify 
+ 

Adaptability There is no information about possible adaptations - 
Installability The format specification is not available for download - 
Reputation As far as we know, the tool has been only used in the EDOS 

project 
- 

Support The project is finished, and the web site is unavailable - 
Licensing 
schema 

There is no information about the license (likely a FLOSS license) ? 

Licensing costs There is no information about the cost (likely free of charge) ? 
 

5.1.3 EDOS: Dependency solvers 
As happen in the case of Ceve, these tools have a potential use in RISCOSS project, but the lack 
of support and the unavailability of the web site make them hardly integrable. As before, it is also 
important to consider the age of the software. We do not recommend integrating these tools in 
the RISCOSS project. In Table 26 there is the detailed evaluation of the dependency solvers. 
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Table 26: Dependency solvers qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

Software package dependencies are assumed to have a potential 
impact in the risks of OSS adoption 

+ 

Co-existence There is not enough information to know if these tools may have 
any co-existence problem 

? 

Interoperability The tools are thought to use the output produced by the EDOS 
project. This implies that we could not use these tools alone 
without modifying them 

- 

Maturity The tools were used as proof of concept of the EDOS project - 
Modularity The two tools are interchangeable + 
Modifiability The source code is not available - 
Adaptability There is no information about this aspect - 
Installability The tools are not available for download - 
Reputation As far as we know, the tools have been only used in the EDOS 

project 
- 

Support The project is finished, and the web site is unavailable - 
Licensing 
schema 

There is no information about the license (likely a FLOSS license) ? 

Licensing costs There is no information about the cost (likely free of charge) ? 
 

5.1.4 MANCOOSI: CUDF 
EDOS and MANCOOSI are related projects. Both deal with software package dependencies in 
OSS distributions. Even if that is not stated, CUDF seems to be an evolution of the EGraph file 
format. In this particular case, CUDF includes all the information to describe an upgrade scenario 
which is one of the risks that RISCOSS wants to manage. The file format comes with a library to 
use it. This library can be installed in Debian and Ubuntu, but the source code is not available. 
We recommend using this file format as reference, integrating it in RISCOSS would require further 
testing to ensure that it works correctly (it is still not mature). In Table 27 there is the detailed 
evaluation of CUDF. 

Table 27: CUDF qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

CUDF is a file format for upgrade scenarios, which is a more 
generic than the EDOS project proposal. Software upgrades are 
assumed to have a potential impact in the risks of OSS adoption 

+ 

Co-existence There are no special requirements for this file format + 
Interoperability The library offers bindings for C language = 
Maturity The last update of the library dates of August 2012, but the 

software is classified as experimental by Debian 
- 

Modularity The specification is not modular, neither the library to use it. In 
case we use it, we probably will not need it to be modular. 

= 
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Modifiability Even though a link is provided to the source code, we were 

unable to retrieve it. The format specification document is 
available 

- 

Adaptability There is no information about possible adaptations - 
Installability The library could be installed in Debian and Ubuntu  = 
Reputation As far as we know, this format specification was only used in the 

MANCOOSI project 
- 

Support The MANCOOSI project is finished, and there is not any tool for 
support such as mailing lists or forums.  

- 

Licensing 
schema 

The license is GNU LGPL + 

Licensing costs There are no costs associated to this software + 
 

5.1.5 MANCOOSI: dose3 
Even though the functionality may not have a direct use in RISCOSS, it may be useful to study 
risks related to the software packages (such as upgrades of software packages). The major 
drawback here is that these libraries were only used in the MANCOOSI project. This situation 
leaves a piece of software that probably is no longer compatible with the current repositories of 
software packages. Also we mention that as before the source code is not available which 
accentuates the mentioned drawback. We do not recommend integrating dose3 in the RISCOSS 
project. In Table 28 there is the detailed evaluation of dose3. 

Table 28: dose3 qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

dose3 is a set of libraries that help managing repositories of 
software packages. Is not clear that RISCOSS platform will need 
this kind of management. 

= 

Co-existence There are no special requirements for this tool + 
Interoperability The libraries have support for several distributions = 
Maturity The libraries were used as proof of concept of the MANCOOSI 

project 
- 

Modularity The documentation talks about a pool of libraries, so one might 
think that is possible to use only the ones that fit in the RISCOSS 
project 

+ 

Modifiability Even if a link is provided to the source code, we were unable to 
retrieve it. 

- 

Adaptability There is no information about possible adaptations - 
Installability Even if a link is provided to download the last release, we were 

unable to retrieve it. 
- 

Reputation As far as we know, this format specification was only used in the 
MANCOOSI project 

- 

Support The MANCOOSI project is finished, and there in not any tool for 
support such as mailing lists or forums 

- 
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Licensing 
schema 

There is no information about the license (likely a FLOSS license) ? 

Licensing costs There is no information about the cost (likely free of charge) ? 
 

5.1.6 MANCOOSI: EVOSS 
This tool can predict a common risk in OSS adoption, a failure after a software upgrade. This 
functionality is relevant for RISCOOS project. We would recommend integrating it if it were not 
for its proof of concept nature and its lack of support. In Table 29 there is the detailed evaluation 
of EVOSS. 

Table 29: EVOSS qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

EVOSS is capable to simulate an upgrade and predict failures, 
which can be seen as a risk of OSS adoption. 

+ 

Co-existence EVOSS uses ATL, EMF, Gra2Mol, and Wires*, but none of these 
technologies seems to restrict the architecture of RISCOSS 

= 

Interoperability The libraries used have support for several distributions + 
Maturity EVOSS was used as a proof of concept of the MANCOOSI 

project (11 downloads of the tool, last update June 2011) 
- 

Modularity The EVOSS web site presents the tool as modular, but is not 
clear how independent are these modules internally 

= 

Modifiability The source code is available to download + 
Adaptability No adaptability options are commented in the documentation - 
Installability It is designed to be used in Linux/Eclipse environment = 
Reputation As far as we know, this tool was only used in the MANCOOSI 

project 
- 

Support The MANCOOSI project is finished, and there is not any tool for 
support such as mailing lists or forums 

- 

Licensing 
schema 

The EVOSS tool have the Eclipse Public License 1.0 + 

Licensing costs There are no extra costs to use this tool + 
 

5.1.7 QualiPSO: WebOMM 
This tool is a web site to evaluate the quality of OSS products. The main problem is that it will be 
hard to extract the functionality that may be useful in RISCOSS from the WebOMM. Also this 
project is a proof of concept and lacks of support. We recommend using it more as an inspiration 
than to integrate it. In Table 30 there is the detailed evaluation of WebOMM. 

Table 30: WebOMM qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The web interface is hardly integrable in our platform, but may 
serve as inspiration. We may need some kind of quality 

= 
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assessment of the OSS products before we can evaluate the risk 
of their adoption 

Co-existence The tool requires PostgreSQL, Tomcat, pgAdmin III, and 
Spago4q. We still have not decided which database management 
system will use in the RISCOSS platform 

- 

Interoperability The web interface is able to export the results in open office 
formats 

+ 

Maturity The last update dates from April 2011, it has been a proof of 
concept for QualiPSO 

- 

Modularity There are no modules, it would be hard to extract some 
functionality 

- 

Modifiability The source code is available as a set of Java files and the web 
sources 

+ 

Adaptability There are no adaptability options in this tool - 
Installability There is a document with installation instructions + 
Reputation As far as we know, this tool was only used in the QualiPSO 

project 
- 

Support The QualiPSO project is finished, and there is not any tool for 
support such as mailing lists or forums 

- 

Licensing 
schema 

The license in the code is GNU GPL + 

Licensing costs There is no cost associated to use this software + 
 

5.1.8 QualiPSO: Bicho 
Bicho is a tool to analyse bug tracking systems. The major drawback is that the tool might be 
obsolete. In the case it is used in RISCOSS we recommend to use the version provided by the 
ALERT project. In Table 31 there is the detailed evaluation of Bicho. 

Table 31: Bicho qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

Bicho helps in the analysis of bug tracking systems, and from 
these analysis we could know the maturity and aliveness of the 
OSS products. This information may mitigate some of the risks 
associated to the adoption of these products. 

+ 

Co-existence The tool is written in python and shell script, no other 
requirements are stated. It would require a linux environment to 
run. 

+ 

Interoperability The tool supports several bug tracking systems, e.g., Bugzilla and 
SourceForge. Also the tool supports several DBMS (MySQL, 
PostgreSQL, and SQLite) 

+ 

Maturity The last update was on February 2009, with the version 0.3. It is 
quite probable that during this time the evolution of the bug 
tracking systems have made this tool incompatible. 

- 

Modularity The tool does not have modules, but they do not seem being 
necessary in this case 

= 
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Modifiability The source code is provided + 
Adaptability There are no adaptability options documented. Only minimal 

configuration options 
- 

Installability There is no much information regarding the installation/use of the 
tool (only one little example) 

- 

Reputation This tool was used in the QualiPSO, FLOSSMetric, and the 
ALERT project 

+ 

Support The QualiPSO project is finished, and there is not any tool for 
support such as mailing lists or forums 

- 

Licensing 
schema 

The license in the code is GNU GPL + 

Licensing costs There is no cost associated to use this software + 
 

5.1.9 QualiPSO: StatSVN/CVS 
Similarly to Bicho, StatSVN/CVS analyses the data from source code repositories. The major 
drawback is that this tool may be obsolete (last version is from 2010). Apart from this it may fit 
well in RISCOSS project. We recommend perform tests before integrating this tool. In Table 32 
there is the detailed evaluation of StatSVN/CVS. 

Table 32: StatSVN/CVS qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

StatSVN and StatCVS, similarly to Bicho, are analysis tools, in 
this case for the versioning systems. As before this could be a 
measure of the maturity and liveness of the project 

+ 

Co-existence The tools use JFreeChart and JTreeMap to generate charts, it is 
developed in Java. These requirements do not restrict the 
RISCOSS architecture 

+ 

Interoperability The tools provide support for CVS and SVN, but currently GIT is 
becoming the most used versioning system 

= 

Maturity The last update is from March 2010, with version 0.7. It is quite 
probable that during this time the evolution of the versioning 
systems have made these tools incompatible 

- 

Modularity The tool is not modular. It would probably be difficult to extract the 
functionality from the tool interface 

- 

Modifiability The source code is available to download + 
Adaptability Apart from few command line options there are no more 

adaptation options. 
- 

Installability The installation seems simple, but there is very simplistic 
documentation for the user usage 

= 

Reputation Seems that these tools have been used by other projects, and 
there are comments in the forums that suggest that the software 
is of good quality. 

+ 

Support Both tools are SourceForge projects. SourceForge provides tools 
to notify bugs, forums, etc. Last activity in these tools dates from 
2011. 

+ 
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Licensing 
schema 

The license is GNU LGPL + 

Licensing costs There is no cost associated to use this software + 
 

5.1.10 QualiPSO: Spago4Q 
This tool has recently stopped its development, even that the QualiPSO project have finished 
several years ago. The support might be still active. The principal drawback is its functionality, 
more oriented towards the maturity of the development process than the product itself. The tool 
consists on a web site where several documents can be generated from the data of the project. 
This tool seems hard to integrate because it is not modular, and it is not clear which particular 
functionalities are useful for RISCOSS. We do not recommend integrating this tool in the 
RISCOSS platform, but it may be inspirational in the way it performs the project analysis. In Table 
33 there is the detailed evaluation of Spago4Q. 

Table 33: Spago4Q qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

Spago4Q helps to improve the maturity of the development 
process and product, it may be of some inspiration in RISCOSS, 
but we don’t think about including this functionality 

- 

Co-existence There aren’t any special requirements for this tool, is written in 
Java 

+ 

Interoperability The tool uses its own format for input and output - 
Maturity Last release and modification of code dates of August 2012, with 

version 2.4. It seems that the project has stopped. The 
development team has classified the project as stable/production 

+ 

Modularity No modularity was found in this tool - 
Modifiability The source code is available in the SVN repository + 
Adaptability There are no adaptation options in this tool - 
Installability The tool is distributed with a package that simplifies the 

installation, and there is some documentation about it 
+ 

Reputation The tool have been used in four institutions and companies + 
Support The tool has a forum and two mailing lists, but none of them have 

been intensively used 
= 

Licensing 
schema 

The license is GNU LGPL + 

Licensing costs There is no cost associated to use this software + 
 

5.1.11 QualOSS: Platform 
The QualOSS platform aims for automatic analysis of OSS projects. The platform does not seem 
to be very mature, it stopped at version 0.2 and it has many dependencies that could restrict the 
architecture of RISCOSS. Being an incubation project (even it is already ended) we could not 
recommend including it in RISCOSS project. In Table 34 there is the detailed evaluation of the 
QualOSS platform. 
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Table 34: QualOSS platform qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The platform should be able to perform automatic analysis on 
OSS repositories. The results of these analyses could help in the 
risk assessment of OSS adoption. 

+ 

Co-existence This tool is written in Python, and has the following dependencies: 
cvs/svn client, mysql, lxml, yaml, and PostgreSQL or SQLite. 
There are additional dependencies for some libraries. Other tools 
required for the installation: SISSy, Checkstyle, CVSAnalY. There 
are many requirements. 

- 

Interoperability The tool requires patching for Windows support, there is a visual 
tool that seems to work with Open Office documents format. 

= 

Maturity Last release and modification of code dates of December 2009, 
with version 0.2. It seems that the project has stopped 

- 

Modularity No modularity was found in this tool - 
Modifiability The source code is available for download + 
Adaptability There are no adaptation options in this tool, in fact it seems that 

the configuration is hardcoded 
- 

Installability There are few instructions for the installation = 
Reputation As far as we know, this tool was only used in the QualOSS project - 
Support There are few tools for issue tracking, but never used. And there 

is few documentation 
= 

Licensing 
schema 

The license is GNU GPL + 

Licensing costs There is no cost associated to use this software + 
 

5.1.12 SQO-OSS: Alitheia Core 
The quality assessments performed by this platform can help to identify risks in the OSS adoption. 
The platform can be extended by plug-ins, but we need to use the platform as a whole, it is 
presented as a virtual machine (probably because perform a manual installation is quite 
complicated). The platform lacks from support and is classified as beta by OW2. We recommend 
perform tests before integrating it in RISCOSS project. In Table 35 there is the detailed evaluation 
of Alitheia Core. 

Table 35: Alitheia Core qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The platform should be able to perform quality assessments in 
code, mailing lists, and bug tracking systems. The results of the 
assessment could help in the risk assessment of OSS adoption 

+ 

Co-existence The platform is written in Java. There may be other requirements 
but since it works in an independent virtual machine is not 
relevant 

+ 

Interoperability There is no mention of exportable standard data formats for the 
results 

? 
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Maturity The last version of Alitheia Core is 0.95, released in August 2010, 

the tool is classified as “beta” by the OW2 consortium 
- 

Modularity The platform has to be used as a whole to be functional - 
Modifiability Alitheia Core source code is available in a Git repository + 
Adaptability It seems that the tool support several plug-ins, each one to extract 

data from a different service. 
+ 

Installability Alitheia Core provides a virtual machine to facilitate the 
installation 

+ 

Reputation As far as we know, this tool was only used in the SQO-OSS 
project 

- 

Support There are no support tools such as forums, mailing lists, or bug 
tracking in the website of this tool 

- 

Licensing 
schema 

Alitheia Core is distributed under the 2-clause BSD license + 

Licensing costs There is no cost associated to use this software + 
 

5.1.13 FLOSSMetrics: Octopus 
Octopus is a repository finder to automatically retrieve all the relevant data sources for a given 
project. Unfortunatelly, the links to the tool are broken and no source code or binary is publicly 
available. The project has been finished and it lacks of community support, we wouldn’t 
recommend it to use it in RISCOSS. Table 36 shows a detailed evaluation of the Octopus tool. 

Table 36: Octopus qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

Octopus provides an automated mechanism to discover different 
data sources for a given OSS project. Such result could be used 
in RISCOSS to search for data sources to monitor the OSS 
community.  

+ 

Co-existence There is no information and no source code available to assess if 
there is any co-existence issue with the tool. 

? 

Interoperability The tool is able to provide the results in different formats (e.g. 
plain text, XML, etc.), and it is extensible to add new output types. 

+ 

Maturity There is no binary or source code available to assess the maturity 
of the tool  

- 

Modularity The tool is composed of several modular engines to support 
different kind of forges.  

+ 

Modifiability The links to the source code of the tool are broken. - 
Adaptability There is no mention on adaptability options - 
Installability The links to install the tool are broken. - 
Reputation As far as we know, this tool was only used in the FLOSSMetrics 

project 
- 

Support The project has finalized and there is not any tool for support such 
as mailing lists or forums 

- 

Licensing 
schema 

GNU GPL v2.0 or later. + 
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Licensing costs There is no cost associated to use this software + 

 

5.1.14 FlossMetrics: Retrieval system 
The Retrieval System is a tool that automates the retrieval of data from public OSS repositories 
and partially analyze them. However, as stated by the authors, it is mainly a front-end that 
organizes and schedules the execution of a set of third party retrieval and analysis tools (e.g. 
CVSAnalY, MailingListStats, SEAL,  pyTernity, etc.). Unfortunatelly, the links to the tool are 
broken and no source code or binary is publicly available. Table 37 shows a detailed evaluation 
of the Octopus tool. 

Table 37: Retrieval system qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The tool is able to retrieve data from public OSS repositories, 
store in in a database and partially analyze them. The process of 
data gathering or analysis could be reused in the RISCOSS 
project.  

+ 

Co-existence The tool includes more than 30 external OSS tools. They probably 
resolved any co-existence issue with these tools 

+ 

Interoperability The tool includes a module for input and output data processing to 
align the parameters and results of different tools. 

+ 

Maturity There is no binary or source code available to assess the maturity 
of the tool 

- 

Modularity The tool works with several 3rd party components using a 
modular approach 

+ 

Modifiability The links to the source code of the tool are broken. - 
Adaptability There is no mention on adaptability options - 
Installability The links to install the tool are broken. - 
Reputation As far as we know, this tool was only used in the Flossmetrics 

project 
- 

Support The project has finalized and there is not any tool for support such 
as mailing lists or forums 

- 

Licensing 
schema 

The tool has a GPL version 2.0 license. The 3rd party 
components have several licenses. Most of them are OSS 
licenses (e.g. GPL, FreeBSD, Eclipse Public License). However, 
there are non-critical components that have a proprietary license.   

+ 

Licensing costs There is no cost associated to use this software + 
 

5.1.15 FLOSSMetrics: Melquiades website 
The Melquiades website is the main interface to the FLOSSMetrics database. It provides an API 
to get the results of the gathered data of the OSS projects monitored in the FLOSSMetrics project. 
However such data is not up-to-date, and hence we recommend not to use it in RISCOSS. 
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Table 38: Melquiades website qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The tool provides results on monitored data of different OSS 
projects. However such data is not up-to-date. 

- 

Co-existence We haven’t found any co-existence issue + 
Interoperability We haven’t found any interoperability issue + 
Maturity The website is not always available. - 
Modularity There is not enough information available to assess the 

modularity of the tool. 
? 

Modifiability There is no link to the source code of the website. - 
Adaptability There is no mention on adaptability options - 
Installability As it is a website, it requires no installation + 
Reputation As far as we know, this tool was only used in the Flossmetrics 

project 
- 

Support The project has finalized and there is not any tool for support such 
as mailing lists or forums 

- 

Licensing 
schema 

The tool has a GPL licence. + 

Licensing costs There is no cost associated to use this software + 
 

5.1.16 ALERT: Platform 
The ALERT platform was released in March 2013. Also the source code is available in the github 
repository. The functionality seems aligned with the RISCOSS project’s objectives. We 
recommend establishing some kind of collaboration with this project, and then perform tests on 
the platform before integrating it into RISCOSS. Table 39 shows a detailed evaluation of the 
ALERT platform. 

Table 39: ALERT platform qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

ALERT platform unifies several tools to analyse the bug tracking 
systems, mailing list, code, etc. and using the implementation of 
CEP is able to raise alerts when something happens. These alerts 
may be seen also as risks. 

+ 

Co-existence Some of the tools used belong to previous EU projects, they 
probably resolved any co-existence issue with these tools 

+ 

Interoperability There is no mention of exportable standard data formats for the 
results 

? 

Maturity It seems that the tool has not been extensively used in real 
scenarios 

- 

Modularity The tool works with several components + 
Modifiability The source code is available and under GPL license + 
Adaptability There is no mention adaptability options - 
Installability The platform is available and installation instructions are provided + 
Reputation As far as we know, this tool was only used in the ALERT project - 
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Support The site says that have a forum, but it really does not exist - 
Licensing 
schema 

The components have several licenses, GPL and LGPL, some 
components have unknown license 

+ 

Licensing costs There is no cost associated to use this software + 

5.1.17 PROSE: Platform 
The PROSE platform is still in development, this is good because we could get direct support 
from their developers. On the other hand, the platform is oriented to provide infrastructure support 
to EU projects. The functionality seems aligned with the RISCOSS project’s objectives, in the 
sense that both can be integrated (RISCOSS as a project inside PROSE, and PROSE by adding 
links to risk assessment for other EU projects using the RISCOSS platform). We recommend 
establishing some kind of collaboration with this project. First step would be to link both projects 
as “friend” projects, just by showing banners of the projects on the main project web sites, second 
would be to register the RISCOSS project in the PROSE platform, and third to add RISCOSS 
functionality to the PROSE platform (risk assessment for the registered projects). Table 40 shows 
a detailed evaluation of the ALERT platform. 

Table 40: PROSE platform qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The appropriateness is in the opposite direction, we can integrate 
RISCOSS in PROSE. 

+ 

Co-existence RISCOSS platform has many dependencies right now - 
Interoperability RISCOSS need to provide mechanisms to facilitate the 

interoperability 
- 

Maturity RISCOSS is still in development - 
Modularity RISCOSS platform is separated into tools and components + 
Modifiability We have access to RISCOSS source code (obviously) + 
Adaptability RISCOSS is not providing any adaptability yet - 
Installability Right now RISCOSS platform is not easy to install - 
Reputation Right now RISCOSS is only used internally  - 
Support We have internal forums and we will open the community + 
Licensing 
schema 

We will have an OSS license + 

Licensing costs There is no cost associated to use RISCOSS + 
 

5.1.18 OSSMETER: Platform 
The OSSMETER platform is still in development. Sadly, the OSSMETER project hasn’t published 
yet the platform. Although some screenshots are provided in their web page, it is hard to foresee 
how the tools that compose to the platform can be reused in the RISCOSS platform since they 
are not available. On the other hand, the documentation of the architecture mentions that they 
have plans to provide a REST API on the top of the platform to facilitate the reuse of the 
functionalities of the platform. The functionality seems aligned with the RISCOSS project’s 
objectives, in particular the ones related to gather data from OSS communities. We recommend 
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establishing some kind of collaboration with this project, and wait for the publication of the platform 
to tests its integrability with RISCOSS. Table 41 shows a detailed evaluation of the RISCOSS 
platform. 

Table 41: OSSMETER platform qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The platform is intended to provided means to monitor OSS 
communities 

+ 

Co-existence The platform is not yet available ? 
Interoperability They mention the future availability of REST API + 
Maturity The platform is not yet available - 
Modularity The architecture is separated in components and layers + 
Modifiability The source code is not available - 
Adaptability The platform is not yet available - 
Installability The platform is not yet available ? 
Reputation The platform is not yet available - 
Support The platform is not yet available ? 
Licensing 
schema 

Unknown, but probably OSS ? 

Licensing costs Unknown, but probably free ? 
 

5.1.19 MARKOS: Platform 
The MARKOS platform provides information that might be relevant for the RISCOSS project, 
specially the license analysis. This component has been recently released (July 2014), with 
installation instructions and details regarding architecture and code execution. We recommend 
establishing some kind of collaboration with this project, and then perform tests on the platform 
before integrating it into RISCOSS. In Table 42 the qualitative analysis of the MARKOS platform 
is depicted. 

Table 42: MARKOS platform qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

On the one hand, the MARKOS platform provides information 
regarding OSS projects which could be used in RISCOSS. In the 
other hand, it also provides analysis of license violations or 
incompatibilities, which is also a risk when adopting OSS.   

+ 

Co-existence There is no co-existence issue with the platform. + 
Interoperability The tool interoperates with HTTP/REST protocols. + 
Maturity The platform is still under development. A prototype has already 

been released, but preliminary executions show a lack of stability 
(e.g. searchesreturned no results, browsing didn’t work, etc.). 

- 

Modularity The platform is modular with several components that could be 
reused independently.  

+ 
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Modifiability As stated by the authors, modifiability is one of the main aspects 

addressed in the architecture of the platform.  
+ 

Adaptability There is no mention to adaptability options - 
Installability The code is available and installations instructions are provided + 
Reputation This tool is still under development. As far as we know, it is 

currently used only in the MARKOS project  
- 

Support The project is still active and under development. They provide 
explicit support through discussion forums, tickets and mailing 
lists. 

+ 

Licensing 
schema 

The platform license is subject to the terms of the Mozilla Public 
License, v. 2.0 

+ 
 

Licensing costs There is no cost associated to use this software + 
 

5.1.20 U-QASAR: Platform 
U-QASAR platform includes several services that could be reused for RISCOSS. For instance, it 
includes services for monitoring and analysis from different data sources. The fact that they have 
been implemented using a SOA architecture facilitates also the integration. However, the platform 
is still under development and the code is not yet publicly available. We recommend establishing 
some kind of collaboration with this project, and then perform tests on the platform before 
integrating it into RISCOSS. 

Table 43: U-QASAR Platform qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

Some services of the U-QASAR platform are useful for RISCOSS, 
especially the ones for monitoring and analysis. 

+ 

Co-existence There is no co-existence issue with the platform. + 
Interoperability The platform follows a Service Oriented Architecture facilitating 

the interoperability. 
+ 

Maturity The platform is still under development - 
Modularity The platform is modular with several services responsible for a 

specific task.  
+ 

Modifiability The platform is not yet available - 
Adaptability The platform is not yet available - 
Installability The platform is not yet available ? 
Reputation The platform is still under development. As far as we know, it is 

only used in the U-QASAR project. 
- 

Support The project is still under development. The community is active 
and we have established a first contact with U-QASAR.to 
understand the details of the platform  

+ 

Licensing 
schema 

Most of the code will be release open source. However, it will 
include some parts with proprietary software. 

+ 
 

Licensing costs There is no cost associated to use this software + 
 

© RISCOSS Consortium  72 



  D4.1 State of the art and the practice 
 
 
5.1.21 Black Duck: Suite  
The Black Duck suite include several utilities for managing OSS that can be of interest to 
RISCOSS. Such utilities include auditing of code from suppliers, monitoring of security 
vulnerabilities, etc. However, the tool is proprietary and we can’t adapt the suite to the specific 
needs of the RISCOSS project. We recommend not to include it in RISCOSS. 

Table 44: Black Duck Suite qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The tool has functionalities useful for RISCOSS (e.g. audit code 
from suppliers, monitoring of security vulnerabilities,…).  

+ 

Co-existence There is no co-existence issue with the tool. + 
Interoperability It has been integrated with different tools and systems + 
Maturity It is a stable version under commercialization + 
Modularity Although the suite is composed of three tools, each one can not 

be used   
- 

Modifiability The suite is proprietary. The source code is not available and it is 
not free to perform modifications. 

- 

Adaptability Black Duck’s expert consultants work with the client’s team to 
select and configure the system for a customized solution 

= 

Installability The suite can be installed in either windows or linux. + 
Reputation The suite is one of the most widely used in the market. + 
Support The Black Duck company gives support to the suite. They provide 

different types of support levels (standard, advanced, premium). 
However, it is not free. 

= 

Licensing 
schema 

The code is proprietary - 

Licensing costs Pricing is on an annual subscription basis and starts at 
approximately $25,000 

- 

 

5.1.22 Black Duck: code sight 
Black Duck code sight provides an analysis of source code in order to reuse the code inside a 
project. In a nutshell, it provides visibility to internal components that can be explored for potential 
reuse. Although in some projects it can be used complementary to RISCOSS (e.g. decide if a 
certain functionality can be implemented using internal code or adopt an OSS), in most cases, 
the alignment and synergies between RISCOSS and code sight are probably not sufficient for an 
integration. Thus, we recommend not to include it in RISCOSS. 

Table 45: Black Duck code sight qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The functionality of the tool could be useful on RISCOSS only in 
very specific scenarios 

- 

Co-existence There is no co-existence issue with the tool. + 
Interoperability It has been integrated with different tools and systems + 
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Maturity It is a stable version under commercialization + 
Modularity It is a standalone tool - 
Modifiability The tool is proprietary. The source code is not available and it is 

not free to perform modifications. 
- 

Adaptability Black Duck’s expert consultants work with the client’s team to 
select and configure the system for a customized solution 

= 

Installability The tool can be installed in either windows or linux. + 
Reputation The tool is widely used in the market. + 
Support The Black Duck company gives support to the tool. They provide 

different types of support levels (standard, advanced, premium). 
However, it is not free. 

= 

Licensing 
schema 

The code is proprietary - 

Licensing costs Code Sight is available with three editions. The Free Personal 
Edition and Free Team Edition are free versions of the tool 
targeted at individuals or teams of developers and community 
projects. It is fully functional with an index up to 5 million lines of 
code. The Black Duck Code Sight Enterprise Edition has a cost 
associated. Pricing for the enterprise edition is available by 
contacting Black Duck Sales 

= 

 

5.1.23 Black Duck: Ohloh 
Ohloh provides information regarding the communities, the code and the development of OSS 
projects. Beyond other information, it provides the licenses of the projects and metrics related to 
the commits, lines of code and contributors. Ohloh is not an OSS by itself, but includes some 
components that are OSS. We recommend to perform tests before integrating it into RISCOSS 
and analyse any issue regarding license compatibility. The qualitative analysis of the tool is shown 
in Table 46.  

Table 46: Black Duck Ohloh qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The information Ohloh provides is useful for the risk assessment 
performed by RISCOSS.   

+ 

Co-existence There is no co-existence issue with the tool. + 
Interoperability It provides a REST-based API to integrate Ohloh data with other 

applications and web services. 
+ 

Maturity It is a stable version and widely used.  + 
Modularity It is modular with several tools/components. + 
Modifiability The source code is not fully available or free for modifications 

(only some components are OSS). 
- 

Adaptability There is no mention to adaptability options - 
Installability The tool is used remotely and requires no installation + 
Reputation The tool is widely used. + 
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Support The tool is maintained by a company (Black Duck). They provide 

forums which are used to provide support for free.  
+ 

Licensing 
schema 

The code is proprietary - 

Licensing costs The tool is not subjected to a cost until 1000 requests per day. = 
 

5.1.24 Palamida: Palamida tool 
The Palamida tool, in both Enterprise and Compliance editions, provides a mechanism to scan 
the software of a project and assess if there is any incompatibility or issue in the licenses of the 
software included in the project. The tool is proprietary and is licensed in a yearly subscription 
basis. Because of the license, we do not recommend to integrate this tool into RISCOSS. The 
qualitative analysis of the tool is shown in Table 47. 

Table 47: Palamida tool qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The ability to obtain the license of each OSS component installed 
may facilitate the risk assessment performed by RISCOSS.   

+ 

Co-existence There is no co-existence issue with the tool. + 
Interoperability The Palamida API, based on the Groovy scripting language, 

facilitates the integration of the tool with other applications 
+ 

Maturity It is a stable version under commercialization + 
Modularity The modules of the tool are not accessible nor usable 

independently 
- 

Modifiability The tool is proprietary. The source code is not available and it is 
not free to perform modifications. 

- 

Adaptability There is no mention to adaptability options - 
Installability The tool has an installer that makes the installation and start-up 

automated.  
+ 

Reputation The tool is widely used in the market. + 
Support The tool is maintained by a company that provides support 

services, but not for free 
= 

Licensing 
schema 

The code is proprietary - 

Licensing costs The tool is subjected to a cost. Pricing is available by contacting 
the sales department. 

- 

 

5.1.25 OpenLogic: OSS Discovery 
The OpenLogic OSS Discovery tool provides an easy way to scan one computer to determine 
what OSS is installed, but is limited to the scan of binary OSS components. Among other 
information, we can obtain license of each OSS component installed based in the information 
stored in the OLEX database. The tool is free, written in ruby, and under AGPL license. We 
recommend to perform further tests for its suitability before integrating it into RISCOSS. The 
qualitative analysis of the tool is shown in Table 48. 
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Table 48: OSS Discovery qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The ability to obtain the license of each OSS component installed 
may facilitate the risk assessment performed by RISCOSS.   

+ 

Co-existence The tool requirements are, jRuby and JRE. It can work in several 
platforms including Windows and Linux. 

+ 

Interoperability The tool does not provide any interoperability facility, if used we 
will need to handle its output format in the platform 

- 

Maturity The tool has been in used in practice for several years + 
Modularity The tool is not modular - 
Modifiability The source code is available to download  + 
Adaptability There are several configuration options, but it is not clear that they 

will suffice to our needs 
= 

Installability The tool is easy to install, just unzip and run. + 
Reputation OpenLogic is one of the companies that has good reputation in 

this domain 
+ 

Support The tool is maintained by a company that provides support 
services, but not for free 

= 

Licensing 
schema 

The tool is under AGPL v3 license + 

Licensing costs There is no cost associated to use this software + 
 

5.1.26 OpenLogic: OSS Deep Discovery 
The OpenLogic OSS Deep Discovery tool is the advanced tool of the OSS Discovery tool, it apart 
of binary scan is also able to scan the source code to identify other OSS components used in one 
software product. This advanced version is not free, and it is not available for download, nor its 
source code. The license analysis is relevant for the RISCOSS project. We do not recommend to 
integrate this tool into RISCOSS. The qualitative analysis of the tool is shown in Table 49. 

Table 49: OSS Deep Discovery qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

From the functional point of view the tool is adequate, in the same 
way as the free version of the tool was. Even more, because of 
the possibility to scan source code.   

+ 

Co-existence There is no information and no source code available to assess if 
there is any co-existence issue with the tool. It may be the case 
that this tool is to be executed remotely.  

? 

Interoperability There is no information for this. It may be the case that this tool is 
to be executed remotely. 

? 

Maturity The tool seems to be at good level of maturity. + 
Modularity There is no information for this. It may be the case that this tool is 

to be executed remotely. 
? 

Modifiability Closed source tool. - 
Adaptability Unknown. ? 
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Installability The tool is not available to download ? 
Reputation OpenLogic is one of the companies that has good reputation in 

this domain 
+ 

Support The tool is maintained by a company that provides support 
services, but not for free. 

= 

Licensing 
schema 

The tool is licensed by the company. - 

Licensing costs There are cost associated to this tool, even that it is not the most 
expensive one in this domain 

- 

 

5.1.27 White Source: White Source SaaS 
The White Source platform is offered as a cloud service, this means that the risks of OSS adoption 
as handled in the platform service. This makes this product hardly integrable into the RISCOSS 
platform since it would mean that we should adopt their service. On the other hand, while they 
offer a REST API, it seems that is only one way (you can send your project information through 
the REST API, but you cannot collect the results back). Another important point is that in some 
parts of the website it says that the service is free, but there is no possibility to register to the 
service, and more contradictory they offer a “free trial” for the supposedly “free” service. We do 
not recommend to integrate this tool into RISCOSS. The qualitative analysis of the tool is shown 
in Table 50. 

Table 50: White Source qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

From the functional point of view the tool is adequate. License 
checking and security risks awareness.   

+ 

Co-existence It does not have co-existence issues because is a cloud service. It 
does not co-exist. 

= 

Interoperability There is a minimal REST API to communicate with the platform. 
But it is not clear if it would suffice to integrate it in RISCOSS. 

= 

Maturity The tool seems to be at good level of maturity. + 
Modularity The platform as a service as a whole, you have to use it all. - 
Modifiability The source of the plugins is accessible, but not the source of the 

platform. Having the plugins accessible could allow to customize 
them for RISCOSS, but we cannot change or adapt the main 
functionalities of the platform. 

= 

Adaptability It allow manual and automatic project configuration, no other 
adaptability capabilities are mentioned. 

= 

Installability The plugins can be download and installed. They require some 
skills in project configuration and management. The platform is 
not downloadable nor installable. 

= 

Reputation The website mentions several article publications, but there is no 
mention of any company using it. 

= 

Support There is very little documentation.  = 
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Licensing 
schema 

The plugins are OSS under GPLA, but the platform is proprietary. = 

Licensing costs The website seems a bit contradictory, it is not clear. ? 

5.2 Techniques 
For our objective we analyse techniques adopted in the mentioned projects, which possible 
candidates for integration in the RISCOSS project. The selected techniques are: EDOS (FOSS-
PRM), MANCOOSI (Configuration and packages metamodels), QualiPSO (OMM), QualOSS 
(Quality Model and Std QAM), SQO-OSS (Quality model), FLOSSMetrics (database models and 
SMEs guides) and ALERT (Ontologies and CEP). 

In the following we perform the analysis of these techniques. 

5.2.1 EDOS: FOSS-PRM 
The PRM technique is very formal, we foresee that it would be hard to integrate it in the RISCOSS 
project. Also, it is unclear if the benefits will pay the effort, because the functionality provided is 
very generic. Other aspects that affected negatively to our recommendation are the unavailability 
of the project web site, and that there is no evidence of the use of this technique after the EDOS 
project. Our recommendation is to not use this technique. In Table 51 there is the detailed 
evaluation of PRM. 

Table 51: FOSS-PRM qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The technique offers a formalization of the elements that take part 
in a software project. It is specially oriented, but not limited, to 
FOSS. RISCOSS will need models for software projects in order 
to assess the risk management. It looks too formalized for real 
application in projects, but it may inspire and help to identify the 
important elements of a project 

= 

Co-existence There is no information that applies to this quality aspect ? 
Interoperability There is no information that applies to this quality aspect ? 
Maturity The deliverable was in version 2 in 2007, we think that it was only 

used in the EDOS project 
- 

Modularity The model is separated in four parts, and again this parts are also 
categorized 

+ 

Modifiability There is enough documentation of this technique to full 
understand it and modify it as necessary 

+ 

Adaptability The documentation explains an extension method + 
Installability The deliverable offers some examples, and says that some 

abstract classes for the model are provided. But it seems hard to 
apply it in a real project 

= 

Reputation As far as we know PRM was not used in a real case after the 
EDOS project 

- 

Support The EDOS project has ended, and the web site is no longer 
available 

- 
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Licensing 
schema 

There is no license attached to the deliverable, but it is classified 
as public 

+ 

Licensing costs There is no reason to believe that there is a cost associated to the 
use of this technique 

+ 

 

5.2.2 MANCOOSI: Metamodels 
The metamodels offered in MANCOOSI project can help in RISCOSS in representing the 
configuration of a system and to preview the effects of installing or upgrading a particular OSS 
package. Being UML-based it should be easy to reuse them even if we need to modify some 
parts. We recommend checking its suitability for the RISCOSS projects once we determine the 
way we can use to it represent risk situations. In Table 52 there is the detailed evaluation of 
MANCOOSI metamodels. 

Table 52: MANCOOSI metamodels qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The configuration and package metamodels can be helpful to 
model a scenario of an OSS project, and then analyse the risks. 
Probably, the metamodels will need to be extended to include risk 
management 

+ 

Co-existence There is no information that applies to this quality aspect ? 
Interoperability The metamodels are described using UML class diagrams. UML 

is the standard and most used language to represent metamodels 
+ 

Maturity The models were presented in deliverable 2.1, which dates of 
February 2009. These models were only used in the MANCOOSI 
project as a proof of concept 

- 

Modularity There are three interrelated metamodels proposed, but probably 
they can be used separately 

+ 

Modifiability The metamodels are described using UML class diagrams. It 
seems easy to modify them. Also there is enough documentation 
to understand them 

+ 

Adaptability The deliverable 2.1 has a section dedicated to the evolution of the 
presented metamodels 

+ 

Installability These metamodels would require some adaptation to be used in 
RISCOSS but do not present any relevant problem to apply them 

= 

Reputation As far as we know these metamodels were not used in a real 
case after the MANCOOSI project 

- 

Support The MANCOOSI project has ended, the web site is still functional 
but it is not clear that the researchers of this technique are 
available for requesting support 

- 

Licensing 
schema 

There is no license attached to the deliverable, but it is classified 
as public 

+ 

Licensing costs There is no reason to believe that there is a cost associated to the 
use of this technique 

+ 
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5.2.3 QualiPSO: OMM 
OMM, similarly to other techniques described before, offers categorizations that will be useful in 
RISCOSS in order to evaluate the OSS products before their adoption. In this case, we could use 
it to evaluate if the OSS product is mature enough to be adopted in a production line. We 
recommend using it as inspiration to RISCOSS project. In Table 53 there is the detailed evaluation 
of OMM. 

Table 53: OMM qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The OMM models will help to identify important aspects of 
maturity in OSS products. Also is worth to mention that, in the 
advanced level of maturity there is the risk management, and 
several metrics about it which may be useful in RISCOSS 

+ 

Co-existence There is no information that applies to this quality aspect ? 
Interoperability There is no information that applies to this quality aspect ? 
Maturity The OMM was described in deliverable 6.3.1 with version 3.0. The 

technique was only used as a proof of concept for the project 
- 

Modularity The technique divides the maturity in three levels, and each level 
is decomposed in several aspects, which are measured with 
some metrics. This separation allow to get only the interesting 
parts (e.g., metrics for risk management) for RISCOSS 

+ 

Modifiability The documentation is available and seems understandable + 
Adaptability The documentation includes a section that describes how to 

evolve and maintain the OMM technique 
+ 

Installability Since our intention would probably be integrating only the parts 
that are interesting to RISCOSS, we may need some adaptations 
to integrate them 

= 

Reputation As far as we know these metamodels were not used after the 
QualiPSO project 

- 

Support The QualiPSO project has ended, the web site is still functional 
and it has several communities and forums, but they had very few 
activity. Currently there is no activity 

- 

Licensing 
schema 

The document that explains the OMM is under the Creative 
Commons Attribution-Share Alike 3.0 License 

+ 

Licensing costs There is no cost associated to the use of this technique + 
 

5.2.4 QualOSS: Quality Model 
The QM proposed by the QualOSS project was already used in section 3 as inspiration to define 
the QM to evaluate the integrability in RISCOSS. As future use it may help to identify quality 
measures to assess OSS products. We recommend using it as inspiration for any quality model 
related to OSS that needs to be defined in the RISCOSS project. In Table 54 there is the detailed 
evaluation of the QualOSS Quality Model. 
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Table 54: QualOSS Quality Model qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

This QM is oriented to measure the quality in terms of robustness 
and evolvability in OSS, which may have some impact on the risk 
of adoption of OSS.  

+ 

Co-existence There is no information that applies to this quality aspect ? 
Interoperability There is no information that applies to this quality aspect ? 
Maturity The QM was presented in deliverable 4.2, with version 1.1, in 

January 2010. As far as we know, it was only used in the 
QualiPSO project. 

- 

Modularity The QM is separated into characteristics, subcharacteristics, 
metrics, and indicators. This is the habitual way to represent QMs 
and provides a proper modularity 

+ 

Modifiability We had access to all the documentation related to this QM + 
Adaptability Even if there is no explicit mention in the documentation, 

extending a QM is relatively easy to do 
+ 

Installability Since our intention would probably be integrating only the parts 
that are interesting to RISCOSS, we may need some adaptations 

= 

Reputation As far as we know, this QM was not used after the QualOSS 
project 

- 

Support The web site is no longer available - 
Licensing 
schema 

The deliverable is classified as public but copyrighted to the 
QUALOSS consortium 

- 

Licensing costs There is no reason to believe that there is a cost associated to the 
use of this technique 

+ 

 

5.2.5 QualOSS: Std QAM 
The Std QAM is very related to the previous QM, it is a method proposed to perform the 
assessment of OSS products using that QM. As before, we recommend using it as inspiration for 
the RISCOSS project. In Table 55 there is the detailed evaluation of the Std QAM. 

Table 55: Std QAM qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

This is the method proposed by QualOSS for quality assessment 
of OSS products. In RISCOSS we may need this kind of 
assessment but oriented to detect possible risks in the OSS 
adoption 

+ 

Co-existence There is no information that applies to this quality aspect ? 
Interoperability There is no information that applies to this quality aspect ? 
Maturity The method was presented in the deliverable 4.5, with version 1.2 

in January 2010. As far as we know it was only used in the 
QualiPSO project. 

- 

Modularity The process of assessment is divided in 14 operations. This 
separation may help in the adaptation of the technique 

+ 
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Modifiability We had access to all the documentation related to this technique + 
Adaptability There is no documentation on how to adapt the assessment 

process 
- 

Installability Since our intention would probably be integrating an adapted 
process for risk assessment in RISCOSS, we will need 
adaptations 

= 

Reputation As far as we know this technique was not used after the QualOSS 
project 

- 

Support The web site is no longer available - 
Licensing 
schema 

The deliverable is classified as public but copyrighted to Jean 
Christophe Deprez (CETIC) 

- 

Licensing costs There is no reason to believe that there is a cost associated to the 
use of this technique 

+ 

 

5.2.6 SQO-OSS: Quality model 
The QM proposed by the SQO-OSS project was already used in section 3 as inspiration to define 
the QM to evaluate the integrability in RISCOSS. As future uses it may help to identify quality 
measures to assess OSS products, in this particular case it may also help to identify the measures 
that can be automatically taken. Sadly, we only had access to partial information of this QM, so 
for now we cannot recommend using it in RISCOSS. In Table 56 there is the detailed evaluation 
of the SQO-OSS Quality Model. 

Table 56: SQO-OSS Quality Model qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

This QM is designed to measure the quality of OSS. In this case, 
the metrics are defined only for the aspects that can be measured 
in an automatic way. This model was already used in section 3 as 
inspiration to define the QM to evaluate the integrability in 
RISCOSS. 

+ 

Co-existence There is no information that applies to this quality aspect ? 
Interoperability There is no information that applies to this quality aspect ? 
Maturity The QM is available in a conference paper. As far as we know, it 

was only used in the SQO-OSS project. 
- 

Modularity The QM is separated into characteristics, subcharacteristics, and 
metrics. This is the habitual way to represent QMs and provides a 
proper modularity 

+ 

Modifiability We only had access to the published version of this QM, which is 
a summarised version 

- 

Adaptability There is some documentation related to the definition of new 
metrics. In this case, the metrics have to be defined specially for 
automatic measurements 

+ 

Installability Since our intention would probably be integrating only the parts 
that are interesting to RISCOSS, we may need some adaptations 

= 
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Reputation As far as we know this QM was not used after the SQO-OSS 

project 
- 

Support The web site is available, but only shows partial information of the 
project. The part related to the QM is not available 

- 

Licensing 
schema 

There is no information that applies to this quality aspect ? 

Licensing costs There is no reason to believe that there is a cost associated to the 
use of this technique 

+ 

 

5.2.7 FLOSSMetrics: Database model 
The database schema proposed by the FLOSSMetric project is structured in three levels.  

• The tools level can be used for the measurement tools of the RISCOSS project to store 
results of specific sources internally. This may be useful for the implementation and will 
be considered. Nevertheless, it has been left after the PoC, as the supported tools in 
FLOSSMetrics are CVSAnalY2, MailingListStats and Bicho, whereas the PoC tools are 
git, mailmark and jira.   

• The unification level provides a layer of abstraction over the tools level schema. As the 
tools level schema has been left after the PoC, the unification level has been left as well. 

• The analyses level provides a schema for the measurements. However, the metrics are 
statically defined, and hence are not dynamically extensible. Making it unsuitable for the 
RISCOSS project. 

We recommend to consider the inclusion of the tools level and unification level schemas in 
RISCOSS if the measurement tools require to store the results internally. In Table 56 there is the 
detailed evaluation of the FLOSSMetrics Database model. 

Table 57: FLOSSMetrics Database model qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The database models are used to store the measurements over 
different sources, such as source code repositories, mailing lists 
and bug/issue tracking systems; which are suitable for the 
measurement tools. 

+ 

Co-existence There is no information that applies to this quality aspect ? 
Interoperability There is no information that applies to this quality aspect ? 
Maturity The database was presented in the deliverable 3.1 and 3.2. As far 

as we know it was only used in the Flossmetrics project. 
Nevertheless, the database has been populated with several OSS 
projects, which validates the schema. 

+ 

Modularity The database is separated in 3 different layers.  + 
Modifiability After analysing the database schema, it doesn’t present problems 

with respect to its modifiability. 
+ 
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Adaptability To support new tools, a whole new schema has to be defined. On 

the other hand, To support new metrics, they have to be defined 
statically. 

- 

Installability Since our intention would probably be integrating only the parts 
that are interesting to RISCOSS, we may need some adaptations 

= 

Reputation As far as we know this database was not used after the 
FLOSSMetrics project 

- 

Support The FLOSSMetrics project has ended, the web site is still 
functional but it is not clear that the researchers of the database 
are available for requesting support 

- 

Licensing 
schema 

The database schema is published in a deliverable with licence 
creative commons attribution-share alike 3.0 

+ 

Licensing costs There is no cost associated with the usage of this database 
schema 

+ 

 

5.2.8 FLOSSMetrics: SME guides 
The SME guides proposed by the FLOSSMetric project is structured in different documents.  

• The OSS adoption models provides a list of OSS strategies. However, the list is limited to 
4 strategies, which corresponds in the RISCOSS project to: OSS acquisition, OSS 
release, OSS integration and OSS takeover. The RISCOSS platform has more strategies 
than the presented in this document, therefore we recommend not to use this technique. 

• The selection of an OSS component is limited to the functional part and a list of static 
indicators that might not correspond to the particular needs of each company or OSS 
strategy. Because of this limitation, we recommend not to use this technique. However, 
some indicators might be useful as an inspiration to define indicators in the RISCOSS 
project. 

• Best practices provide a list of recommendations for the migration/adoption of an OSS 
component that might be useful to consider in the RISCOSS project.  

• The OSS based business models provide different examples of strategies to follow in 
order to ‘earn money using free software’. Although it is supported by empirical data, and 
real examples, it is not clear how RISCOSS could benefit from the presented information.   

Table 58: FLOSSMetrics SME guides qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The OSS adoption models, and selection of an OSS component 
would be the techniques in which RISCOSS could benefit most. 
However their limitations make them unsuitable for RISCOSS.  
Best practices could be useful as a guideline to improve the 
migration to an OSS component, whereas the OSS based 
business models are out of scope in the RISCOSS project. 

- 

Co-existence There is no information that applies to this quality aspect ? 
Interoperability There is no information that applies to this quality aspect ? 
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Maturity SME guides are published in http://guide.flossmetrics.org/ (final 

edition of 2009). As far as we know it has only been used in the 
FLOSSMetrics project.  

- 

Modularity The different guides are separated by the goal of the technique + 
Modifiability All the documentation is available. + 
Adaptability There is no section describing how to adapt any method. - 
Installability Since our intention would probably be integrating only the parts 

that are interesting to RISCOSS, we may need some adaptations 
= 

Reputation As far as we know, it has only been used in the FLOSSMetrics 
project. 

- 

Support The FLOSSMetrics project has ended, the web site is still 
functional but it is not clear that the researchers are available for 
requesting support 

- 

Licensing 
schema 

It is published in the web with licence creative commons 
attribution-share alike 3.0 

+ 

Licensing costs There is no cost associated with its usage. + 
 

5.2.9 ALERT: Ontologies 
ALERT has proposed several ontologies to represent the knowledge extracted from several 
sources (e.g., bug tracking, mailing lists, code, etc.), and more interestingly they proposed an 
ontology that integrated all this knowledge. This last ontology allows performing knowledge 
extraction using all the sources together. The bad part is that the documentation does not provide 
much information about how the ontology can be extended to other sources of knowledge. But 
since the project is still alive, we could have some kind of collaboration to integrate this technique 
in RISCOSS. We recommend checking this technique in more detail, and with the help of the 
ALERT project. In Table 59 there is the detailed evaluation of the ALERT ontologies. 

Table 59: ALERT ontologies qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The ontologies from the different sources of information used in 
ALERT are integrated by means of a unifying ontology. This 
ontology will help to RISCOSS to extract knowledge in order to 
detect possible risks of adoption of OSS 

+ 

Co-existence There is no information that applies to this quality aspect ? 
Interoperability There is no information that applies to this quality aspect ? 
Maturity The deliverable was versioned as 1.0 in March 2011. As far as we 

know, it was only used in the ALERT project. 
- 

Modularity The project defined several ontologies, and then one that unifies 
them to extract the knowledge. We could use only the ones that 
are adequate to RISCOSS 

+ 

Modifiability The documentation is available in the web site + 
Adaptability The documentation does not provide specific information in how 

to adapt or evolve these ontologies 
- 
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Installability We may need some adaptations prior to the integration of these 

ontologies in RISCOSS 
= 

Reputation There is no information that applies to this quality aspect because 
the project is still in development 

? 

Support The project is still active, probably we could get some support for 
the integration of this technique as a way of collaboration with 
RISCOSS 

+ 

Licensing 
schema 

The document that explains the integration metamodels is under 
the Creative Commons Attribution-Share Alike 3.0 License 

+ 

Licensing costs There is no cost associated to the use of this technique + 
 

5.2.10 ALERT: CEP 
CEP is composed of several algorithms that are used together with the previous mentioned 
technique (the ontologies), to detect patterns in the knowledge base. The detection of one of 
these patterns is translated into an event. This event may raise an alert over some aspect of the 
OSS product. In RISCOSS these can be interpreted as risks. We recommend collaborating with 
the ALERT project to integrate this technique. In Table 60 here is the detailed evaluation of the 
ALERT ontologies. 

Table 60: CEP qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

CEP is a method/tool that raises alerts when some event is 
detected. In RISCOSS we could use this to detect risks in OSS 
projects. 

+ 

Co-existence There is no information that applies to this quality aspect ? 
Interoperability There is no information that applies to this quality aspect ? 
Maturity The deliverable was versioned as 2.7 in December 2011. As far 

as we know, it was only used in the ALERT project. 
- 

Modularity There is no clear modularity, but we think that it is concrete 
enough for RISCOSS (no modules are required) 

= 

Modifiability The documentation is available in the web site + 
Adaptability The documentation does not provide specific information in how 

to adapt or evolve this technique 
- 

Installability There are installation instructions in the documentation. This 
instructions refers to the implementation of CEP 

+ 

Reputation There is no information that applies to this quality aspect because 
the project is still in development 

? 

Support The project is still active, probably we could get some support for 
the integration of this technique as a way of collaboration with 
RISCOSS 

+ 

Licensing 
schema 

The document that explains the integration metamodels is under 
the Creative Commons Attribution-Share Alike 3.0 License 

+ 

Licensing costs There is no cost associated to the use of this technique + 
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5.2.11 OSSMETER: OSS metamodel 
The OSS metamodel proposed in OSSMETER covers many aspects of OSS forges, and OSS 
communities which is a shared target between OSSMETER and RISCOSS. In RISCOSS we 
already have some metamodels designed to cover these aspects, but anyway the metamodel 
from OSSMETER can be used to check that we are covering all the relevant information from 
OSS communities and in particular OSS forges. We recommend collaborating with the 
OSSMETER project to integrate this technique. In Table 61 is the detailed evaluation of the 
OSSMETER OSS metamodel. 

Table 61: OSSMETER OSS metamodel qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The target, OSS communities and forges is shared between both 
projects 

+ 

Co-existence There is no information that applies to this quality aspect ? 
Interoperability There is no information that applies to this quality aspect ? 
Maturity The deliverable was versioned as 1.1 in 2013. As far as we know, 

it was only used in the OSSMETER project 
- 

Modularity The metamodel is not modular, but the concepts are well 
separated 

+ 

Modifiability The documentation is available in the web site + 
Adaptability The documentation does not provide specific information in how 

to adapt or evolve this technique 
- 

Installability Not applicable = 
Reputation There is no information that applies to this quality aspect because 

the project is still in development 
? 

Support The project is still active, probably we could get some support for 
the integration of this technique as a way of collaboration with 
RISCOSS 

+ 

Licensing 
schema 

The document is copyrighted for the OSSMETER consortium - 

Licensing costs There is no cost associated to the use of this technique because 
the document is public. 

+ 

 

5.2.12 OSSMETER: OSS quality model 
The OSS quality model produced in the OSSMETER project seems to be a bit arbitrary, there is 
no indication that they have followed any method for the construction of the quality model, neither 
had they based it on any other existent quality model, for this reason we do not recommend to 
integrate the quality model into RISCOSS. On the other hand, they also searched for tools that 
can be used to gather some of the proposed metrics in the quality model. This set of tools can be 
also useful for RISCOSS in the case that we cannot integrate the OSSMETER platform as whole. 
In Table 62 is the detailed evaluation of the OSSMETER OSS quality model. 
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Table 62: OSSMETER OSS quality model qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

RISCOSS has interest in the quality of the OSS communities in 
order to detect risks. 

+ 

Co-existence There is no information that applies to this quality aspect ? 
Interoperability There is no information that applies to this quality aspect ? 
Maturity The deliverable was versioned as 1.0 in 2013. As far as we know, 

it was only used in the OSSMETER project. 
- 

Modularity There is no modularity - 
Modifiability The documentation is available in the web site + 
Adaptability The documentation does not provide specific information in how 

to adapt or evolve this technique 
- 

Installability Not applicable = 
Reputation There is no information that applies to this quality aspect because 

the project is still in development 
? 

Support The project is still active, probably we could get some support for 
the integration of this technique as a way of collaboration with 
RISCOSS 

+ 

Licensing 
schema 

The document is copyrighted for the OSSMETER consortium - 

Licensing costs There is no cost associated to the use of this technique because 
the document is public 

+ 

 

5.2.13 MARKOS: Common Ontology 
The MARKOS common ontology describes the entities and relationships required to realize the 
MARKOS platform. It consists on two distinct subontologies, namely markos-licenses and 
markos-software. The former defines concepts related to legal aspects and licenses of the 
software, whereas the later defines concepts related to the structure of the code. We recommend 
to study the ontology and include those elements and relationships that are relevant for RISCOSS 
in order to be included in the ontology that we define. As the project is ongoing, we could establish 
some collaboration to integrate the ontology defined in MARKOS with RISCOSS. 

 Analysis Result 
Functional 
appropriateness 

The ontology have several concepts that could be reused in the 
ontology of RISCOSS 

+ 

Co-existence There is no information that applies to this quality aspect ? 
Interoperability There is no information that applies to this quality aspect ? 
Maturity The ontology is still in an initial state  - 
Modularity The ontology is modular and structured in different layers. + 
Modifiability The ontology and it’s details are available in the deliverable + 
Adaptability The documentation does not provide specific information in how 

to adapt or evolve the ontology 
- 

Installability We may need some adaptations prior to the integration of the 
ontology in RISCOSS 

= 
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Reputation There is no information that applies to this quality aspect because 

the project is still in development 
? 

Support The project is still active, and we could get support for the 
integration of the ontology in a possible collaboration with 
RISCOSS 

+ 

Licensing 
schema 

We have found no license explicitly defined in the ontology. The 
document that describes the ontology has a copyright: “Copyright 
in this document remains vested with the MARKOS Partners” 

- 

Licensing costs There is no cost associated to the use of this technique + 
 

5.2.14 U-QASAR methodology 
The U-QASAR methodology include several methods that are for interest for RISCOSS. Some 
examples are the definition of quality objectives, indicators, selection of metrics, etc. The 
methodology is still under development and some steps are not yet developed. We recommend 
to establish contact with U-QASAR in order to study the possible integration of (parts of) their 
methodology to the RISCOSS platform.  

Table 63: U-QASAR methodology qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

Several methods of U-QASAR could be reused or applied in 
RISCOSS 

+ 

Co-existence There is no information that applies to this quality aspect ? 
Interoperability There is no information that applies to this quality aspect ? 
Maturity It is still under development. Some steps are not yet developed. - 
Modularity The methodology is divided in different steps + 
Modifiability The description of the methodology is available in the deliverable + 
Adaptability It takes into account the context in order to adapt to different 

scenarios 
+ 

Installability We may need some adaptations prior to the integration of the 
ontology in RISCOSS 

= 

Reputation There is no information that applies to this quality aspect because 
the project is still in development 

? 

Support The project is still active, and we could get support for the 
integration in a possible collaboration with RISCOSS 

+ 

Licensing 
schema 

There is no license defined in the methodology ? 

Licensing costs There is no cost associated to the use of this technique + 
 

5.2.15 U-QASAR models 
U-QASAR presents a quality model and a context ontology. Both of them could be used in 
RISCOSS to enhance the ontologies and models that we define. We recommend to study the 
models to include those entities and relationships that are for interest in RISCOSS. 
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 Analysis Result 
Functional 
appropriateness 

Some entities and relationships defined in U-QASAR models 
could be reused in RISCOSS 

+ 

Co-existence There is no information that applies to this quality aspect ? 
Interoperability There is no information that applies to this quality aspect ? 
Maturity A first version has been implemented + 
Modularity The models are structured in different layers + 
Modifiability The description of the models are available in the deliverable + 
Adaptability There is no information regarding adaptability of the models - 
Installability We may need some adaptations prior to the integration of the 

models in RISCOSS 
= 

Reputation There is no information that applies to this quality aspect because 
the project is still in development 

? 

Support The project is still active, and we could get support for the 
integration in a possible collaboration with RISCOSS 

+ 

Licensing 
schema 

There is no license defined in the models ? 

Licensing costs There is no cost associated to the use of this technique + 
 

5.2.16 Black Duck: KnowledgeBase 
The Black Duck KnowledgeBase provides a comprehensive database of OSS, containing 
information of one million projects, including the full licenses, language, version, author, and 
known security vulnerabilities. The information in such database can be useful in RISCOSS in the 
analysis of risks of OSS. However, the code is proprietary and there are costs associated with 
the usage of the tool. Moreover, the KnowledgeBase is updated on a periodic basis by the Black 
Duck team, instead of fully automatically. Therefore, we recommend not to integrate it into 
RISCOSS. 

Table 64: Black Duck KnowledgeBase qualitative analysis 

 Analysis Result 
Functional 
appropriateness 

The data stored in the KnowledgeBase can be useful for 
RISCOSS 

+ 

Co-existence There is no co-existence issue with the tool. + 
Interoperability It has been integrated with different tools and systems + 
Maturity It is a stable version under commercialization + 
Modularity It is a standalone tool - 
Modifiability The tool is proprietary. The source code is not available and it is 

not free to perform modifications. 
- 

Adaptability Black Duck’s expert consultants work with the client’s team to 
select and configure the system for a customized solution 

= 

Installability There is no information regarding installation ? 
Reputation The tool is widely used in the market. + 
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Support The Black Duck company gives support to the tool. They provide 

different types of support levels (standard, advanced, premium). 
However, it is not free. 

= 

Licensing 
schema 

The code is proprietary - 

Licensing costs The tool is subjected to a cost. Pricing is available by contacting 
Black Duck Sales 

- 

 

5.2.17 OpenLogic: OLEX 
The OpenLogic OLEX database contains information of many OSS packages, and the different 
versions of each package. Among other information the database includes the license, and a 
classification of licenses. We recommend to study the contents of this database to see if it can be 
reused in some way to populate the RISCOSS knowledge base, or at least to check that we are 
handling a superset of the information contained in the database. 

 Analysis Result 
Functional 
appropriateness 

The database contents are aligned with the RISCOSS objectives + 

Co-existence The OLEX is a remote database accessible through web + 
Interoperability It provably can be accessed remotely using REST or similar 

mechanism (we can check the code of the OSS Discovery tool to 
know with more precision) 

+ 

Maturity The database is being used in several tools produced by the 
same company. 

+ 

Modularity There is no information related to this aspect ? 
Modifiability The database is provided at it is, no changes are possible. - 
Adaptability The database is provided at it is, no changes are possible. - 
Installability OLEX is a remote database, it is not to be installed = 
Reputation OpenLogic is one of the companies that has good reputation in 

this domain 
+ 

Support The tool is maintained by a company that provides support 
services, but not for free 

= 

Licensing 
schema 

The terms of use indicate that the contents of the database are 
copyrighted to OpenLogic 

- 

Licensing costs There are no licensing cost associated to the normal use (i.e., 
browsing the database using the web), but if we extensively 
exploit the contents using spiders or other automatic mechanism 
they may complain. 

= 

 

5.3 Summary 
In total we analysed 21 items including tools and techniques. From them 8 were completely 
discarded, 8 might be helpful as an inspiration, and 5 might be integrated in some way. In the 
following subsections we present a separate summary for the tools and the techniques. 
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5.3.1 Tools 
In general many tools have been discarded because they were obsolete, or they do not have 
support any more. Some of them may be helpful to RISCOSS, but for the idea that is behind them. 
Finally there are five tools may be suitable to RISCOSS because either they are mature enough, 
or because we can still get some kind of support, or because they are very aligned with our 
interests. Table 65 shows a summary of the tools analysed in this section. 

Table 65: Summary of tools analysed 
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EDOS: Ceve + + + - = - - = - - + + Do not use 
EDOS: EGraph + + + - = + - - - - ? ? Inspiration 
EDOS: Dep. solvers + ? - - + - - - - - ? ? Do not use 
MANCOOSI: CUDF + + = - = - - = - - + + Inspiration 
MANCOOSI: dose3 = + = - + - - - - - ? ? Do not use 
MANCOOSI: EVOSS + = + - = + - = - - + + Do not use 
QualiPSO: WebOMM = - + - - + - + - - + + Inspiration 
QualiPSO: Bicho + + + - = + - - + - + + Do not use 
QualiPSO: StatSVN/CVS + + = - - + - = + + + + To check 
QualiPSO: Spago4Q - + - + - + - + + = + + Inspiration 
QualOSS: Platform + - = - - + - = - = + + Do not use 
SQO-OSS: Alitheia Core + + ? - - + + + - - + + To check 
FLOSSM.: Octopus + ? + - + - - - - - + + Do not use 
FLOSSM.: Retrieval sys. + + + - + - - - - - + + Do not use 
FLOSSM.: Melquiades - + + - ? - - + - - + + Do not use 
ALERT: Platform + + ? - + + - + - - + + To check 
PROSE: Platform + - - - + + - - - + + + To check 
OSSMETER: Platform + ? + - + - - ? - ? ? ? To check 
MARKOS: Platform + + + - + + - + - + + + To check 
U-QASAR: Platform + + + - + - - ? - + + + To check 
Bl. Duck: Suite + + + + - - = + + + - - Do not use 
Bl. Duck: Code sight - + + + - - = + + + - = Do not use 
Bl. Duck: Ohloh + + + + + - - + + + - = To check 
Palamida: Tool + + + + - - - + + = - - Do not use 
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OpenLogic: OSS discov. + + - + - + = + + = + + To check 
OpenLogic: OSS deep d. + ? ? + ? - ? ? + = - - Do not use 
White Source SaaS + = = + - = = = = = = ? Do not use 

 

5.3.2 Techniques 
For the techniques, there are few that were completely discarded. The reason was the lack of 
documentation or the unavailability of the web site. Many techniques may serve as an inspiration 
for RISCOSS, especially the ones that propose quality models, methods for quality assessment, 
etc. There are some techniques proposed in currently active projects that were proposed as 
possible techniques for integration with RISCOSS, principally because there is a clear possibility 
of collaboration between these two projects. Table 66 shows a summary of the techniques 
analysed in this section. 

Table 66: Summary of techniques analysed 
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EDOS: FOSS-PRM = ? ? - + + + = - - + + Do not use 
MANCOOSI: Metamodel + ? + - + + + = - - + + Inspiration 
QualiPSO: OMM + ? ? - + + + = - - + + Inspiration 
QualOSS: QM + ? ? - + + + = - - - + Inspiration 
QualOSS: Std QAM + ? ? - + + - = - - - + Inspiration 
SQO-OSS: QM + ? ? - + - + = - - ? + Do not use 
FLOSSM.: Database + ? ? + + + - = - - + + To check 
FLOSSM.: SME guides - ? ? - + + - = - - + + Do not use 
ALERT: Ontologies + ? ? - + + - = ? + + + To check 
ALERT: CEP + ? ? - = + - + ? + + + To check 
OSSMETER: metamodel + ? ? - + + - = ? + - + Inspiration 
OSSMETER: QM + ? ? - - + - = ? + - + Do not use 
MARKOS: Ontology + ? ? - + + - = ? + - + To check 
U-QASAR: methodology + ? ? - + + + = ? + ? + To check 
U-QASAR: models + ? ? + + + - = ? + ? + Inspiration 
Bl. Duck: KnowledgeB. + + + + - - = ? + + - - Do not use 
OpenLogic: OLEX + + + + ? - - = + = - = Inspiration 
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Conclusion 
In this deliverable we have selected and analysed several tools and techniques produced in 
previous EU projects and commercial products related to the objectives of RISCOSS. The 
objective was to avoid repeating work, and to reuse the parts that are suitable for the RISCOSS 
project. As a result we obtained a recommendation for each studied item. In the best situation the 
tool or technique could be used as an inspiration to the project or could be integrated into 
RISCOSS after further testing. 

One of the principal reasons to discard the items is the low maturity measured in terms of how 
the tool or technique was used beyond the origin project, and in the case of commercial product, 
the cost and licenses. Another reason is the lack of support of the produced tools and techniques. 
This implies that the produced tools and techniques (especially the ones that come from EU 
projects) are not really put to test, and that when something goes wrong we won’t be able to get 
support to solve the issues. 

On the contrary, we expect that some of the studied tools and techniques will help RISCOSS to 
be on the good direction by means of inspiration. There are many similar topics to study in the 
risk of adoption of OSS and the studied projects (e.g., quality models, ontologies, assessment 
methods, etc.). We hope to be able to reuse some parts of these works. One of the reasons for 
that is the good quality of the documentation produced in these projects.  
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