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Abstract 
The deliverable has the objective of presenting the material that will be used by the consortium 
partners to present the project in scientific and industrial events.  

The Deliverable collects two documents. A textual project summary that describes in detail the 
motivations of the project, its objectives and the envisaged solutions the project intend to provide. A 
project presentation to be used by all the partners in their scientific and industrial dissemination 
activities.  

The project summary and the presentation will be updated continuously and partners will adapt the 
presentation for local and national dissemination activities. These updates will be reported in the 
yearly report.  
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1 Introduction 
The deliverable presents the dissemination material that will be used by the consortium partners in 
their scientific and industrial dissemination activities. 

Two documents have been developed for this purpose: 

• A project summary describing the details of the project from its motivation to the objectives 
to the solutions that have been envisaged;  

• A project presentation slides, in form of slides, summarizing the project objectives, the main 
activities that will be performed and the Use Cases were the resulting platform will be 
evaluated.  

The both documents, project summary and the presentation will be continuously updated in order 
to capture the evolution of the project, and the achievements of the expected results. 

1.1 Motivation 
The motivation is to provide a material for the dissemination of the RISCOSS project in scientific 
and industrial activities. 

1.2 Glossary of terms 
No new terms were defined in this document 

1.3 Intended audience 
This deliverable, and in particular the project summary and the project presentation, are intended to 
be public. Clearly these documents are mainly intended for the scientific and industrial communities 
interested in Open Source Software but they are also means to disseminate RISCOSS objectives 
and solutions to a larger non-technical audience. 

1.4 Scope 
The scope of this document is the RISCOSS project itself 

1.5 Relation to other deliverables 
There is no backward relation to other deliverables 

1.6 Document structure 
The rest of the deliverable is structured in two annexes: the project summary, describing the main 
project characteristics and the project presentation, a series of slides that summarize RISCOSS. 
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Annex A: Project summary 
 

ABSTRACT 

MOTIVATION: By 2013 an estimated 85% of all commercial software packages will include OSS 

PROBLEM: Failure rates in OSS projects are reported to be higher than 50%. In 2011, inadequate 
risk management was identified among the top 5 mistakes to avoid when implementing OSS-based 
solutions. Understanding, managing and mitigating OSS adoption risks is therefore crucial to avoid 
potentially significant adverse impact on the business, in terms of time to market, customer 
satisfaction, revenue, and brand image 

 APPROACH: The RISCOSS project will offer novel risk identification, management and mitigation 
tools and methods for community-based and industry-supported OSS development, composition 
and life cycle management to individually, collectively and/or collaboratively manage OSS adoption 
risks. Using advanced software engineering techniques, RISCOSS will deliver a risk-aware 
technical decision-making management platform integrated in a business-oriented decision-making 
framework, which together support placing technical OSS adoption decisions into organizational, 
business strategy as well as the broader OSS community context  

OBJECTIVES: To offer: 

• OSS risk management techniques and practices. Scalable, flexible and efficient quantitative 
and qualitative decision-making techniques 

• Business models for OSS solutions. Flexible, customizable business models for OSS 
adoption considering involved stakeholders, their strategies and decision-making 

• Strategic modelling and analysis of OSS ecosystems. Modelling approach to map out 
relevant organizational and OSS community context 

• Tool Support. Rich, usable, collaborative and customisable web-based software platform 
offering integrated risk-management techniques developed in this, and reused from other, 
projects 

KEY RESULTS:  

1) The RISCOSS sustainable platform.  
2) Know-how about the stated objectives.  
3) Improved competitiveness of IT European Industry.  
4) Exploitation in the project through several case studies. 
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1 Rationale and Project Area 
 

Open Source Software (OSS) has become a strategic asset for a number of reasons, such as its 
short time-to-market software service and product delivery, reduced development and 
maintenance costs, and its customization capabilities. Open source technologies are currently 
embedded in almost all commercial software – by 2013, they will be included in 85% of all 
commercial software packages [Gar11b]. 

In spite of the increasing strategic importance of OSS technologies, still IT companies and 
organizations face numerous difficulties and challenges when making the strategic move to the 
open source way of working. Among them, it stands that OSS is about freedom and choice, 
but freedom and choice introduce risk [Gar11]. The risks that IT companies face when 
integrating OSS components into their solutions are not to be neglected and incorrect decisions 
may lead to expensive failures. Forecasting studies predicted that in 2011, less than 50% of Global 
2000 IT organizations had implemented a formal OSS adoption and manage- ment policy as part 
of their enterprise software asset management strategy [Gar08b]. Insufficient risk 
management has been recently reported as one of the five topmost mistakes to avoid 
when implementing OSS-based solutions [Gar11c]. In fact, according to the most popular OSS 
portal, SourceForge, most OSS projects have ended in failure: 58% do not move beyond the 
alpha developmental stage, 22% remain in the planning phase, 17% remain in the pre-alpha 
phase, and some become inactive. Similar results have been reported by the World Bank study 
which cites a failure rate of more than 50% for OSS projects [LKG09]. With proper risk 
management and mitigation, failure could be reduced or impact cost minimized. 

To take maximum advantage of OSS adoption, the understanding and management of all the 
risks becomes necessary since they directly influence business, with strong effects on 
customer satisfaction, revenue, brand image, and time-to-market. Such risks can be manifold and 
might include evaluation, integration, context, process, quality and evolution risks [RH01]. 
Empirical studies [LCS+08] show in particular that the underestimation of integration efforts 
is one of the most challenging problems still requiring further investigation. The risk 
management strategy is always a problem that needs to be taken care of throughout the whole 
lifetime of OSS-based solutions, and is even more valuable during their maintenance phase. This 
takes into consideration the fact that the cost of maintenance is high, because maintenance is a 
time-consuming activity. Moreover, OSS-based solutions are not developed and do not exist in 
isolation. Instead, they exist in the wider context of an organization or a community, in larger 
OSS-based software ecosystems, which include groups of projects that are developed and 
co-evolve within the same environment, but also further beyond, their context, including the 
organization itself, OSS communities, regulatory bodies, etc., forming a wider and more strategic 
business ecosystem. 

To better comprehend the nature of the problem, consider the case of one of the partners of this 
project, Ericsson Telecomunicazioni S.p.A. (TEI). TEI is producing regulatory products for the 
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Ericsson Corporate, including state-of-the-art products for data retention and lawful interception, 
belonging to the regulatory solutions product family. For each product within the product family, TEI 
has always two different release versions (under maintenance mode) and a third one under 
development. Moreover, the system could be adapted for different customers, because different 
operators (and above all operators in different countries) manage the telecommunication network 
nodes differently. As new customers require specific customizations of the lawful interception 
system, TEI has to create a new variant. This introduces the need to systematically identify and 
manage variability besides the common part of the product. Each single product release version 
(and/or variant) contains a long list of third-party products, many of them OSS components, 
potentially different (for versions, patch level, etc.) from each other. Altogether, TEI is managing a 
complex ecosystem where several questions emerge, e.g.: 

• How to design the possible viewpoints from which one can look at an ecosystem in order to 
collect relevant information for managing the evolution for the OSS products embedded in 
TEI’s applications? 

• How to secure that specific features of OSS do not harm business strategies and their 
underlying business models? 

• How to implement a systematic approach towards understanding and representing 
dependencies that involve OSS components for assessing all kinds of risk? 

The answer to these questions requires the clear understanding of OSS-based ecosystems 
from a strategic perspective, with clear identification of relevant strategic dependencies (not just 
software dependencies) in order to control and mitigate all the risks coming from the adoption 
of OSS components along the lifetime of the different products being part of the ecosystem. 

 

The RISCOSS framework will provide tools and methods for community-based and industry-
supported OSS development, composition and life cycle management that enables industrial 
stakeholders to: 

• practicing an effective management of OSS integration related risks; 
• controlling and reducing the costs derived from the adoption of OSS; 
• pushing for innovation to take the best of this strategic movement 

 

To accomplish these objectives, the RISCOSS project will design and test a risk-aware 
decision-making infrastructure that will work over a management-oriented view of the 
organization projects’ ecosystem. This infrastructure will be fed by a software platform 
integrating different techniques for analyzing and evaluating OSS-based systems and risks. 
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2 Objectives of the project 
 

The RISCOSS project is articulated around five main objectives: 

Objective O1. Strategic modeling and analysis of OSS-based ecosystems. Comprehensive 
representation of the elements of an OSS-based ecosystem and analysis techniques to discover 
relevant properties of this ecosystem with the aim of reusing it in designing new and more 
efficient ecosystem. 

O1.1. Formulate an ontology which defines all the elements that may appear in an OSS- 
based ecosystem and the relationships among them. 

O1.2. Design efficiently strategic OSS-based ecosystem models putting together the 
different ontology elements (projects, communities, stakeholders, norms, licenses, etc.) 
that form that ecosystem. 

O1.3. Propose methods and techniques for reusing modeling and analysis knowledge 
across projects, organizations, communities and ecosystems. 

Objective O2. Risk management of OSS projects. Support to the establishment of practices and 
processes, based on innovative software engineering and statistical assessment and measurement 
techniques, for the management of risk in a continuous and incremental way. It decomposes into 
three sub-objectives. 

O2.1 Offer lightweight assessment techniques usable in small businesses and OSS 
communities as well as in-depth measurement and optimization techniques applicable in 
large enterprise organizations and communities. 

O2.2. Offer techniques to support the identification and analysis of risk related costs and 
benefits when adopting OSS in software projects. 

O2.3. Offer guidance to organizations for designing and implementing a continuous 
improvement plan to support risk mitigation during the life of software systems, from 
conception to retirement. 

Objective O3. Business models and services for OSS solutions. Support firms capacities 
and resources to identify and evaluate the impact of OSS-related risks on their business 
models and for the management of OSS across the different business model components. 

O3.1 Identify and evaluate existing methods and tools to characterize, design and optimize 
business models 
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O3.2 Identify typical generic and OSS-specific risks of business models that have the 
potential to affect community based and industry supported open source software 
development, composition and life cycle management and develop methods and tools to 
counter these risks 

 

O3.3 Identify business model context parameters and tools (e.g. checklists) to assess 
business model risks individually by each company 

O3.4 Develop validated OSS business risk analysis tools and methods 

O3.5 Develop guidelines for the implementation and usage of the individual business 
model parameters and the tools and methods in the RISCOSS platform 

Objective O4. Deployment of a software engineering platform for supporting decision- 
making. Construction of an open-source platform integrating the methods, models and techniques 
developed in the context of the project. 

O4.1. Deliver an IT platform for analysing and managing OSS-based ecosystems with 
the purpose of supporting the objectives O1-O3 related to OSS development, composition 
and life-cycle management. 

O4.2. Integrate and test existing OSS-based technologies with the purpose of reducing 
the development effort. 

O4.3. Specify, design, implement and test new methods and techniques that do not exist 
or cannot be reused that are necessary for achieving the objectives O1-O3. 

O4.4. Build the platform on top of a software architecture respecting the following 
principles: 

Openness. Build the platform as an OSS system with a community growing. 

Usability. Facilitate the use of the platform by end-users. 

Interoperability. Facilitate information interchange with other tools through a 
standard data exchange protocol (API) and using standard data formats. 

Objective O5. Industrial validation of project results. Demonstrate the results of the 
project in a number of representative use cases, drawn from different application domains, 
involving the appropriate actors. 

The attainment of these objectives should bring as main benefit the reduction of the risks, 
costs and time needed to construct and evolve software systems in today’s European society. In 
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the long term this is expected to improve the competitiveness of European industry, 
ensuring Europe’s global leadership in ICT. 

The QUALOSS project (www.qualoss.org), which has examined the practices of businesses when 
analyzing the quality of OSS or components for reuse, has found that many businesses tend to 
limit the effort associated with this task. The ongoing FP7 project OpenSME (www.opensme.eu), 
which develops tools for SMEs to ease OSS reuse, found the same tendency among many SMEs. 
Apparently, firms are not willing to spend more time than 2-3 days on the analysis of OSS 
code for reuse. If the time needed to perform this task, firms tend to rather develop the 
software they need in-house even though suitable software might already exist. These findings 
suggest that many companies involving OSS in their products, services and business models 
seem to waste resources (time, money, skilled labour) by reinventing the wheel instead of 
systematically observing OSS ecosystems and efficiently tapping their potentials. Therefore, any 
attempt to help companies to improve their capacities and resources to manage better the 
development, maintenance and lifecycle of OSS and to avoid OSS-related risks will 
significantly help to improve the competitiveness of European industry. 
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3 The RISCOSS Framework in the context of OSS-based ecosystems 
James F. Moore in his award winning Harvard Business Review article [Moo93], coined the term 
business ecosystem to describe: “an economic community supported by a foundation of 
interacting organizations and individuals—the organisms of the business world. This economic 
community produces goods and services of value to customers, who are themselves members of 
the ecosystem. The member organizations also include suppliers, lead producers, competitors, 
and other stakeholders. Over time, they co-evolve their capabilities and roles, and tend to align 
themselves with the directions set by one or more central companies. Those companies holding 
leadership roles may change over time, but the function of ecosystem leader is valued by the 
community because it enables members to move toward shared visions to align their investments 
and to find mutually supportive roles”. 

Business ecosystems have their counterpart at the technological level. Messerschmitt and 
Szyperski [MS03] used the term software ecosystem to describe the broader commercial, 
legal (regulatory) and market context in which traditional software systems operate. Companies 
such as Apple and Google have embraced a network centric view of software ecosystems, and 
developed novel business models, with varying degrees of openness – from the adoption of 
selected open web standards, to the promotion of key web APIs as ad-hoc standards, to the 
(more or less) full embrace of open source software – to encourage the emergence of 
massive global hardware/software ecosystems surrounding their products and services (e.g. 
iPhone, Android, etc.). Key arguments why companies adopt a software ecosystem 
approach to support their products and services offerings include [Bos09]: increase value of the 
core offering to existing users; increase attractiveness for new users; accelerate innovation 
through open innovation in the ecosystem; collaborate with partners in the ecosystem to share 
cost of innovation; “platformize” functionality developed by partners in the ecosystem (once 
success has been proven), and decrease TCO for commoditizing functionality by sharing the 
maintenance with ecosystem partners. The links between more strategic business ecosystems 
and more IT-oriented software ecosystems is one of the focal points of the RISCOSS project. 

When it comes to OSS, both types of ecosystems have their peculiarities. OSS-based business 
ecosystems have to deal with business models to generate revenue differently than proprietary 
approaches, whilst OSS-based software ecosystems should address licensing problems, 
component interdependencies and frequency of releases, for instance. Helander & Rissanen 
[HR05] focus on the co-creation of value in OSS value networks, thus highlighting an aspect 
of OSS-based ecosystems that is important especially for businesses. The authors define value-
creating networks “... as entities consisted of several directly or indirectly connected individual 
or organizational actors that transform and transfer different kinds of resources in order to create 
value not only for the network’s end customer but also to themselves. (...) We include to the 
concept of value-creating networks three interrelated elements that are perceived end customer 
value, core competencies and business relationships.” Each actor within the value network 
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performs those tasks in which he has specific expertise, and together all partners create added 
value that finally benefits the end user. There are a number of diverse actors that can form 
an OSS value network (see Figure 1.1), starting from OSS projects and developer communities 
and ending with various end users, and intermediators in between. Each actor is assumed to 
pursue common as well as particular interests. It may be observed that network actors are fed by 
processes and activities that stem from the OSS-based ecosystem. 

 

 

Figure 1.1: Example of an OSS value chain and value network actors [HS05, p. 846] 

The RISCOSS project aims to advance the research on the formulation and analysis of OSS- 
based ecosystems with the ultimate business goal of improving current practices in OSS risk 
management with the purpose of reducing OSS adoption and implementation costs. Fig. 1.2 
elaborates on the concept of OSS value chain to describe the RISCOSS approach. It is 
supported by a collaborative platform, the RISCOSS platform that provides the entry-point for 
describing, analysing and performing decisions in OSS business ecosystems. The RISCOSS 
platform is composed of two tiers, the decisional tier that provides assessment to companies, 
and the technological tier that embeds the software system and provides observations to the 
decisional tier for decision-making. The open source software system integrates components 
coming from OSS communities, whose adoption requires a negotiation between the 
community and the interested company. This negotiation is undertaken under perceptions of a 
shared conceptualization that can be different, hampering the understanding among the parties. 
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At this point several questions arise around the notion of ecosystem: how do the two tiers 
align?, which form takes the (highly strategic) decisional tier model?, which techniques can be 
applied for effective decision-making in the decisional tier?, which business processes and services 
can be established around the OSS business ecosystem?, what form does it take the shared 
conceptualization? The answer to these questions is not evident and motivates the research to 
be done in the RISCOSS project. 

The technological core of the system will be the XWiki platform for building collaborative 
applications (http://platform.xwiki.org/xwiki/bin/view/Main/WebHome). The platform currently 
provides a user interface for collaboratively entering and modifying data related to OSS 
components, their dependencies and the results of the different analysis performed on them. This 
user interface will consist of a web application that can be accessed with a browser. Besides, 
it is a goal of the project to reuse third-party components deployed by other similar projects to 
provide automatically data to the strategic level. 

 

Fig. 1.2. The RISCOSS approach: aligning ecosystems, OSS, communities and companies 
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4 RISCOSS’ Use Cases 
 

As the composition of the project’s consortium shows, it is our firm goal to demonstrate the 
feasibility of the RISCOSS approach in a significant number of industrial use cases. This will help 
to collect empirical data for assessing the objectives of the project and thus to further feed 
scientific work as the project progresses. We describe the use cases below, classified by partner. 

4.1 TEI: Implementing an OSS risk management program in a large IT 
department 

Context. OSS has become a strategic resource for short time-to-market software service and 
product delivery for TEI. The company is currently exploring all the potential benefits it leads and is 
currently implementing the full migration to an OSS paradigm. To do so, TEI wants to develop a 
risk management program aimed at enhancing the control and the mitigation of all the risks coming 
from OSS adoption along the whole life cycle within an OSS ecosystem. 

Current issues. TEI’s current risk management program is completely ad-hoc. Thus, it must be 
improved and enhanced in a more systematic way. To this aim, it is crucial to generate more 
complete and accurate asset management data for the OSS projects in order to cope with all 
correlated risks coming from OSS adoption. It also becomes necessary to work in a 
formalized and systematic way identifying all the challenges derived from the use of OSS 
products and being aware of the organizational goals like reducing Total Cost of Ownership 
(TCO). 

Specific objectives. The objectives that TEI wants to achieve through RISCOSS are: 

• TEI must gain full control over the OSS components that are integrated into its products. 
• TEI must design a proper business plan and strategy with open source strategic intents to 

achieve wanted effects. Strategic and business perspectives of open source, including 
decision processes as well as support for external community activities, are greatly 
underdeveloped not to say inexistent today. 

• TEI wants to be perceived as an active community leader/opinion maker and regarded as a 
trusted long term player in the OSS arena. 

• TEI wants to drive and make contribution in a controlled manner as well as support the 
use of OSS code. 

Instrumentation. TEI will use the complete RISCOSS methodology and IT platform to 
systematically improve the handling of OSS products within the entire software ecosystem. TEI 
will focus on eliciting use cases, refining them into requirement and scenario useful to describe 
the potentialities of the whole RISCOSS framework. TEI will test the potentialities of the 
RISCOSS framework with pilots to be applied within Regulatory Solutions product line. TEI will 
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be responsible of the exploitation of project results within a firm context and will provide input for 
dissemination of the project. 

The use cases covered by this instrumentation can be summarized as follows. 

• Data collection and management. With the purpose of supporting decision processes in 
OSS adoption risk management, making possible the evaluation and the mitigation of all 
the six possible OSS adoption risks as defined in [RK01]. 

• Decision processes for OSS risk management. Decision processes can: (1) be at an 
operational level or at a more generalized strategic level; (2) address a specific project 
that is geographically restricted and has a narrow scope or a complete network of projects 
within the ecosystem; (3) refer to resource allocation and analysis of alternatives across 
different assets. Large diverse data are needed to fully support the decision processes in 
all their possible dimensions and in all levels of decision making within the organization. 

• Systematic organizational deployment for the adoption of, and migration to, OSS. 
To provide the right enabling environment for the implementation of OSS in the 
organization with specific guidelines, a continuous improvement (CI) plan as formulated by 
Bessantt et al. [BCG01] for a smoother and safer transition to OSS paradigm. 

• Monetizing OSS - recognizing a value in releasing software to an open source 
community. Business success in the OSS arena depends on the coherency of strategies 
adopted with the unique competitive factors distinguishing open source. So giving concrete 
examples and a methodology on how people can design a coherent business model 
could help managers to identify their own business unique factors and accordingly determine 
which strategies are better for their organization to adopt in order to exploit them. 

• The usage of an open source community – procuring software and exploring new 
ways to collaborate to foster innovation. Innovation stems not only from a firm’s 
internal investments in R&D, but also relies on important input from a variety of external 
sources, including competitors, consumers, universities and other types of organizations. 
To access expertise from beyond their boundaries, firms use a variety of mechanisms 
including licensing agreement, alliance and informal social interaction. OSS is an example 
of such a distributed innovation process. The proposal is to examine how firms can make 
use of communities to foster innovation and how this use is associated with the firms’ 
business model. 

Success condition. The consortium will decide about the success conditions of these case 
studies at Month 6 as part of deliverable D5.1. Some initial ideas (to be confirmed) about the 
success conditions are: 

• Data collection and management. 
o Determination of a list of relevant usage scenarios bound to the product life cycle. 
o Determination of a list of relevant attributes to collect for each category of risk 

depending in turn on each particular usage scenario. 



  D7.3 Dissemination materials 
 
 

 
 
© RISCOSS Consortium  16
6   

o Definition  of  data  collection  activities  and  methods  compliant  with  the  level  of 
accuracy required by the RISCOSS decision processes. 

• Monetizing OSS. Definition of a set of concrete examples and a methodology on how 
people can design a coherent business model helping managers to identify their own 
business unique factors and accordingly determine which strategies are better for their 
organization to adopt in order to exploit them. 
 

4.2 CENATIC: Risk assessment in public administration OSS projects 
Context. CENATIC is a public foundation endorsed by several Spanish public entities with the 
goal of promoting the knowledge and use of OSS. It is actively engaged along the whole line - 
from generating future-proof solutions, open source assessment and validation, to support 
open source project management in the public and private sectors and to develop open source 
community prototypes for the public sector. 

CENATIC is proposing three use cases described in detail below. 

Use case B.1. Migration in the public sector 

Current issues. Many public administration entities had migrated or are planning to migrate to 
open source. Nevertheless most of them do not have any risk management program or simply 
have omitted to calculate associated risk. 

Specific Objectives. This demonstration activity will help to improve migration competitiveness 
or to address major public administration needs. Aside the TCO, it will be very interesting to 
assess migration risk. 

Instrumentation. This case will be centred on two public administrations to carry out migration 
demonstration risk activities using RISCOSS. Activities will include testing, viability and 
performance verification of the RISCOSS platform and associated processes and techniques 
proposed therein, and implementation of non-technical features if necessary. This phase will also 
include detailed policy plan for risk migration management in the public sector and a 
consultancy report for the two public administrations on their respective migrations. Before 
launching the demonstration activities, during the first year of the project, CENATIC will collect all 
necessary data as filled forms; see Fig. 1.3. 

Aspects Description  Aspects Description 
Project description   Training cost  
Objective of the entity   Benefits  
Starting situation   Key success/failure aspects  
Problems identified   Best practices, lessons learnt  
Planning and roadmap   Barriers to migration  
Technologies and tools used   Barriers to maintenance  
Model of knowledge transfer   Recommendation  
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Fig. 1.3: Form to gather information in the CENATIC use cases 

Use Case B.2. Integration in the public sector 

Current issues. Many public administration entities had done integration or are planning to 
integrate OSS into their systems. Nevertheless, most of them do not have any risk management 
program or simply have omitted to calculate associated risk tied to components, dependencies and 
so on. 

Specific Objectives. This demonstration activity is expected to speed up the adoption of open 
source by reducing the techno-economic uncertainties and risks associated with innovation and 
to enhance the attractiveness of RISCOSS in industries and services. 

Instrumentation. Demonstration activities in this use case will focus on two public 
administrations different from those in Use Case B.1. The administrations should have a clear 
technological objective and a substantial commitment to use RISCOSS in open source integration 
once the demonstrations have been successfully accomplished. This phase will also include an 
executive policy plan for risk integration management in the public sector and a consultancy report 
for the two public administrations on their respective integration. As in Use Case B.1, before 
launching the demonstration activities, CENATIC will collect all necessary data during the first 
year of the project, using the same type of forms as shown in Fig. 1.2. 

Use Case B.3. Code release community assessment. 

Current issues. Once the administration has released its code, it is very interesting to assess the 
core code development, project management services and community management services. 
Currently, there is a lack of assessment tools and programs to measure the risk of open source 
community in the administration. 

Specific Objectives. This demonstration activity is expected to be useful in providing feedback 
from the users and developer communities and thus identifying the missing features for building an 
effective and sustainable RISCOSS ecosystem and community. 

Instrumentation. CENATIC will provide three different public sector code release communities 
to run the RISCOSS platform and processes. CENATIC will focus on the proof- of-concept 
demonstrators of RISCOSS to demonstrate its applicability in three public sector code released 
communities. Therefore, CENATIC will provide visible results supported by demonstrators that 
will take form of guidelines to help in defining RISCOSS methodologies. CENATIC will be 
responsible for the exploitation of the project results with the public sector and will provide inputs 
for the dissemination of the project about release code communities. This phase will also include 
an executive policy plan for risk assessment in OSS community building in the public sector. As 
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in the former two use cases, before launching the demonstration activities, CENATIC will collect 
all necessary data during the first year of the project, using the same forms as shown in Fig. 1.2. 

Success condition. Indicators and expected values are as follows: 

• CIO and IT departments of public administrations in general frequently use RISCOSS 
platform to share risk descriptions of their  applications.  Expected  Users: 10  public entities. 

• The RISCOSS project becomes a frequently  consulted  website  of  open  source  IT 
solutions risks for public administrations. Expected Users: 10 public entities. 

• Reuse of open source. The RISCOSS project will lead to an enhanced reuse of open 
source applications tested by RISCOSS to public administrations. Expected  result: 
RISCOSS to be included in the national open source software applications catalogue. 

• Public administrations can use the RISCOSS platform as a single-stop shop to retrieve all 
necessary information about open source risks relevant to them. Expected Users: 10 
public entities. 

• A strong and dynamic RISCOSS open source community. The larger the number of 
contributors and the interest in the RISCOSS community the better for potential 
stakeholders. Expected members in the community at the end of the project: 30 civil 
servants and 20 members from other open source communities. 
 

4.3 OW2: Software Quality Assurance and Trustworthiness (SQuAT) 
programme 

Context. OW2 is currently implementing its quality programme named SQuAT (after “Software 
Quality Assurance and Trustworthiness”). This programme aims at enhancing the perceived 
reliability of some 40 mature projects in the OW2 code base. There is an opportunity to make 
SQuAT more efficient. 

Current issues. The OW2 SQuAT programme is developed bottom up by requesting OW2 
mature projects to run a series of four tools: FOSSology for the licenses, Antelink for the origin 
of the code, Sonar for the quality of the code and QualiPSo OMM for the open source maturity of 
the project. While this approach is pragmatic and leads to reasonable results, it lacks an 
integration framework and this fact prevents a full exploitation of all the possibilities of such a quality 
programme. 

Specific Objectives. To integrate the existing tools already used in SQuAT into the decisional level 
of RISCOSS. This way, the ability of RISCOSS to host existing processes and tools will be 
demonstrated. 

Instrumentation. This use case will be implemented in two main phases: 
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• Methodology phase: In this phase, we will endeavour to use the RISCOSS methodology as 
an integration framework for the disparate set of tools that form the SQuAT quality 
programme. We will first recruit or select three projects within the OW2 code base to 
support the use case. With these projects, we will then use the RISCOSS approach to 
evaluate the appropriateness of the OW2 SQuAT tools and methods for documenting the 
code delivered by community software projects. One key result of this phase is to verify the 
relevance of the scope of the SQuAT tools by using the RISCOSS approach as a 
benchmark. 

• Implementation phase: In this phase, we will implement the software infrastructure 
developed by the RISCOSS project for the management of OW2 SQuAT quality 
programme. This is facilitated by the fact that OW2 is familiar with the XWiki technology 
used for the development of the RISCOSS software infrastructure (XWiki is an OW2 project 
and OW2 uses XWiki in its own infrastructure). One key result expected from this use case 
is to verify and document to what extent an active open source community such as 
OW2 can successfully implement the RISCOSS approach. 

Success condition. 

• Methodology phase: we define two indicators with corresponding thresholds: 
o Number of OW2 projects participating in the use case. We target to have 3 projects. 
o Integrability of SQuAT tools in RISCOSS. From the 4 tools currently used in SQuAT, 

we aim at fully integrating at least one, and partially integrating at least a second one. 
• Implementation phase: we define four indicators. In this case, their success is just the 

ability to be able to measure them, since the purpose of the use case is to discover how 
RISCOSS behaves and even in the case that the results are not as positive as expected, 
this is not a risk for the use case but for the project: 

o Number  of  bugs  found  and  their  necessary  patches,  as  an  indicator  of  ease  
of implementation. 

o Lines of code and person/month required for integration, as an indicator of ease 
of integration. 

o Time saved thanks to RISCOSS for performing SQuAT tasks. The time will 
measure on each of the 3 pilot projects and then compared with the OW2 code base 
as a whole. 

o User’s satisfaction with the use of RISCOSS in each of the 3 pilot projects, based on 
a focused survey to involved stakeholders. 

 

4.4 XWiki: Assessing development practices of an OSS tool. 
Context. XWiki is an open source platform for building collaborative applications. It is 
developed by a community, using community-oriented practices à la Apache. 
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Current issues. XWiki is constantly improving the quality of their products and having a 
methodology that could help the community take their decisions could be surely beneficial for the 
project. Also being also a company that makes commercial development and support for clients, 
having this kind of risk-assessment can provide an added value for our clients 

Specific Objectives. Perform a quick study about the current XWiki development practices and 
compare them against the methodology developed in the framework of the RISCOSS project, 
in order to see if parts of this methodology could be integrated into our current practices for 
improving them. 

Instrumentation. XWiki is publicly developed on the GitHub forge. The company also has a public 
wiki, several mailing lists, a bug tracking system and IRC channels where the community 
exchange information about the product. Internally we deal with different clients using almost the 
same means, but in a private way. The idea is to provide data coming from these sources as an 
input to the methodology. Public data is already available. Client data might require some 
approval before being examined. This use case will be run together with the OW2 case, since 
XWiki is member of the OW2 association. 

Success condition. The success condition will be the integration and publication of analysis 
results of the RISCOSS methodologies on the XWiki.org community site, so that we can 
monitor the quality of the current components and project state and show it to the community. 
Operationally, this means the the creation on a page on XWiki.org with a dashboard that 
resumes all the indicators that have been computed by RISCOSS tools on the XWiki project. 

4.5 UPC-Moodbile: evolution of the platform in concordance with dependant 
components 

Context. The OSS project Moodbile aims to enable mobile learning applications (and other kinds 
of applications for education) to work together with the Moodle Learning Management System 
(LMS) (http://moodle.org, a high profile OSS LMS), which is used as host LMS platform in the 
first stage of the project. Rather than just creating mobile applications that replicate the LMS 
functionalities on a mobile device, Moodbile provides the developers of applications for 
education with the necessary tools to communicate with the LMS (http://moodbile.org). 

The motivation of the Moodbile project is to open up the most commonly used e-learning 
platforms and LMS, originally designed as monolithic or layered systems, to the service 
paradigm. This work is an interoperability solution to extend LMS to other environments such as the 
mobile world. Its aim is to contribute in adapting LMS to the current generation of e- learning 2.0. 

The Moodbile community also publishes the Moodbile Spec: a specification of a protocol 
agnostic web services API. The Moodbile Spec is intended to be a bottom up breed standard for 
integrating LMS with mobile apps. 
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Current issues. The Moodbile server for Moodle is a component deeply integrated with the 
official Moodle distribution. In 2010, Moodle.org adopted the SCRUM development methodology 
and has started to ship new minor releases every six months. Moodbile has to keep compatibility 
with each new release, while evolving the Moodbile feature set has to be done keeping backwards 
compatibility with itself. On its last major release (v0.2) in November 2011, Moodbile is 
supporting two versions of Moodle: 2.0 and 2.1, and Moodle.org just released a new version in 
December 2011: Moodle 2.2 with significant changes in the core system and web services 
component on which Moodbile Server for Moodle depends. 

Moodbile’s purpose as a community is to innovate on LMS – Mobile Apps integration. Hence, 
needs to iterate quickly incorporating new features and capabilities. But at the same time has to 
provide a reliable product for the members of the community that have begun to use Moodbile in 
education and training. 

We expect difficulties maintaining compatibility with all versions of Moodle (and other host LMS 
that will come into the scene), the own Moodbile clients and third part clients that have started to 
use Moodbile as a platform. The Moodbile community needs to correctly manage these risks in 
order to succeed. 

Specific Objectives. The Moodbile community has the following objectives for the RISCOSS 
project: 

• To manage the internal backwards compatibility risks between the 4 components 
developed and maintained by the community (see below) without compromising the 
ability to innovate and experiment. 

• To manage the compatibility with the on-going releases of Moodle and other host-LMS to 
be. 

• To manage the community requirements for evolution of the product balancing the 
resources with the focus on reliability, stability and support for the released versions. 

Instrumentation. This use case will work with the 4 main components that Moodbile currently 
releases: (1) Moodbile Server for Moodle, a plug-in for the Moodle LMS that implements a 
protocol-independent web services API that allows integration with mobile clients. (2) Moodbile 
HTML 5 Client that runs on most mobile browsers. Moodbile HTML 5 Client runs on the same web 
server as the LMS and provides a Mobile Web friendly limited front, using the Moodbile Spec 
(web) services. (3) Moodbile Android native client. (4) Moodbile iOS native client. 

Success condition. For the Moodbile Use Case we define an iteration cycle producing a major 
release each 6 months to mimic the Moodle.org release cycle. Our iterations during the 
RISCOSS project will be named IT1 to IT5. Each iteration will define a version of the 
Moodbile Spec (Web) services API. The current Moodbile 0.3 release existing at the beginning of 
the RISCOSS project will be considered IT0. IT1-IT2 will be considered for Milestone M2, IT3-
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IT4 for M3 and finally IT5-IT6 for Milestone M4. Indicators are defined in connection to these 
iterations/milestones: 

• Validation: 
o Coverage of unit tests. At each iteration, unit tests will exist for 100% of the functions 

provided by the Moodbile Spec at that moment. 
o Success of unit tests. The release at each iteration will pass 100% of the unit tests 

with all the supported Web Service protocols. In particular, each iteration release 
has to pass 100% of the unit tests for the two previous releases. 

o Error correction. Reported bugs related to the Moodbile Spec implementation will 
imply adding unit tests addressing them before marking them as fixed. 80% of 
reported bugs will be fixed in 2 months. 

• Compatibility: 
o M2 - The IT 2 release has to support Moodle 2.3 (July 2012). 
o M3 - The IT 4 release has to support Moodle 2.4 (Dec 2012). 
o M4 - The IT 5 should support Moodle 2.5 (July 2013), but due to the preliminary 

stage of the Moodle.org process at this moment this cannot be guarantied  

Individual and collective interests, goals and strategies. Therefore, it becomes necessary to 
develop techniques able to deal with business and technical ecosystems in an integrated 
manner. 

The most important asset to a software organization is the people (stakeholders) within and 
across the organization, who directly or indirectly contribute to the requirements, design, 
implementation, maintenance and evolution of software systems and services. Successful 
software organizations are those that understand the various motivations, interests and needs of 
relevant stakeholders, and are able to marshal these towards the organizational goals. Thus, 
techniques for modelling and analysing business ecosystems need to deal with 
organization concepts. 

Over the last decade a number of goal- and actor-oriented modelling and analysis techniques 
have been proposed to specifically assist in dealing with stakeholder motivation, interests and 
needs during the construction of software system [BW93][DVF93][Ant97][KL05]. One of the 
more successful approaches that has seen widespread use in the research community 
is i* [Yu95], an intentional actor-oriented modelling and analysis framework, which supports 
representing and analysing synergistic and conflicting stakeholder interests and decision-making 
within and across organizational settings. Recent work outlined an approach to model and 
analyse business ecosystems using i* [YD11]. This proposal adopts i* as a modelling technique 
to support modelling and analysing stakeholder motivation and intents (represented as goals 
and believes) in ecosystems, and aims to extend the technique to specifically deal with risk 
management and mitigation in organizational and ecosystem settings. 
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Challenges posed by the current state of the art 

• Q1. What are the foundational concepts that are to be managed by the technique? 
• Q2. What are the analytical methods to be applied for discovering relevant ecosystem 

properties? 
• Q3. How can this notation be effectively adopted in an industrial setting with usual 

scalability and learning curve problems? 
• Q4. What is the mapping between software and business ecosystems? 

Baseline data 

• Metamodel, some ontological efforts, backward and forward analysis based on SAT 
solving techniques for the i* framework. 

• Foundational ontologies (UFO, DOLCE). 
• Existing approaches based on “search based” techniques to reason on goal models. 
• Existing approaches and techniques for generic and organizational model reuse and for 

organizational goal-oriented model patterns. 
• Model-driven specification and transformations of organizational models. 

Progress beyond the state of the art 

• Q1. Adopt foundational ontologies [GW05] as the appropriate conceptual tool for 
representing fundamental concepts in business ecosystems. Such a foundational ontology, 
which would be developed- in this proposal, would include axiomatic concepts and 
relationship that support defining the notion of software ecosystems in general and OSS 
ecosystems in particular. These concepts may be added on top of existing ontologies as 
DOLCE or UFO. 

• Q2. Adopt goal-oriented analysis methods like backward or forward analysis [HY10], 
model  measures  [Fra06]  and  logical  reasoning  [GMNS02]  to  uncover  interesting 
properties in goal-oriented models. These general-purpose concepts need to be tailored to 
the context of interest and in particular, they have to be grounded on the foundational 
ontology defined above. In particular, analysis of legal, cost and risk related aspects will be 
of utterly interest. Integration of the proposal with existing business modeling approaches 
will be target of analysis too. 

• Q3. Define appropriate mechanisms for dealing with the complexity that is inherent to 
large-scale business ecosystems [EMP+06]. This includes the ability to reuse (parts of 
models) and structure the models following some logical layout. With this aim, constructs 
that allow encapsulating model fragments as well as abstraction operators are to be 
defined. 

• Q4. Establish the mapping between the software ecosystem and the business 
ecosystem, since at the end they are influencing each other. Notions of goal-oriented 
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matching [RP00] as well as ontology mapping or alignment [KS03] will play a 
fundamental role to provide a comprehensive solution to this problem. 

Future situation 

• Advances over the state of the art: 1) definition of a foundational ontology for the i* 
framework including business ecosystem concepts; 2) definition of a set of algorithms and 
techniques based on SAT/SMT and “search based” techniques (e.g., genetic algorithms) to 
reason on the ecosystem models; 3) advances over model reuse techniques tailored to the 
goal-oriented organizational and ecosystem models. 

• Standardization: dissemination in the i* community through existing channels (i* 
workshop, i* wiki). Initiatives with international bodies. 

• Implementation: ontology concepts and proposed techniques embedded into the RISCOSS 
platform. 
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5 Risk management of OSS-based projects 
 

5.1 Risk management 
The problem of risk identification in general is described in [Boe91][Boe89][BRT93] 
[CKM+93][She95][CH96][RL00][KCL+98][WK04], where lists of possible risks in software 
projects have been compiled, and classified. Risk analysis and risk prioritization rank the 
identified risk items by assessing the probability and severity of the loss for each risk item on the 
bases of the knowledge and constraints related to costs, severity and benefit in anticipating and 
reducing them. 

When it comes to OSS, studies have investigated the challenges, risks, and risk-management 
strategies involved when developing software with off-the-shelf (OTS) components, including OSS 
components. Fitzgerland [Fit04], for example, reports a number of principal challenges that OSS 
project face, including reliance on one key expert, little-to-no documentation, tendency to 
breaking modularity over time, making it difficult for practitioners, who adopt a large number 
of OSS components, to understand the real impact of risks on large projects. 
Investigating such challenges and development of strategies for risk identification, prioritization 
and management is one of the objectives of the RISCOSS project. 

Li et al. [LCS+08] report the results of a survey of risk management in software development with 
OTS components conducted on several projects in three different nations. Results show that OTS 
components normally do not contribute negatively to the quality of the software system as 
a whole. However, issues such as the underestimation of integration effort and inefficient 
debugging remain problematic and require further investigation. Some effective risk-
reduction activities are also proposed (e.g., integrating unfamiliar components first) on the basis 
of the experience in the projects. Another interesting result indicates that cultural and human-
social factors have to be investigated in order to thoroughly deal with the possible risks of OTS-
based projects. But the overall problem is the inexistence of comprehensive approaches able 
to cope with all types of risks as defined e.g. in [RH01], who propose a comprehensive 
operational risk management approach. 

5.2 Techniques for optimization and decision-making 
Risk management involves complex decision-making that involves lots of knowledge and calls 
for optimal techniques to deliver the right results. Partners in the consortium are conducting 
research in the field of optimization techniques based on machine learning, Satisfiability 
Modulo Theory (SMT) and search-based techniques (e.g., multi-objective genetic algorithms) 
for the problem of alternatives (in particular requirements) prioritization under the presence of 
constraints such as cost or expected value of the requirements. 

In the area of multi-objective optimization techniques, Zhang et al. [ZH10][ZHM07] propose an 
archive-based multi-objective evolutionary algorithm, using the non-dominated sorting genetic 
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algorithm (NSGA-II) to solve the problem of Requirements Interaction Management. In particular, 
this work investigates how the dependencies constraints between requirements of given software 
or different components, influence the automatic selection of requirements during the phase of 
requirements components decision making and release planning. Among the methods 
exploiting genetic algorithms for requirements management and evolution, the EVOLVE 
method [GR04] supports planning for incremental software development. In particular, this 
method allows for optimal allocation of requirements to increments and it is at the same time 
a means for assessing and optimizing the degree to which the ordering conflicts with 
stakeholder objectives, within technical constraints, and a means for balancing required and 
available resources for all increments. 

5.3 Risk modelling 
In the risk analysis domain, there are several models that attempt to quantify uncertain events with 
likelihood and severity. The capability of choosing cost-effective countermeasures to deal with 
existing security threats using Multi-Attribute Risk Assessment is presented in [But02]. The 
CORAS methodology [BDG03] combines UML and Unified Process to support a model-based risk 
assessment. In particular, it proposes an integrated system development and risk management 
process for risk identification and management. 

Controlling risks is one old problem that organisations wish to overcome elegantly. Therefore, we 
need to incorporate the concept of risk in our organisations model. One cannot manage 
something that is not identified and assessed. Several efforts have been made to model and 
analyse risks in organisations [AG07][COS04]. Essentially, risks, according to ISO/IEC, are 
defined as the combination of the likelihood of an event and its consequences. So one 
may say it is not risky (or negligible) though an event exists in the organisation, if its likelihood is 
so remote or the severity is very insignificant. 

Risk management concerns risks. Risk management is the continuous process for 
systematically identifying, analysing, treating, and monitoring risk throughout life cycle of a product 
or a service. Risk Management comprises a number of coordinated activities to achieve this 
purpose, namely risk assessment, risk treatment, risk acceptance, risk communication, and 
risk monitoring. Normally, risks are introduced in an organisation because the organisation 
pursues a business objective. In [AGM11] risks are modelled and analyzed exactly along with 
organization and stakeholder interests and objectives, and then countermeasures are identified 
and introduced as part of the system’s strategic model. This work extends  the  Tropos/i*  goal  
modelling formal  framework proposing new  concepts, qualitative reasoning techniques, and 
methodological procedures. The approach is based on a conceptual framework composed of 
three main layers: assets, events, and treatments. In [GMN+03] a formal framework for 
reasoning on Tropos/i* goal models proposing a qualitative and a numerical axiomatization for 
goal modelling primitives and introducing label propagation algorithms that allow to reason about 
the satisfiability of the goals or their possible conflicts. This work represents a link between 
satisfiability and optimization techniques, such as SAT solvers, with the goal oriented modelling 
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frameworks. These tools are the bases for the risk assessment described in [AGM11]. Other 
social- or individual- related aspects, as privacy regulations and concerns, have been focus of 
investigation [GMM+05]. 

Challenges posed by the current state of the art 

• Q5. How an integrated risk management plan can be defined? 
• Q6. How can optimization and decision-making existing techniques be tailored to risk 

management? 
• Q7. How can risk be embedded into these techniques and thus reasoning about risk? 

Baseline data 

• Approaches for organizational modelling via goal oriented techniques (such as i*). 
• Backward or forward  analysis of i* models techniques exist based on SAT solving 

techniques. 
• Existing approaches based on “search based” techniques to reason on risk. 
• Goal-oriented modelling techniques (i*, Nomos) exploited to independently represent, 

organizational, risks, and norms models. 
• One paper on outlining a goal-oriented requirements approach to risks management exists 
• Recent  doctoral  thesis  augmented  organizational  modelling  approach  embedded  in 

development process method with risk matrix indicators. 
• FP6 work on risk management in dynamic software composition environments. 

Progress beyond the state of the art 

• Q5. Provide an integrated risk management approach that supports establishing an 
organization wide and continuous process improvement plan for risk management and 
mitigation. Such integrated risk management goes beyond dealing with risk at the software 
artefact level only, and include broader organizational processes and objectives. This 
ensures that all necessary risks and risk impacts to the organization and organizational 
objectives are adequately dealt with. 

• Q6. Refine techniques such as search-based techniques and formal methods to allow for 
a comprehensive approach to optimization and decision-making that can consider the 
several dimensions influencing the risk. These techniques can be profitably used to 
support decision making when the problem is that of deciding the adoption of given OSS 
solutions in the presence of constraints such as cost of OSS adoption or the need of 
integration of OSS solutions with solutions that are not OSS. In the project we intend to 
adapt, refine and exploit these multi objective techniques in order to obtain an integrated 
view of the risk dimensions (for example strategic and legal dimensions together), by also 
choosing the right search based and/or formal technique to be used depending on the kind 
of experts needs. Moreover, an important aspect is that some of the techniques we intend 
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to use in the project explicitly involve the experts in the optimization loop in order to 
extract their relevant knowledge, considering the problem a social and human problem. In 
the project we will go deep in this mixed initiative decision making approach by exploring 
techniques and approaches to present the solutions to the experts (e.g., by filtering them 
on the bases of experts criteria) and to obtain their focused feedback in a continuous loop. 

• Q7. Improve available organizational modelling techniques introducing in an explicit way the 
concept related to risks (risk modelling) and connecting them to ontologies that are able 
to establish the connection between the organizational concepts and the modelling 
concepts based on goal-orientation. We plan to integrate the risk analysis modelling 
techniques specified in the project with the dimension of “normative compliance”, to 
explore the relevant problem related to risk of not compliance of the organizations when 
adopting (or not adopting) OSS solutions. The idea, explored in Nomos 
[SMP+09][SJS+12] for representing law aspects in goal-oriented models, is that of 
representing in the same diagram the aspects related to the regulations in the domain and 
the strategic part of the organization under analysis. Goal-analysis techniques and search 
based techniques applied on the models allow to reason about the compliance of a given 
strategic model with respect to the set of norms and on the consequences of non- 
compliance. 

Future situation 

• Advances on the state of the art: 1) definition of guidelines and supporting modelling 
techniques for an integrated risk management considering not only risk at the software 
artefact level, but including broader organizational processes and objectives; 2) definition of 
a set of algorithms and techniques based on SAT/SMT and “search based” techniques, 
such as multi-objective genetic algorithms, to reason on several dimensions (for example 
risk, organizational strategy, law); 3) definition of set of concepts and relationships to 
explicitly represent organizational models and risk; 4) goal and actor-oriented approach to 
dealing with risks in software ecosystems within organizations and in relation to OSS 
communities; 5) Linking qualitative approaches to risk management in software 
ecosystems to quantitative and operational risk management approaches; 6) linking 
software ecosystem risk management to business model creation. 

• Implementation: 1) definition of the new concepts and relationships in the RISCOS 
language metamodel; 2) integration of modelling and analysis approaches in the XWiki 
platform. 

• Standardization: 1) alignment and extensions of goal and actor-oriented approach with the 
ITU User Requirement Notation standard; 2) Introduction of methods and guidelines to 
Israeli standard institute dealing with Israeli version of ISO 31000. 
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6 Business models and services for OSS-based IT solutions 
Every business strives for value creation and revenues. The ways and means a business tries to 
achieve this by can be captured as their business model(s). Therefore, there is no enterprise 
without a business model, regardless of whether or not a company can explicitly describe it 
[Tee10] [Che06]. 

Enterprises operate under changing market conditions, i.e. demand, competition, technologies etc. 
tend to change over time [Tee10]. Business models provide enterprises a strategic 
resource to adapt to these changing conditions. These reactions and adaptations to the 
specific context conditions of an enterprise make business models unique: two companies 
selling the same product on the market would always achieve different economic outcomes 
[Che10]. Regardless of the long existence (late 1950s) and wide acceptance of the term, Amit & 
Zott’s [AZ01] finding that there is no commonly accepted or dominant theory or 
definition of business models still holds true. 

With regard to OSS business models, the lack of structural analyses and ontologies 
appears even more pronounced [LSM+11]. Present classifications of OSS business models are 
often based on the empirical analysis of business case studies [KLL+07] or on approaches 
combining literature and case studies [LSM+11][Daf08]. What they have in common and share 
with many business model studies in general is that, in contrast to Osterwalder and Pigneur’s 
ontology (see below), they do not start from a theoretical concept in order to create a taxonomy or 
ontology of OSS business models but conclude such a taxonomy or ontology from empirical 
observations. The problem of such approaches is that they are prone to be significantly affected 
by the selection of cases. In addition, many works on OSS business models refer to 
characteristics of OSS but not to generic categories that can be applied to business 
models [Faf08] [LSM+11], which would allow for a methodical comparison between business 
models in general, and between open source software business models and proprietary software 
business models in particular. For instance, Daffara [Daf08] based his analysis of OSS business 
models on an initial set of variables, e.g. choice of licenses, product offering, services offered, etc. 

As a result of this focus on OSS features when OSS business models are considered, often the 
point of view is that of a comparison between proprietary software and OSS. In this regard, 
the typical argument is that proprietary software models are aiming at profits that derive directly 
from the software (i.e. the software is sold and revenues are based on IPR) whereas OSS 
business models are supposed to make profit rather from services (installation, maintenance, 
training) than from the software. In fact, the success of many OSS products with regard to diffusion 
rates and market shares has challenged traditional (proprietary) software business models and 
induced a shift towards more service-oriented business models in the proprietary software 
sector, too [Gho06]. At the same time, a number of business and licensing models, such as 
the dual licensing model (e.g. used for MySQL), have been established in the market for OSS, 
also allowing OSS enterprises to make profit from the software directly [LSM+11]. 
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Given this convergence of proprietary and OSS business models, it appears to be misleading to 
equate service-oriented software business models with OSS and software-related business 
models with proprietary software. The 451 Group [The08] even claims that due to this 
convergence open source is not a business model at all but a model of software development and 
distribution. However, this conclusion appears debatable, as it ignores the impact of OSS on the 
structure of business models and on business processes and strategies. In fact, open source 
opens up opportunities for business models and business strategies that cannot be tapped 
if a company only sells software and services related to proprietary software. This is 
illustrated by a number of authors [CMN07][Daf08][Dor08][LSM+11] that have identified 
numerous OSS business models and business model types (e.g., franchising and subscription 
models). 

The problem of these definitions (regardless of whether they are relating to OSS, to proprietary 
software, or to both) is that they stress different aspects that may be relevant for business models 
but do not systematically examine how business models are composed and how the 
different elements of business models are related in order to generate revenues. This 
gap is addressed by another group of authors striving to systematically work out components that 
are common to all business models and can be used to better classify and analyse business 
models. Representatives of such ontological approaches are [Ost04] [AZ01] [MSA05] [LC00] 
[Mar02] [OP10] [HFH11]. For instance, Osterwalder [Ost04] and Osterwalder & Pigneur [OP10] 
have developed a comprehensive ontology of business models  that  consists  of  nine  key 
elements  of  which  all  business  models  are  made  up: customer segments, value proposition, 
channels, customer relationships, revenue streams, key resources, key activities, key partnerships 
and cost structure. 

In the light of the overall objectives of RISCOSS, special attention must be paid to business risks 
resulting from OSS. We define business risks as any risk that has the potential to 
significantly affect a company’s or business unit’s ability to achieve the aims (primarily 
revenues) pursued by its business model. 

Like all business models, each OSS business model contains advantages and disadvantages. A first 
approach to link business risks and OSS business models is therefore to evaluate the pros 
and cons of existing types of OSS business models. Based on a classification that 
differentiates four types of OSS business models, Chang et al. [CMN07] have found, inter alia, 
some examples of disadvantages of OSS business models, e.g. third parties within the OSS-
based ecosystem may influence the development cycle and direction. 

However, particular research on business risks and especially on OSS-specific business 
model risks is scarce. In general, business risks can be identified with tools like the Arthur 
Andersen Business Risk Model. According to this model, generic business risks can be 
captured by the a large list of areas including Regulatory/Industry Environment; Compliance with 
Laws & Regulations; and many others. 
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Shy & Manning [SM09] argue that business risks can affect a business model in various 
ways at three different levels: the business model element level, the between-element relationship 
level, and the whole system level. The elementary risks relate to dangers and uncertainties for 
each of the components of a business model, relationship risks are understood as compatibility 
risks that indicate potential misfit between business model components; and system risks are 
dangers and uncertainties that affect the business model as a whole. The authors have developed a 
business model risk matrix [SM09] that distinguishes risks at the level of the value chain / value 
net, risks that affect the firm’s share in the value of the market, and risks affecting the competitive 
sustainability of the firm. 

At this point, some limitations can be identified with respect current state of the art: 

1) When OSS is mentioned as a strategic means for business models the authors usually refer 
to  the strategic  opportunities  of OSS  over  proprietary software,  such  as cost-savings 
through avoidance of software license fees or cost sharing, better control over  IT 
operations, higher adaptability of the software to specific needs, or resetting the 
competition (e.g. [Gho98] [Gho06] [Ray00a] [Ray00b] [Gay02] [Mur09]. To our 
knowledge, there is only one work that explicitly deals with particular business risks 
of  OSS (Helmreich & Riehle, forthcoming). Helmreich & Riehle (forthcoming) identify 
following OSS-specific business risks: non-governed use of  OSS,  non-governed 
contributions to OSS, lawsuits based on OSS issues, and the obligation to reveal (formerly 
closed) source code patent infringements. Evidently, the authors largely focus on risks 
deriving from IPR issues associated with OSS. 

2) One of the problems regarding these business model types is that most of them are 
not mutually exclusive. Consequently, there is a wide range of companies whose 
business models cannot be allocated to one of the above-mentioned categories because 
they combine (elements of) different business model types [Daf08]. In addition, many of 
the OSS business model types that have been identified so far do not necessarily rely on 
OSS – they would also work with proprietary software. This applies, for instance, to 
product specialists, the subscription model, the franchising model, SaaS, platform 
provision, and the ecosystem enabler model. Of course, implementing OSS in these 
business model types coins them in a different way and opens up other opportunities than 
proprietary software. 

However, what is currently lacking, especially with regard to the objectives of RISCOSS, is a 
systematic identification of these OSS specific features, opportunities and risks for business 
models and processes. 

Current situation 

• Many companies have no explicit and manageable OSS strategy 
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• Services and tools, e.g. provided Open Source Risk Management Inc. (OSRM) or Black 
Duck, focus on legal issues (IPR, compliance), costs and code quality measures and 
certificates but they do not focus on OSS-based or OSS-related business processes within 
companies and on OSS-based or OSS-based business models 

• There are no models, tools or services addressing these issues in the context of business 
ecosystems in which OSS businesses and business models operate 

• Business risk assessment and management tools focus on generic business risks but do not 
take account of specific business risks resulting from OSS 

Challenges posed by the current state of the art 

• Q8. How can effective guidance in business risk management be brought into enterprises? 
• Q9. How can OSS process modelling overcome challenges found in process and risks in 

real settings? 

Hence, what is needed is an integration of generic and OSS-specific business risk 
assessment approaches, tools and methods. Since a business model is always a unique 
object suiting exactly one company and because business models have to adapt to 
environmental changes over time, typical business model risks should be evaluated with 
regard to the business model environment. For instance, a company should be aware of its 
dependence on an OSS developer community in order to accurately assess the risk that it 
provides for its business. For a company that has great expertise in OSS and commands over 
enough skilled personnel to manage the change requirements the customers demand, the 
condition of the community provides a lesser risk than for a company with no such skills and 
resources. 

Baseline data 

Analysis of existing approaches to OSS risk management, analysis of the degree to which these 
approaches match the needs of businesses (based on RISCOSS use cases and case 
studies). Risk resilient OSS business models, tools and services have to meet business needs to 
a higher degree than extant approaches. 

Progress beyond the state of the art 

• Q8. Develop checklists and similar tools that help companies to estimate the role and 
importance of an OSS business risk in their specific context and to evaluate the impact 
of these risks. The envisaged tools and methods are intended to define standards for the 
measurements and assessment of OSS-related business risks. What is needed is an 
integration of generic and OSS-specific business risk assessment approaches, tools and 
methods. Since a business model is always a unique object suiting exactly one company 
and because business models have to adapt to environmental changes over time, typical 
business model risks should be evaluated with regard to the business model environment. 
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For instance, a company should be aware of its dependence on an OSS developer 
community in order to accurately assess the risk that it provides for its business. For a 
company that has great expertise in OSS and commands over enough skilled personnel to 
manage the change requirements the customers demand, the condition of the community 
provides a lesser risk than for a company with no such skills and resources. 

• Q9. Identify typical generic and risk-aware OSS business models that have the potential 
to model the full diversity of OSS cases as commented above. Central to this approach is 
the consideration and modelling of business risks that affect community based and industry 
supported OSS development, composition and life cycle management and develop 
methods and tools to counter these risks. The approach should advance the state of the art 
in OSS business risks in which the discussion seems to focus very much on IPR issues of 
OSS. However, as laid out in the introductory section of this proposal and also illustrated 
by [SM09] business model risk matrix, business risks exceed by far the limited realm of IPR. 
The approach provided by authors like [OP10] or [Lin11] points a solution to some of these 
problems because it allows abstracting from the business model as an entity and to 
consider business model components instead, therefore it can be thought as a good starting 
point. 

Future situation 

• Identified risk-resilient OSS-based and OSS-related business models 
• Account of OSS-related business risks in context of business model components and 

business processes 
• Tools, services and measures that help companies to manage OSS-related business risks in 

the context of business ecosystems 
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