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Abstract

This document contains a description of the consolidated version of the RISCOSS Platform as it
has been developed at month 24.
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1 Introduction

This  document  describes  the release  of  the  RISCOSS Platform at  month  24  and its  main
features. 

1.1 Motivation

The main motivation of this document is to have a report on the current state of the RISCOSS
Platform which integrates – as much as possible - the techniques that have been developed in
the context of the scientific workpackages WP1, WP2 and WP3.

1.2 Intended audience

This document is public and can be disseminated to a wider public interested in understanding
how the RISCOSS Platform has been realized, and which functionalities it provides

1.3 Scope

This deliverable describes the current status of the RISCOSS Platform as a software artifact, its
architecture and its main functionalities

1.4 Relation to other deliverables

This document provides an update to the previous deliverable D4.4, in particular to some minor
updates to the general architecture, and the features that have been implemented since then. It
also refers to D2.5

Both of these recommendation and remarks are addressed partly here in Section 4, and a partly
in the new versions of Deliverable D1.5, D4.2 and D5.2 that have been collectively aggregated
in a document called RISCOSS Requirements.

1.5 Document structure

The document is structured in three main parts, one related to architecture, another related to
the design and implementation.

The  third  part  contains  a  section  about  which  requirements  related  to  the  architectural
components  have  been  taken  into  account  and  their  status.  The  document  ends  with  a
conclusion

© RISCOSS Consortium 11
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2 Architecture

In this section we describe the evolution of the architecture of the RISCOSS Platform. This
description obsoletes the one provided in Deliverable D4.4 and provides the blueprint that will
guide the evolution of the RISCOSS Platform in the following iterations.

In Figure 2.1 shows the overall architecture and all its components. The connections between
components represent a uses relation: when there is an arrow from component A to component
B this means that A uses B.

The color of the component indicates their degree of implementation (green being implemented
and functional, while orange meaning still in implementation phase)

It must be noted that though green components provide actual functionality, there will be further
iterations in order to better address some aspects of the requirements that have been left out for
the next iterations.

Figure 1: Architecture

On the left side there's everything that exists and that is used by Open Source communities to
manage their projects and activities. Usually what we find here is publicly accessible (with some
exceptions).

In the bottom we find companies,  and in general users of  the RISCOSS Platform, with the
systems they use to manage their project and activities. This can be considered functionally

© RISCOSS Consortium 13
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equivalent to what we find in the Open Source communitites with the difference that they are not
accessible from the outside of the company.

In the middle we find the RISCOSS Platform that can interact with these systems and provide
functionalities to users in order to perform risk analysis of Open Source component adoption.

The architecture comprises the following components:

• Risk Data Collector: standalone components that are able to collect relevant raw data

from  different  sources.  Their  task  is  to  post-process  this  data  and  ready  it  for
consumption  in  the  RISCOSS Platform.  Typically  Risk  Data  Collectors  are  used  for
automatically retrieve data that can be used as input in a risk analysis of a given entity,
helping the analyst.

• Risk Data Collector Manager:  This components manages the Risk Data Collectors

available  in  the  platform  by  providing,  through  an  API,  information  about  what  is
available, and which are the parameters they need. It also manages the execution (e.g.,
scheduling) of the Risk Data Collectors.

• Risk Data Repository: This component provides storage and query facilities for storing

and retrieving Risk Data. The Risk Data Collector Manager is responsible of storing the
data sent back from the Risk Data Collectors it manages1.

• Domain  Administration  System: This  component  is  the  central  element  of  the

RISCOSS Platform and provides isolation for the activities performed in the RISCOSS
Platform.

A domain is a container for all the data related to a given context. An entity using the
RISCOSS Platform will have its own domain isolated from the others.

In each domain, users can specify his own models, layers, roles, and store relevant data
for performing risk analysis (e.g., business models, risk reports, etc.).

Domains are isolated by default, and each domain has its own access rules.

Domains allows for different deployment scenarios:

◦ Single domain deployment. This would be the typical case of an organization wanting

to use RISCOSS internally. It will deploy the RISCOSS Platform in their premises
and manage the system internally as other IT systems.

◦ Multiple domains deployment in a single organization. This case is similar  to the

previous  one,  except  that  an  organization  might  want  to  have  multiple  isolated
domains  for  their  operations  (e.g.,  different  domains  associated  to  different
departments of the same company) 

1 In  the  previous  version  of  the  architecture  presented  in  D4.4,  the  Risk  Data  Collectors where
responsible to send  risk data back to the Risk Data Repository. In this new iteration, this responsibility is
now given to the  Risk Data Collector Manager. This has been done in order to decouple as much as
possible Risk Data Collectors from the rest of the infrastructure.

© RISCOSS Consortium 15
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◦ Public single domain deployment. This case is similar to the OW2 use case where an

organization want to use the RISCOSS Platform as a way for providing information
about  the projects they are managing. In OW2 case, for example, the RISCOSS
Platform  could  complement  their  SQuAT"  (Software  Quality  Assurance  and
Trustworthiness) program.

◦ RISCOSS-As-A-Service. In this case an actor decides to create a business using the

RISCOSS Platform and providing the domain hosting to organization willing to pay
for it. This setup might be used by organization not wanting to install and maintaining
the RISCOSS Platform in their premises.

• Authorization  and  authentication:  This  component  provides  authorization  and

authentication functionalities to the RISCOSS Platform. The Domain Manager will use it
in order to grant (or not) access to the resources stored in a domain to a given user.

• Event  Notification  System:  This  component  provide  the  functionalities  for  tracking

activities and send notifications when particular events occurs

• Risk Analysis Engine:  This component contains all  the logic for performing the risk

analysis using the data available in a given domain. It implements and integrates the
techniques that have been developed in the scientific  workpackages WP1, WP2 and
WP3. 

• Domain Manager:  This is a macro-component that manages all the data that can be

manipulated in a given domain. It contains several sub-components:

◦ Layer Manager:  This component provides the means to define and manage (i.e.,

store,  query,  retrieve)  which  layers  are  actually  present  in  a  given  domain.  In
particular it provides a way to create a hierarchy of layers, and define the structure of
an entity belonging to a layer. A layer in this context, represents the type of a set of
entities  (e.g.,  OSS  Components,  Products,  Projects,  etc.,  and  the  relationships
among them).

◦ Role Manager: This component provides the means to define and manage (i.e.,

store,  query,  retrieve) which roles are actually  present  in  a given domain.  A role
defines a class of users,  and is used to define the rules for accessing data and
functionalities. An example of possible high level roles assigned to users can be the
following:

▪ Sysadmin: This user is responsible of managing the administrative aspects of

the platform such as managing user accounts, managing user rights (who can do
what), configuring extensions of the platform such as installing/configuring which
Risk Data Collectors are available and visible through the platform.

▪ Producer: This  user  is  responsible  of  creating/maintaining the entities  in  the

knowledge base of platform. These entities represent "things" that are relevant in
a given context and that can be the target of an analysis. OSS Components are
the most evident example. But considering other contexts we can possibly have

© RISCOSS Consortium 17
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other kind of entities like "products", "projects", etc. A user who is a producer will
create an entity and fill all the information about it (including configuring the Risk
Data Collectors that might be associated to it)

A special task a producer might have is to configure the entity hierarchy that will
be used in the platform. This task consist of defining the type of the entities that
can be defined in the platform, and what are their relationship. This task is part of
a "configuration phase" that  is needed to be done once and for all  when the
platform is installed.

▪ Modeler: This  user  is  responsible  of  creating  Risk  Configurations  by  putting

together the needed models for performing a certain type of risk analysis.  He
understands what models do and, in case, he is also the person who is able to
write these models (or is in contact with somebody who can do it).

▪ Consumer: This user is the one who is interested in actually performing risk

analysis  on  entities  available  in  the  platform,  using  one  of  the  available  risk
configurations. He is responsible of  feeding the risk analysis with the needed
inputs and controlling that the ones that are available through risk data collectors
are fine. The outcome of the actions of the consumer are the risk analysis reports
that will be stored in the platform and that can be browsed by the other users

A special kind of consumer is a user that is only interested in the risk reports
created  by  previously  done  risk  analysis.  These  users  are  not  interested  in
performing the risk analysis but they just want to have a look at what has been
analysed in  order  to  take decisions.  It's  like  if  these users were just  passive
viewers who just look at the work of the others.

◦ The role manager also supports the definition of more fine grained roles, i.e., group

of people who can have restricted access to different parts of the platform data (e.g.,
a consumer that is in a given department and that has access only to the entities
managed by that department)

• Risk Analysis Manager: This component provides the means to define and perform risk

analysis sessions on an entity in a given domain. It also allows to store risk analysis
sessions results for further reference2.

• Risk Configuration Manager:  This component provides the means to manage (i.e.,

store, query, retrieve) all the artifacts needed by a risk analysis. The Risk Configuration
Manager will take into account and organize.

• Model Manager: This components are used to manage a repository of models (e.g.,

risk,   goal models) that will be used to assemble risk configurations that will be used for

2 In  the previous  version  of  the  architecture  there was an additional  component  called  Risk  Report
Manager. Currently the functionalities of this component have been merged in the Risk Analysis Manager
which now is able to handle both the analysis and also the storage and retrieval of the risk analysis
session results.
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risk analysis. This component has been added in order to simplify the management of
models that can be reused in different risk configurations.

• Form/Questionnaire  Manager:   This  component  provides  the means to define  and

manage (i.e., store, query, retrieve) user input forms for letting the user insert information
that is needed by the Risk Analysis Engine.

Some of the information could directly come from previously stored data in a Risk Data
Repository but, in general, users might be required to manually enter some data - either
because it's not possible to retrieve it using Risk Data Collectors or because they want to
override some of the previously collected data3.

This component can be also used to create specific forms for qualitative data collection
that can be then proposed to people so that they can provide data.

• Feedback Manager: This component provides the means to manage (i.e., store, query,

retrieve) user feedback on data managed in a domain. In particular such feedback is
given on risk analysis reports, but it's not limited to it.

Feedback is then used for improving the models used by the Risk Analysis Engine for
performing the risk analysis.

3 This specific functionality has been embedded in the Risk Analysis Manager where users can manually
provide input data for the risk analysis.
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3 Current implementation

In this section we detail the current state of the RISCOSS Platform prototype by describing its
implementation.

3.1 Domain Administration System

The  Domain  Administration  System allows  the  administrators  of  the  RISCOSS Platform to
manage the domains that are handled by the platform itself.

A domain  is  simply  a  logically  independent  environment  where  users  can enter  their  data,
perform risk analysis and query every information that has been stored in the knowledge base
associated to the domain.

All  the  RISCOSS  Platform  features  are  available  in  a  domain,  and  operate  on  the  data
associated to the domain itself.

Every domain has its set of users and access rules. This makes it possible to have completely
independent domains running in the same system.

A domain can be created from a template where some pre-configuration has been done. This
template can reflect typical use cases and provide a ready-to-use environment pre-filled with
entity types (i.e., layers), risk analysis models, and so on (see next sections). A templates can
also be created even by a community effort around the RISCOSS Platform.

The need of having a domain system arised from the potential heteogeneity of the end-users.
RISCOSS already have three use cases that are very different in their nature. By having a
domain  system,  where domains  can be configured for  the specific  needs of  the  end-users
allows to have a flexible platform that can be adapted to the use cases instead of having a rigid
platform that cannot be stretched to cover all their needs.

Moreover,  such a  system allows also  to make the RISCOSS Platform appealing  to people
outside the consortium,  increasing the chances of adoption.

© RISCOSS Consortium 23
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Figure 2: Domain Administration System

Figure 2 shows the home page of the Domain Adminstration System where we can see several
domains,  including  a  DemoSetup domain,  and  a  template  for  creating  new domains  (i.e.,
Domain Template M24)
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3.2 Domain Manager

The Domain Manager provides the environment the end-users will actually use for accessing
the functionalities of the RISCOSS Platform. 

Many components operates inside the Domain Manager and will be described in the following
subsections.

It is important to underline that the Domain Manager and its sub-components operates on the
logical  boundaries  defined  by  a  domain,  i.e.,  the  Domain  Manager  provides  isolation  with
respect to the data stored in a domain, and make sure that only the users that are allowed to
access the domain can actually read and write the data stored in it.

The Domain Manager makes use of the Authorization and Authentication component in order to
identify  the  users.  This  means  that  users  are  required  to  log-in  in  order  to  access  the
functionalities of the RISCOSS Platform.

Users are also assigned to roles which define the access level to certain functionalities (e.g., a
given role might have the right to create new users or initiate risk analysis). 

Figure 3 shows the login page of the DemoSetup domain, while Figure 4 shows its main page.

Figure 3: Domain login page
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Figure 4: Domain main page

The main functionalities of the RISCOSS Platform are accessible via the top level menu, in
which we can also notice a correspondence between the menu and some of the architectural
components described earlier.

© RISCOSS Consortium 29
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3.3 Layer Manager

The Layer Manager provides two kind of functionalities:

• Definition of the structure of the entities used in the domain and their relationships.

• Management of  the entities that  will  populate the knowledge base associated to the

domain.

A layer defines a logical group of entities, their structure, and a parent-child relationship with
another layer.

This parent-child relationship is implicitly defined for all the entities belonging to a layer and
allows the user to create a hierarchy of entities.

Figure 5: Layers

Figure 5 shows an example of how layers and entities are related. In this situation we have 4
layer definitions and 20 entities in our knowledge base.

Entities that belong to the same layer can have a parent-child relationship with other entities
belonging to another layer for which a parent-child relationship exists for the two layers.

In the previous example, entities E1 and E2 belongs to Layer1 while entities E3, E4, E5 and E6
belongs to Layer2. Since there is a parent-child relationship between Layer1 and Layer2 we can
establish this kind of relationship also between entities belonging to these two layer: So E1 is
set to have two children E3 and E4, and E2 is set to have two children as well E5 and E6.

Since a layer definition contains the definition of the structure of the entities belonging to it, we
can think of a layer as the type of the entities which describes the attributes used for their
representation.

A concrete example might be that of having two layers such as OSS Component and Product
where the parent  of  an OSS Component is a Product.  This  allows to model in the domain
several OSS Components and Products, and to define which OSS Component is used by a
Product.
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Moreover a layer defines also the fact that every OSS Component is represented by using a set
of attributes like name, version, website, etc. while every Product is represented by using a set
of attributes like, name, project manager, description, etc.

The tree structure will be also used in hierarchical risk analysis were in order to asses the risks
of an entity in a given layer, risk assessments from descendant entities must also be taken into
account and combined accordingly.

The RISCOSS Platform doesn't impose any layout neither for the layers, nor for the structure of
the  entities  in  a  layer.  These  aspects  are  fully  customisable  in  order  to  cope  with  the
heterogeneity of the domains of the use cases, which is quite evident even in those present in
the project.

Figure 6: The layer manager menu

Figure 5 shows the layer manager menu with the functionalities for creating new layers, entities
and for displaying the existing layers and entities defined in the system.

3.3.1 Layer creation

A layer can be created by selecting the New layer item in the Layer manager menu. Figure 7
shows the dialog that is presented and that allows to give a name to the new layer.

Figure 7: The new layer name dialog

Then a design window in  which the attributes  needed for  defining the characteristic  of  the
entities belonging to this layer will appear, as shown in Figure 8.
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Figure 8: The layer design window

The palette on the right contains several field type that can be used to define the properties of
the entities belonging to the layer. On the top a  child field is used to define what can be the
possible children of an entity belonging to this layer. This will be used when entities are created
in order to create groups of entities associated to a parent one.

Once a layer has been created, then it will be possible to start creating entities for this layer.

By default a layer called  OSS Component is always present in a standard installation of the
RISCOSS Platform. In this way it is possible to instantiate entities that are OSS Components
without the need to create explicitly a layer for them.

It's possible to browse the layers available in the domain using the Layer index menu item in the
Layer Manager menu. Figure 9 shows the layer index page.

3.3.2 Entity creation

In order to create a knowledge base for a domain, the user need to create actual entities that
will be used as the target for performing risk analysis. These entities are basically the “assets”
that an organization is managing. They can be, of course, the OSS Components it  wants to
adopt or is already adopting, but also the projects that it is carrying on, or the products that are
being developed in the context of these projects. The structure of the layers defining this kind of
hierarchy is completely configurable, as explained in the previous section.

New entities are created by selecting its corresponding layer from the New Entity menu item in
the Layer Manager menu, as shown in Figure 9 where the user can create entities that are OSS
Components or Projects.
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Figure 9: New entity menu

A dialog asking for the entity name is displayed as shown in Figure 10.

Figure 10: New entity dialog

And then a page for filling the entity details is displayed so that the user can fill the relevant
metadata associated to an entity as shown in Figure 11.
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Figure 11: Entity definition page

At the bottom the user is also able to activate one or more data collectors that are available in
the system, and associate them to the given entity as shown in Figure 12.

Figure 12: Data collector configuration

The available data collectors are those that have been configured in the system by a system
administrator, and the parameters the user has to fill depend on the nature of the data collector.
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In Figure 12, for example, the user is associating a Jira data collector that is able to retrieve bug
tracking data from a JIRA system, and he has to provide the URI where this system is installed
and the credentials for accessing to it.

Once the entity is saved, the Data Collector Manager will start to schedule the data collectors
associated to the different entities, and run them for populating the Risk Data Repository with
risk data that can be then used when the actual risk analysis will be performed.

When an entity is saved a page with a résumé is displayed. If the entity belongs to a layed that
has a child, then it will be possible to associate to the entity several children.

Figure 13 shows a project entity that can have as children OSS Components, and that has 2
OSS Component associated to it.

Figure 13: An entity with several children associated

Of course it  is  possible  to  remove  and add  new children,  depending on  how the  entity  is
structured. Children selection is made among the available entity that belongs to the correct
layer (e.g., if L is the layer of entity A, and L has a child L1, then the possible children for A will
be all the entities belonging to L1)

Figure 14 shows the children selection among OSS Components for  the previously defined
Project entity.
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Figure 14: Children selection for an entity

It is worth noticing that every edit operation can be complemented by a comment describing the
changes made. In fact, every editable entry in the RISCOSS Platform (e.g., entities, layers, etc.)
is versioned. In this way it is possible to keep track of all the changes, understanding who did
what, and also compare which changes have been made.

Finally, all the entities defined in a domain can be browsed by accessing the Entity Index menu
item from the Layer Manager menu. Figure 15 shows the entity index.

Figure 15: The entity index
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3.4 Model Manager

The model manager allows to organize in a central repository all the model artifacts that are
used to create risk configurations. These models can be related to risk or goal models.

The Model Manager menu exposes the functionality for managing these artifacts, as shown in
Figure 16.

Figure 16: The Model Manager Menu

Creating a new risk or goal model is done by creating a new Risk Model, and uploading the
corresponding  artifact  –  which  ususally  is  an  XML file  in  a  particular  format  –  from  the
corresponding page, as shown in Figure 18.

Figure 17: New risk model dialog
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Figure 18: Upload a new risk model artifact

Risk and goal models can also be browsed by choosing the corresponding menu items in the
Model Manager menu (i.e., Risk Model and Goal Model Index), as shown in Figure 19.

Figure 19: Risk model index
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3.5 Risk Configuration Manager

The Risk Configuration Manager is used to create risk configurations. A risk configuration is a
logical container for linking together risk models, goal models and layer.

For example, a risk configuration can define a link between a risk model analysing License
Risks for OSS Components. This is done by specifying which models are to be associated to
each layer so that the risk analysis engine can take into account this information when it will
perform the actual risk analysis.

Figure 20 shows the Risk Configuration Manager menu from where the different functionalities
of the Risk Configuration Manager can be accessed.

Figure 20: Risk configuration manager menu

Risk configurations are created by first defining a name using the corresponding dialog shown in
Figure 21.

Figure 21: New risk configuration dialog

Then it is possible to associate to the different layers defined in the system, the corresponding
models that should be used when performing analysis of an entity of a given type. In Figure 22,
for example, we created a risk configuration for analysing License Risks for entities that belong
to the OSS Component layer.
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Figure 22: Risk configuration definition

Figure  23 shows the page from where risk  models  are  selected for  being added to a risk
configuration.

Figure 23: Risk model selection for a risk configuration

Risk  configuration  can  also  be  associated  to  goal  models  and  can  be  tagged  using  risk
categories, in order to better classify them.
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3.6 Risk Analysis Manager

The Risk Analysis Manager allows the user to perform risk analysis on the entities defined in the
RISCOSS Platform, using one of the available Risk Configuration.

The functionalities of the Risk Analysis Manager are accessible from the corresponding menu,
as shown in Figure 24.

Figure 24: Risk Analysis Manager menu

A risk analysis session is started by choosing the corresponding item in the Risk Analysis menu.
At this point the user is show a list of entities with the available risk configurations. He can the
select which entity to analyse with which configuration, as shown in Figure 25.
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Figure 25: Risk Analysis Session definitions

Once this is done, the user can start the evaluation. At this point the RISCOSS Platform will
invoke the Risk Analysis Engine to perform the evaluation and presents the results as shown in
Figure 26.

Figure 26: Risk Analysis Session results
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The  results  shows  the  evidences  of  risk  exposure  in  the  form  of  positive  and  negative
evidences.  Depending  on  the  risk  model  a  different  representation  of  the  results  might  be
displayed, as shown in Figure 27.

Figure 27: Risk Analysis Session results

For a detailed description of the meaning of these results please refer to D2.3 - Final description
for risk management techniques.

In the bottom of the Risk Analysis Session results there is a table with the inputs used for the
analysis. These inputs are those that are known by the RISCOSS Platform, because there was
some data collector associated to the entity that was able to retrieve this kind of data. Figure 26
shows this case.

However it's possible to override and complete these inputs by introducing by hand the missing
ones or correcting the wrong ones. This is done by clicking on the Change Input Data and Re-
evaluate.

This action will present the user a table where he can fill the new data and re-run the evaluation.
Figure 28 shows this table.
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Figure 28: Overriding risk data in a risk analysis session

Once the user is over with the risk analysis session he can persist it for future reference. A
snapshot  of  the  session  containing  the  results,  and  the  input  data  used  will  be  stored
permanently in the platform. The saved sessions associated to an entity will also be displayed in
the entity page as shown in Figure 29.

Figure 29: List of the saved risk analysis sessions associated to the entity
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3.7 Risk Data Repository

The Risk Data Repository is the component that is in charge of storing all the data that can be
used as input for a risk analysis, and that comes from observation of the entities involved in the
analysis.

Examples of these entities are, of course, OSS Components, OSS communities but also entities
that  are present  in  the organizations using the RISCOSS Platform (e.g.,  projects,  products,
departments, etc.)

The Risk Data Repository exposes its functionalities through two kinds of API:

• A Java API for using it in an embedded way inside another Java-based system.

• A RESTful API for using it in a standalone way as being part of a distributed system.

3.7.1 Risk Data Repository Java API

The Java API can be used when interacting with a Risk Data Repository that is embedded in
another Java system. The API exposes three methods:

• List<RiskData> getRiskData(String target, int offset, int limit)
This method allows the caller to retrieve all the risk data associated to a given target.
The target  parameter  is  a  unique identifier  used to  identify  the  corresponding entity
defined in a domain.

• List<RiskData> getRiskData(String target, String id, int offset,
int limit)

This method allows the caller to retrieve all the risk data associated to a given target,
and having a well defined id. The id parameter is used to identify a particular type of risk
data and, in other words, is used to identify its semantics. An example of this could be
average_bug_fixing_time, test_coverage_percentage, etc.

• void storeRiskData(RiskData riskData);

This method allows the caller to store a new risk data item in the Risk Data Repository

It's worth noticing that the two methods that are used for retrieving risk data accept offset and
limit parameters. These parameters are used to retrieve risk data in chunks:

• offset is from where to start to retrieve the risk data (e.g., if there are 100 risk data

items in the repository, an offset of n will return the items starting from the nth one)

• limit is the maximum number of risk data item to return by the call - at most
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These APIs ensure the scalability of the component: not having control on how much items are
returned could pose problem when huge amount of data is stored in the repository.

A risk data is a data structure that contains the following fields:

• id: the id of the risk data item that is used to identify its semantics. As stated before, an

example  of  this  can  be  average_bug_fixing_time or
test_coverage_percentage.

• target: the id of the entity the risk data item is related to. An example of this can be an

id  representing  an OSS component.  Typically  target  matches the ids  of  the  entities
defined in the Domain Manager, and in particular, in the Layer Manager (see Section
3.6)

• date: the date in which the risk data item has been generated. This is important in order

to have an historical view on the evolution of the risk data that can be also be used to
examine evolutionary aspects of the entity.

• type: the type of the value associated to this risk data item. Currently there are three

kind of types defined:

◦ NUMBER: the value is a scalar like, for example, as it would be in the case of a risk

data item about test_coverage_percentage 

◦ EVIDENCE:  a numerical quantification of the confidence of a certain truth value of a

given  entity  (such  as  a  risk  or  organisational  goal)  expressed  by  a  pair  of  real
numbers  in  the  range  [0..1];  the  two  real  numbers  represent  the  degree  of
confidence that the truth value holds, or does not hold respectively

◦ DISTRIBUTION: a structure that describes a distribution of values with respect to

certain intervals.

The allowed types for the value of a risk data item depends on the risk analysis techniques
implemented by the Risk Analysis Engine. The set of the available types might be refined in the
future, depending on the evolution of the Risk Analysis Engine.

3.7.2 Risk Data Repository RESTful API

The API described before is also exposed through a RESTful API accessible via the HTTP
protocol. This allows external clients to access the data stored in the Risk Data Repository, and
also to send new data.

Having  such  a  feature  is  crucial  to  make  the  RISCOSS Platform  interoperable  with  other
platforms. In an ideal world where the RISCOSS Platform becomes widespread, we might think
of OSS projects uploading their data directly to the Risk Data Repository independently and
autonomously  -  they  might  run  the  tools  for  doing  that  as  part  of  their  build  systems,  for
example.

The API mostly uses JSON as a data format exchange.
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The API comprises the following methods:

GET /{target} : Returns risk data for a given target

Query parameters • offset (optional)

• limit (optional)

• id (optional) If not specified offset will be set to 0, and limit to

20. If id is specified then only the risk data with a given id will
be returned.

Status codes • 200 OK if successful.

• 500 Internal Server Error if an error occurs.

Response body A JSON object containing risk data in the following format:

{

  offset: offset,

  limit: limit,

  results: [

    {

      id: riskDataId,

      target: targetId,

      date: date,

      type: type,

      value: value

    },

    ...

  ]

}

Where  type  can  be  either  "NUMBER"  or  "EVIDENCE"  or
"DISTRIBUTION", and value can be:

• A JSON float (if type is set to "EVIDENCE")

• A JSON array of two floats (if type is set to "EVIDENCE")

• A JSON object containing the following fields (if type is set to

"DISTRIBUTION"):
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◦ labels: an array of strings

◦ values: an array of floats of the same size.

POST / Store risk data

Status codes • 202 Accepted if successful.

• 400 Bad request if the JSON that has been sent is malformed.

• 500 Internal Server Error if an error occurs.

Request body A JSON array containing risk data in the following format:

[

  {

    id: riskDataId,

    target: targetId,

    type: type,

    value: value

  },

  ...

]

Where type can be either "NUMBER" or "DISTRIBUTION", and value
can be:

• A JSON float (if type is set to "NUMBER")

• A JSON array of two floats (if type is set to “EVIDENCE”)

• A JSON object containing the following fields (if type is set to

"DISTRIBUTION"):

◦ labels: an array of strings

◦ values: an array of floats of the same size.
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3.8 Risk Data Collector Manager

The Risk Data Collector Manager orchestrates the Risk Data Collectors that are defined in the
RISCOSS  Platform  and  executes  them  at  regular  intervals,  depending  on  how  they  are
configured.

A data collector is defined, in the RISCOSS Platform, by two elements:

• As a data structure (i.e., an XWiki Class) that defines the type and the names of the

parameters that the data collector needs.

• As a  command that  must  be executed by  the system for  actually  running the data

collector.

The protocol between the Risk Data Collector manager and the corresponding data collector is
very simple.  Configuration  data and results  are respectively  exchanged using the Standard
Input and the Standard output.

Then  a  Risk  Data  Collector  is  invoked,  the  Risk  Data  Collector  Manager  sends  to  it  the
properties that have been defined using the user interface (see Figure 12) using a JSON map
containing the corresponding association between the parameter name and the corresponding
value.

The Risk Data Collector is then able to read this JSON map and to retrieve the configuration.

Once the Risk Data Collector finishes its job, it  writes on the standard output a JSON array
containing the computed risk data using the same format as the one described in the previous
section for POSTing risk data to the Risk Data Repository.

This JSON array must be delimited by the two strings “--- BEGIN RISK DATA ---” and “---
END RISK DATA ---”. In this way the Risk Data Collector is able to correctly retrieve what the
Risk Data Collector has produced and to send it directly to the Risk Data Repository associated
to the domain.

In order to facilitate the job of a Risk Data Collector developer, a wrapper that is able to handle
the communication with the Risk Data Collector Manager has been provided in the source code
repository.

Currently there are four Risk Data Collectors that have been integrated in the platform:

• Fossology – For retrieving license information

• Sonar – For retrieving project quality indicators

• Git – For retrieving source code and contribution metrics

• JIRA – For retrieving bug tracking metrics

More information about how these have been implemented and how their results connected to
the corresponding risk  models  is  available  in  D2.3  -  Final  description  for  risk management
techniques.
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3.9 Risk Analysis Engine

The Risk Analysis Engine is the core of the RISCOSS Platform, and it is the main component
that  implements  the  risk  analysis  techniques  defined  in  the  scientific  workpackages.  It  is
extensively described in D2.3 - Final description for risk management techniques.
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4 Source code, building, deployment

The source code for the RISCOSS Platform is publicly available on the OW2 source forge at the
following address: http://gitorious.ow2.org/riscoss/riscoss-platform 

In this section we describe its structure, how to build the RISCOSS Platform, how to deploy it
and a little section about how to contribute to its evolution.

4.1 Project structure

The project structure reflects the structure of the RISCOSS Platform architecture:

• riscoss-platform-dm contains the code of the Domain Manager (DM)

The  subdirectory  riscoss-platform-dm-ui-wiki  contains  the  implementation  of  all  the
components beloging to the Domain Manager4.

• riscoss-platform-rdr contains the code for the Risk Data Repository (RDR)

• riscoss-platform-rdc contains  the  code  for  the  different  Risk  Data  Collectors

(RDC)

• riscoss-platform-analyser is  the engine which calculates risk based on data-

points stored in the RDR.

• riscoss-platform-jsmile is a wrapper around the proprietary jSmile project which

is used by the riscoss-platform-analyser.

4.2 Building

4.2.1 Prerequisites

In order to build the RISCOSS Platform you need to:

• Install  the  Java JDK7 (http://www.oracle.com/technetwork/java/javase/downloads/jdk7-

downloads-1880260.html)

• Install Maven 3.0.5 (http://maven.apache.org) 

• Set  the  environment  variable  `MAVEN_OPTS`  to  the  value  `-Xmx1024m
-XX:MaxPermSize=256m`

• Put the file `settings.xml` in your local Maven directory (usually located under `.m2`

in your home directory). The `settings.xml` file is available in the `etc` directory of
the repository.

4 The Domain Manager is built on top of the XWiki Platform (http://www.xwiki.org) and fllws the rules for
the  development  of  its  applications.  For  more  information  please  refer  to:
http://platform.xwiki.org/xwiki/bin/view/DevGuide/ 
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• Donwload  and  copy  the  Smile  (https://dslpitt.org/genie)  binary  library  to  `riscoss-
platform-jsmile/src/main/resources/`.  The library to copy depends on your
operating system. For Linux/X86_64 it's called `libjsmile.so`

4.2.2 Prerequisites

Building the RISCOSS Platform is quite straightforward: just run the command `mvn install`
from the root directory of the code repository.

Depending on your connection speed,  and the number  of  artifacts  to download,  it  will  take
between 5 and 20 minutes to build the whole platform.

4.3 Deploying the RISCSS Platform (Single domain)

After having built the RISCOSS Platform you will need the following artifacts in order to deploy
it:

• The  RISCOSS Platform Domain Manager WEB application,  located in `riscoss-
platform/riscoss-platform-dm/riscoss-platform-dm-war/target`

• The  RISCOSS Platform Domain Manager XAR application,  located in  `riscoss-
platform/riscoss-platform-dm/riscoss-platform-dm-
distribution/riscoss-platform-dm-ui-wiki-all/target`

• The  RISCOSS  Platform  Risk  Data  Repository  WEB  application,  located  in

`riscoss-platform/riscoss-platform-rdr/riscoss-platform-rdr-
war/target`

• A servlet container

• A database driver

In  this  document  we  will  deploy  the  RISCOSS  Platform  using  Tomcat  7.0
(http://tomcat.apache.org)  and the HSQLDB (http://hsqldb.org) database.

4.3.1 Installing Tomcat

Please refer to http://tomcat.apache.org for installation instruction.

4.3.2 Unpacking RISCOSS Platform WEB applications

• Create a directory `riscoss` in the `webapps` directory of your Tomcat installation.

• Unpack the RISCOSS Platform Domain Manager WEB application in this directory using

the command `jar xvf riscoss-platform-dm-war-VERSION.war`

• Create a directory `rdr` in the `webapps` directory of your Tomcat installation.

• Unpack RISCOSS Platform Risk Data Repository WEB application in this directory using

the command `jar xvf riscoss-platform-rdr-war-VERSION.war`
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4.3.3 Installing the database driver

• Download the  HSQLDB database driver  from  http://search.maven.org/remotecontent?

filepath=hsqldb/hsqldb/1.8.0.10/hsqldb-1.8.0.10.jar

• Copy it under `webapps/riscoss/WEB-INF/lib` of your Tomcat installation

4.3.4 Starting the server and installing the RISCOSS Platform Domain Manager XAR
application

• Open the  file  `webapps/riscoss/WEB-INF/xwiki.cfg`  and  uncomment  the  line

`xwiki.superadminpassword=system`

• Start the Tomcat server using the script `bin/startup.sh` in your Tomcat installation.

• Open  a  browser  and  go  to  the  following  URL:

`http://localhost:8080/riscoss/bin/login/XWiki/XWikiLogin`

• Login as `superadmin` with password `system`

• In the top `Wiki: xwiki` menu choose `Administration`

• Click on the button `Choose a file` and select on your filesystem the file `riscoss-
platform-dm-ui-wiki-all.xar`  located  in  `riscoss-platform/riscoss-
platform-dm/riscoss-platform-dm-distribution/riscoss-platform-dm-
ui-wiki-all/target` of the source code repository

• Click  on  the  link  `riscoss-platform-dm-ui-wiki-all.xar`  in  the  availabe

packages section. A list of documents should appear on the right half of the page.

• Go down this list and click on the `Import` button

• Once finished click on the `Log-out` button on the top right

• You can now re-login using the `Admin` user name, and `admin` as a password.

The  RISCOSS Platform Domain  Manager  is  built  on  top  of  the  XWiki  Platform.  For  more
information you can also look at http://platform.xwiki.org/xwiki/bin/view/Main/Documentation
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5 How to contribute

In this section we will describe how to contribute to the RISCOSS platform.

Let's say that a user want to contribute to the riscoss-platform repository. The first thing
that he needs to do is to create a clone of the repository on Gitorious:

• Go to the repository home page: http://gitorious.ow2.org/riscoss/riscoss-platform 

• Click on the "Clone repository" button.

• Give a name for the cloned repository. Gitorious will propose you a name consisting of

your user name followed by the original repository name. You can keep it  and click
directly on the "Clone repository" button. 

Once the clone is completed you will be redirected to the home page of your cloned repository
that resides under your account.

Now you can clone the private repository on your computer by using git. Select and copy the
SSH clone URI from the Gitorious page, and paste it on the `git` command line: `git clone
SSH_CLONE_URI_FOR_YOUR_PRIVATE_REPOSITORY`

Setup the upstream remote for pulling changes from the original repository. Go to the original
project repository (i.e., http://gitorious.ow2.org/riscoss/riscoss-platform) and select and copy the
GIT clone URI from the Gitorious page, and paste it on the git command line: `git remote
add upstream GIT_URI_OF_THE_ORIGINAL_REPOSITORY`

By doing this we added a remote for retrieving changes form the original repository (see later).

If the user types `git remote -v` he should see something like this:

  origin git@gitorious.ow2.org:~fmancinelli/riscoss/fmancinellis-
riscoss-platform-dev.git (fetch)

  origin git@gitorious.ow2.org:~fmancinelli/riscoss/fmancinellis-
riscoss-platform-dev.git (push)

  upstream git://gitorious.ow2.org/riscoss/riscoss-platform-dev.git
(fetch)

  upstream git://gitorious.ow2.org/riscoss/riscoss-platform-dev.git
(push)

For the upstream repository we used the GIT clone URI because it  is read-only. This would
prevent us to mistakenly commit to the original repository.
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At this point the user has a working copy of the RISCOSS platform on your computer. He must
do these steps only ONCE, the first time you clone a repository.

Before he starts to write anything, he can create a branch by giving it a meaningful name about
what  you  will  be  coding.  He  can  then  do  it  with  this  command:  `git  checkout  -b
BRANCHNAME`

He can always check on which branch you are by using the `git branch` command. The
current branch is the one with a  `*`  next to it.

Now he can really start to code. He writes his code and commit it periodically as he advances.

Since in the meanwhile the master branch could have had some changes, he must periodically
merge these changes to your branch in order to always have an up-to-date version of the code
base. He can do it with the following command: `git pull upstream master`

This will retrieve all the latest commit from the master branch of the upstream remote (i.e., from
the original repository) and merge them to your local branch.

When he's satisfied with the state of the code and want to make it become part of the RISCOSS
Platform you will have to create a merge request:

• Push your local branch to Gitorious: `git push origin BRANCHNAME`

• Go to the Gitorious page of your private repository and click on the `Request merge`

button.

• Fill the forms with useful information about your work.

• Select the target repository where you want the changes to be merged, in this case

`riscoss-platform`

• Select  the  target  branch  where  you  want  the  changes  to  be  merged,  in  this  case

`master`

• Select the source branch from where to take the changes, in this case `BRANCHNAME`

(i.e., the name you gave to the branch that you pushed)

• Select the commit that represet the state of the code that you want to merge

• Click on "Create merge request"

At this point he's done. A new merge request will be added to the original repository so that it
can be code-reviewed and, if everything is fine, it can be finally merge into the master branch of
the riscoss-platform becoming part of it.
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Conclusion

In this document we described the status of the consolidated version of the RISCOSS Platform.
During the second year we tried to address as much as possible the requirements that were
identified during the first year. The main difficulty has been to try to build a platform that was
able to accommodate the different and heterogeneous use cases.

The platform has been deployed on test servers on  http://riscoss-platform.devxwiki.com/xwiki
(User: Admin, Password: admin) and an open playground with test data coming from OW2 has
been published on http://riscoss-platform.devxwiki.com/xwiki/wiki/riscossplayground

The risk analysis techniques available so far have been integrated.

The next steps is to improve usability and to integrate the missing parts that are still missing in
the risk analysis techniques.
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